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= Availability refers to the ability to use a desired information,
resource or service

= A Denial of Service attack is an attempt to make that
information (resource or service) unavailable to legitimate users

® The most common attacks are aimed at Internet hosts, whose
services are temporarily denied

= Different motivations: economic interests, cyber-extortion,
cyber-warfare, protest, hacktivism, etc.

= Started in late 1990s, still very common (and dangerous)
today
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A metaphor: Denial-of-Dinner Attack

Hello, Chez Panisse, how can | help you?

Lvould like to make a reservation for next Friday. ’

{Certalnly! At what time, under what name and for how many persons?

ﬁSpm Miss O’Hara for 58 persons ’

Very welll See you next Friday Miss O’Haral

Eank you very much! Goodbye. ’
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Denial-of-Dinner/Attack 2

Ean t wait to repeat my attack on Chez Panisse Restaurant!

Incoming call from 532 174-9528 &

‘ Wait a minute!! | recognize that number. It's Miss O’Hara ’

She booked 58 places last week and no one showed up!
| will not fall for it another timel! I'll just let it ring!
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Denia-i—of—Dinner,Attack <!

Denia-i—of—DinherAt‘taCk 4

Incoming call from 355 932-1752 &
[ Hello, Chez Panisse, how can | help you? &

Aould like to make a reservation for next Friday -;

{Certainly! At what time, under what name and for how many persons? &

A 8pm, Miss Suellen for 58 persons ]

[Very welll See you next Friday Miss Suellen! & :
Aamk you very much! Goodbye. \
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Incoming call from 340 254-8356 &

[ Hello, Chez Panisse, how can | help you?

Aould like to make a reservation for next Friday ]

{Certainly! At what time, under what name and for how many persons? & g

A 8pm, Mrs Marylou for 58 persons J

| am sorry but we do not accept reservations
for more than 4 from the same person
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‘ ; i /] | 1
Incoming call from 348 ... & <
= z

[ Hello, Chez Panisse, how can | help you? -

A)uld like to make a reservation for 4 persons next Friday at 8pm, Jane ]
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Asymmetry/of costs

= With the existing economic model for reservations, the
restaurant is fighting a losing battle

" |t costs very little for the customer to make a reservation
" |t costs a lot for the restaurant to lose a reservation

" This asymmetry opens up the possibility for exploitation
" Need to balance the two costs to avoid exploitation

= \We can try one of two possibilities
* Lower the cost of losing a reservation
* Increase the cost of making a reservation

= Achieve both by asking for a credit card when reserving
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Economic model

= |n the physical world, DoS attacks are very rare because
almost everything has a cost — real, indirect or social

= The cost model of the Internet does not tax volume, so it costs
(almost) the same to make one request or one million requests

= One way to increase the cost (in time) and intelligence required
to make a request — CAPTCHA

= Can be effective by limiting service requests to human beings,
e.g., creating accounts, directory look-up, image or document
conversion by excluding bots
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CAPTCHA

= Completely Automated Public Turing test to tell Computers
and Humans Apart

® Type of challenge-response test used in computing to
determine whether the user is human

= CAPTCHA involves one computer (a server) which asks a user
to complete a test

® The test can be generated and graded by a computer but a
computer is not able to solve the test
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CAPTCHA

CAPTCHA

= CAPTCHA requirements:
* Most humans can solve easily
= Current computers are unable to solve accurately

* Do not rely on the attacker never having seen the given type of
CAPTCHA before

* Can be generated automatically but require artificial intelligence
technigues to solve
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Word Verification: Type the characters you see in the picture below.

HUYer
| &

Letters are not case-sensitive
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= About 200 million CAPTCHAS are solved by humans around the
world each day

" This amounts to more than 150,000 hours of work consumed
each day

® reCAPTCHA improves the process of digitizing text in scanned
books or photographs by sending those that cannot be recognized
by computers to the Web in the form of CAPTCHAS for humans to

decipher
il <IN E
Type the two words: =
ol ®e CAPTCHA
; C aed bhoke [Type the text ‘

(Sabmit) The words above come from scanned books.
i
22T By typing them, you help to digitize old texts.
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® Today, it is possible to distinguish humans from bots using
sophisticated Machine Learmning and Al technigues that take into
account what a user does before and after ticking a simple
checkbox

I'm not a robot
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® Two general strategies for attacks:
* Crash the services
* Flood the services

= Different ways of launching an attack:
= Consumption of bandwidth
= Consumption of host resources: RAM, disk space, CPU time
= Disruption of configuration information (e.g., routing)
= Disruption of state information (e.g., TCP sessions)
* Disruption of information itself (cryptolocker)
= Disruption of physical network components (LAN, WLAN, etc.)
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DoS manifestations

Botnets, Zombies and"DDoS

= US-CERT defines symptoms of DoS attacks:
* Unusually slow network performance (e.g., accessing web sites)
* Inability to provide a service for remote access (web site)
* |nability to access a remote service (web site)
* Inability to access local information (files)
* Increase in the number of spam emails received (email bomb)
= Disconnection of a wireless or wired interet connection
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® Early DoS attacks were performed from a single host

= Today, “armies” of hosts are used to launch more effective
‘Distributed DoS” (DDoS) attacks: botnets of zombies

= “Zombie” refers to a compromised computer (infested by
malware, virus, trojan horses, etc.) that can be used to
perform malicious tasks, unbeknownst to its legitimate owner

® Botnets of zombies are remotely controlled by attackers
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LARGEST ATTACH SIZE REPORTED
BY SERVICE PROVIDERS
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Source: Arbor Networks 13th Annual Worldwide Infrastructure Security Report
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Anatomy of a bDoS attack

Attacker

Masters

Slaves

jm)

Victim
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IP Spoofing

Most DDoS attacks rely on spoofed source IP addresses

* the victim believes that the packet was sent by a machine other than
the one that actually sent it

* More effective if the spoofed IP address is of a host the victim trusts

Exploits (corrupted) IP headers

IP Spoofing has legitimate applications, for instance for
simulating network load or traffic

= Can be exploited for DDoS since it:

* makes it more difficult to trace back attackers (no accountability)
* makes it more difficult to filter malicious traffic

* allows errors and floods in network traffic
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Some known attacks

® Ping of Death

= TJeardrop

= SYN Flooding

= Reflector attack
= Smurf

= Slow HTTP DoS
= And many others
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DoS attacks: SYN Elooding

DoS attacks: SYN Flooding

TCP 3-way handshake

Initiator Listener
connect( ) listen( )
SYN
TCB initialized to
SYN-ACK SYN-RECEIVED state
Success code
returned by
connect( ) ACK
TCB transitions to
ESTABLISHED state
(Data packets exchanged)
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® Exploits vulnerabilities in the TCP three-way handshake through
IP Spoofing

® The attacker (through the Botnet) initiates many TCP
connection requests by sending SYNs to the victim host

" The victim initializes the connections in the Transmission
Control Block (TCB), sends SYN-ACKs and waits for ACKs
before declaring each connection ESTABLISHED

® Since the initial connection requests are spoofed, the SYN-
ACK messages are lost and the ACKs never arrive

® The gueue of incoming connections in the TCB is eventually
exhausted and no more new connections can be accepted
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DoS attacks: SYN Flooding

Attacker Listener

Attack begins,
numerous SYNs sent

listen( )

Full backlog of TCBs
initialized to SYN-RECEIVED
state, and SYN-ACKs sent

to various bogus destinations
Legitimat
Initiator
connect( )
No room under backlog
SYN for new TCBs to be put
into SYN-RECEIVED,
. so incoming SYNs
Give up, are ignored
connect( ) fails e
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Defenses

= DoS attacks cannot be prevented and there is no 100%
effective defense

= Why is it so difficult to defend against DoS attacks”?

= Very difficult to distinguish between legitimate traffic and attacks
= Hltering incoming flow might reject legitimate traffic
= Fltering efficient only if detection is correct

= Spoofed IP addresses make it very difficult to traceback the attacker
" Heterogeneity of software and platforms
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Defenses

Prevention

® Three main defense strategies:
* Attack Prevention (before the attack)
» Attack Detection and Filtering (during the attack)

* Attack Source Traceback and Identification (during and after the
attack)

= A comprehensive solution should include all three lines of
defense
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® Reduce the possibility of being a zombie

® |nstall security patches, antivirus, and intrusion detection
systems

= Keep protocols and operating system up-to-date
® |nstall firewalls and configure network to filter input/output traffic

= Configure available resources

= Alternate network paths
* |oad balancing
* Additional servers/cloud-based resources
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Detection

Filtering

® Try to detect an attack as soon as possible and respond
* |dentification of statistical patterns of DDoS attacks and comparison
of the same with live traffic
= for known attacks, we can employ machine learning techniques
= or search for signatures from a database of known attacks
= effective for known attacks, but not for new ones
* |dentification of deviations from standard behavior of clients and
usual network traffic (anomaly-based detection)
= compare current network parameters with normal ones
= effective against new attacks
= keep the model of “normal traffic” updated

* Hybrid approach combining both
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® Once detected, malicious traffic could be blocked by applying
filters

= Where to apply filtering”?
* The closer to the attacker, the more effective the filter
* The best solution would be to filter at the zombies (very difficult, often

impossible)

= Preventive filters: try to reduce traffic with spoofed IP

addresses on the network

* The source IP address of outgoing traffic should belong to the
originating subnetwork

* The source IP address of incoming traffic should not
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Filtering criteria

Monitering ‘DDoS

= Source address
= Works if the attacker is known (but IP addresses are spoofed...)
* Difficult to discover thousands of zombies/reflectors IP addresses
*= Difficult to deploy thousands of IP address filters
= Service/port
" Works if the attack mechanism is known (UDP, TCP)
* Not effective if the attacker used a common port or service
® Destination address
" Works once the target is discovered
" |Legitimate traffic may be rejected

* Useful to limit the consequences of an attack to other hosts served by the
same ISP
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= http://www.digitalattackmap.com/
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