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Abstract

Thepratectionmechanismsof currert mainstramop-
eratingsystemsreinadeagateto support confideniality
andintegrity requrementsfor endsystems.Mandatory
accesgontrd (MAC) is neededo addesssuchrequite-
ments,but the limitations of traditional MAC have in-

hibited its adogion into mainstream operatimy systems.

The National SecurityAgeng/ (NSA) worked with Se-
cure Compuing Corpomtion (SCC)to develop a flexi-

ble MAC archtecturecalledFlaskto overcomethe lim-

itationsof traditioral MAC. The NSA hasimplemente

this architectue in the Linux opeating system produc-
ing a Security-BhhanedLinux (SELinuX protaype,to

male the techndogy available to a wider comnunity

andto enablefurthe researchnto secureopeatingsys-
tems.NAI Labshasdevelopedanexample securitypol-

icy configuationto demorstratethe benefitsof the ar

chitectue andto provide a foundationfor othes to use.
This paperdescribeghe securityarchitectue, security
mecharsms, application progmamminginterface secu-
rity policy configuration,andperfamanceof SELinux

1 Intr oduction

End systemsmustbe ableto enface the separatia
of informationbasedon confidentiality andintegrity re-
quirenentsto provide systemsecurity Operatimg sys-
tem securitymeclanismsare the foundation for ensur
ing suchseparationUnfortunately existing mainstrean
operding systemslack the critical securityfeatue re-
quiredfor enfordng separation mandtory accesson-
trol (MAC) [17]. Instead they rely on discretiorary ac-
cesscontrd (DAC) mechaisms. As aconsegence ap-
plicationsecuritymechanismarevulneableto tamper
ing andbypass,andmaliciousor flawedapplicatiors can
easilycauséailuresin systemsecurity

DAC mechaismsare fundamentallyinadeqate for
strongsystemsecurity DAC accesdlecisionsareonly
basedon useridentity and ownership, ignaring other
securityrelevantinformationsuchastherole of theuser
thefunction andtrustworthinessof theprogam,andthe
sensitvity andintegrity of the data.Eachuserhascom-
pletediscretia over his objectsmaking it impossibleto

enforce a system-widesecuritypolicy. Furthernore, ev-
ery progmamrun by a userinheiits all of thepermissions
grantel to the userandis free to changeaccesgo the
users objects,so no protedion is provided agairst ma-
licious software. Typicdly, only two major categyories
of usersaresuppatedby DAC mechaisms,compleely
trustedadministréorsandcompetely untrustedordnary
users. Many systemservicesand privileged progams
mustrun with coarse-gainedprivilegesthatfar exceel
their requirenents, so that a flaw in arny one of these
progamscanbeexploitedto obtainconpletesystemac-
cess.

By addingMA C mecharsmsto theoperatingsystem,
thesevulnerailities canbe addessed MAC accesgsle-
cisionsarebasedon labelsthatcancontaina variety of
securityrelevantinformation. A MAC policy is definel
by a systemsecuritypolicy administratorand enfaced
over all subjectgprocessesandobjects(e.q.files, sock-
ets,network interfaces)n thesystemMAC cansuppat
awide variety of cateyolies of userson a systemandit
canconfire thedamageahatcanbe causedy flawed or
malicioussoftware.

Traditioral MAC mecharsms have typically been
tightly couged to a multi-level security(MLS) [7] pol-
icy which basesits accesslecisionson clearance for
subjectsandclassificationdor objects. This traditioral
apprachis too limiting to meetmary securityrequire-
ments[8, 9, 10]. It providespoor suppot for dataand
application integrity, separatia of duty, andleastpriv-
ilege requiements. It requres specialtrustedsubjects
that act outsideof the accessontiol mocel. It fails to
tightly contrd therelatiorshipbetweerasubjectandthe
codeit executes. This limits the ability of the systemto
offer protection basedon the function and trustworthi-
nessof the code,to correctly mana@ permnissionsre-
quiredfor execuion, andto minimize the lik elihood of
maliciouscodeexecuion.

To addresshelimitationsof traditioral MAC, theNa-
tional SecurityAgeng (NSA), with the help of Secure
Compuing Corpoation (SCC),began researcimg nev
waysto provide strongmandatoy accesscontrolsthat
could be acceptale for mainstreanoperatilg systems.
An important designgoal for the NSA wasto provide



flexible suppat for security policies, since no single
MAC policy modelis likely to satisfyeveryones secu-
rity requrements. This goal was achieved by cleanly
separatingthe security policy logic from the enforce-
ment mechaism. Throwh the development of two

Mach-tasedpraotypes,DTMach[12] andDTOS [20],

the NSA andSCCdevelopeda strong flexible security
architectue. Although high assuranewasnot a goal of
theresearchformal methaswereappliedto thedesign
to help validatethe securitypropertiesof the arctitec-
ture[23, 24]. Likewise, perfamanceoptimizationwas
not a goal, but significantstepsweretakenin the archi-
tectureto minimize the perfomanceovetheadnormally

associateavith MAC. NSA andSCCthenworkedwith
the University of Utah’s Flux researctgroupto trans-
fer the architeture to the Fluke researctoperatimy sys-
tem[25]. During thetransferwhathasbeconetheFlask
architectue wasenhaedto provide bettersuppot for

dynanmic securitypolicies.

The NSA created Security-Enhanced Linux, or
SELinux for short, by integrating this enhaed archi-
tectureinto the Linux opeating system.It hasbeenap-
plied to the major subsystemsf the Linux kerrel, in-
cludingtheintegration of mand#ory accesgontrds for
operaions on proessesfiles, andsoclets. NAI Labs
has since joined the effort and hasimplemerted sev-
eraladditioral kerrel manditoryaccesgontrds, includ
ing contols for the procfs anddevpts file systems.The
MITRE Corpaation and SCC have cortributedto the
developmert of someapplication securitypoliciesand
have modified utility programs,but their contributions
arenotdiscussedurtherin this pape.

Usingtheflexibility of SELinuw, it is possibleto con-
figure the systemto suppat a wide variety of security
policies. The systemcansuppot:

e separatiorpolicies that can enface legal restric-
tions on data, establishwell-defineduserroles, or
restrictaccesdo classifieddata,

e contaimentpolicies usefu for suchthingsasre-
strictingweb sener accesgo only authoized data
and minimizing damagecausedby viruses and
othermaliciouscode,

e integrity policies that are capate of protectirg
unauhorized modifications to data and apgica-
tions,and

e invocaion policiesthat canguaratee datais pro-
cessedsrequired

The flexibility of SELinux meetsthe goal of enablirg
mary different modelsof securityto be enfacedwith
thesamebasesystem.

The NSA releasedhe SELinw to make thetechnd-
ogy availableto a wider community andenablefurther
researclinto secureoperatimg systems. To help intro-
ducethe systemin a more immediatelyusefulform that
helps demorstratethe addedvalue of SELinux NSA
contratedNAI Labsto develop anexampe securitypol-
icy configuationfor thesystendesignedo meetanum:
berof comnongeneal-purpsesecurityobjectves. The
exampe configuationgredly reduceshecomplexity of
SELinuxthatwould otherwisebe presenif building the
policy specificatiorfrom scratchwererequirel. Theex-
ampleconfigurationreleasedvith the SELinuxprovides
a customizale foundationwith which a securesystem
canbebuilt.

The remainer of this paper describesSELinux It
begins by providing an overview of the Flaskarchtec-
ture andits SELinw implementationin Section2. The
securitymecharmsms addel to the systemare thende-
scribedin Section3. The SELinuxapplicdion progam-
minginterface(APl) is discussedh Sectiord. Sections
describeshe examge securitypolicy configurationcre-
atedfor the system. The performane overheadof the
SELinuxmecharsmsis descrikedin Section6. Related
work is discussedn Section?.

2 Secuity Architecture

This sectionprovidesanoverview of the Flaskarchi-
tectureandthe SELinuximplenentationof thearchtec-
ture. The Flask architectue provides flexible suppat
for mandatoy accessontrd policies. In a systemwith
mandatory accesscontrds, a securitylabel is assigned
to eachsubjectandobject. All accessefrom a subject
to anobjector betweertwo subjectanustbe authaized
by the policy basedon thesedabels. The Flaskarchtec-
ture cleanly separateshe definition of the policy logic
from the enforementmechaism. The securitypolicy
logic is encapulatedwithin aseparateompamentof the
operaing systenwith well-definednterfacedor obtain
ing securitypolicy decisions.This separateompament
is referied to asthe security server dueto its originsas
a userspacesener runring on a microkernel. In the
SELinuximplement#on, the securitysener is merely
akerrel subsystem.

Comporentsin the systemthat enforce the security
policy arereferredto as object managers in the Flask
architectue. Objectmanagrsaremodifiedto obtainse-
curity policy decisionsfrom the securitysener andto
applythesedecisiongo labelandcontrd accesgo their
objects. In the SELinuximplementation,the otherker
nel subsystemge.g. processmanagenent, filesystem,
socletIPC, SystemV IPC) areobjectmanaers.Appli-
cationobjectmangerscanalsobe suppated, suchasa
windowing systemor adatabasenanagmentsystem.



The Flask architectue also provides an accessvec-
tor cache(AVC) compamentthat storesthe accessde-
cision compuationsprovided by the securitysener for
subseqantuseby the objectmanages. The AVC com-
ponent also suppots revocationof pernissions,asde-
scribedaterin Section2.4. An objectmanagr mayfur-
ther redu@ the cost of a permissioncheckby storing
referercesto the appopriateentryin the AVC with its
objects. As aresult,mostpermissionchecls canoccu
withoutevenincuriing the costof anextrafunction call.

Theremairderof this sectionfurtherelaboatesonthe
Flask archite¢ure andits SELinux implemettation. It
begins by discussinghow securitylabelsare encapsu
latedin Flask. This sectionthen discussehiow Flask
suppotsflexibility in labelingandaccesslecisionsThe
ability of Flaskto suppot policy changsis then de-
scribed.

2.1 Encapsulationof Security Labels

Sincethe cortent and format of security labels are
depemlent on the particular security policy, the Flask
architectue definestwo policy-indepenlent datatypes
for securitylabels:the securitycontext andthe security
identifier A securitycortext is a variablelengthstring
represetation of the securitylabel. Interrally, the se-
curity sener storesa securitycortext asa structureus-
ing a private datatype. A securityidentifier (SID or se-
curity_id_t) is anintegerthatis mapged by the security
sener to a securitycontext. Flaskobjectmanagrsare
resposible for binding securitylabelsto their objects,
sothey bind SIDsto active kerné objects. Thefile sys-
temobjectmana@rmustalsomaintainapersistenbind-
ing betweerfiles andsecuritycontets. Sincethe object
manag@rshande SIDsandsecuritycontexts opaqeely, a
chang in the forma or contentof securitylabelsdoes
notrequre ary changsto theobjectmaragers.

The Flaskarchitectue merelyspecifiegheinterfaces
provided by the securitysener to the objectmanagrs.
The implementation of the security sener, including
ary policy langwageit may suppat, are not specified
by the arctitecture. The SELinux exanple security
sener definesa security policy that is a combnation
of Type Enforcement(TE) [8], role-basedaccesson-
trol (RBAC) [11], and optiorally multi-level security
(MLS) [7]. The exanple configuation for the TE and
RBAC policy compaentsis descriledin Sections. The
SELinuxexampe securitysener definesa securitycon-
text ascontainirg a useridentity, arole, atype,andop-
tionally a MLS level or range. Rolesareonly relevant
for processesso file security contexts have a geneic
object_r role. Thesecurityseneronly providesSIDsfor
securitycontexts with legd combnationsof user role,
type,andlevel or range. Theindividual attributesof the

int security_transition_sid(
security_id_t ssid,
security_id_t tsid,
security_class_t tclass,
security_id_t *out_sid);

ret = security_transition_sid(
current->sid,
dir->i _sid,
SECCLASS _FI LE,
&si d);

Figurel: Interface andexample call to obtaina secuity labd. The
input paranetersarethe subjec SID, the SID of arelated objed (e.g.
the parentdirectory), andthe classof the new objed. The SID for the
new objectis retrnedasan outputparamegr.

securitycontext arenot maripulatedby the objectman-
agers.

Theuseridentity attributein thesecuritycontext is in-
depewentof theordinay Linux useridentity attributes.
Modificationsto the Linux login progamandcrondae-
mon are provided to setthis new useridentity attribute
appra@riatelyfor login session@ndusercronjobs. By
using a separateuser identity attribute, the SELinux
mandatory accesscontrds remaincompletdy orthago-
nal to the existing Linux accessortrols. SELinw can
enforce rigoraus contrds over changs in its useriden-
tity attribute without affecting compdibility with exist-
ing applicatias.

2.2 Flexibility in Labeling Decisins

When a Flask objectmanger requres a label for a
new object,it consultsthe securitysenerto obtainala-
belingdecisiorbasednthelabelof thecreatingsubject,
thelabelof arelatedobject,andtheclassof thenew ob-
ject. For progam execttion, the Flaskprocessmanagr
obtainsthe label for the transfomed processbasedon
the currert label of the processandthe label of the pro-
gramexecuable. For file creation the Flaskfile system
objectmanageiobtairs the label for the new file based
onthelabelof the creatingprocessthelabel of the par
entdiredory, andthekind of file beingcreated.The se-
curity sener may compute the new labelbasednthese
inputsandmayalsouseotherexterral information. Fig-
ure 1 shaws the securitysener's security_transition_sid
interfacefor obtainirg alabelandanexanple call to this
interfaceto obtainthelabelof anew file.

The SELinuxexanple securitysener may be config
uredto autonatically causechangsin the role or do-
mainattributesof aprocesdasedntheroleanddoman
of the processandthe type of the program. By defaut,
therole anddomain of a processis notchange by pro-
gramexecuion. The SELinuxsecuritysener may also
be configuredto usespecifiedtypesfor new files based



int security_conpute_av(
security_id_t ssid,
security_id_t tsid,
security_class_t tclass,
access_vector _t requested,
access_vector_t *all owed,
access_vector_t *deci ded,
__u32 *seqno);

Figure2: Interfacefor obtairing acessdedsionsfrom the secu-
rity sener. The input paraméersare a pair of SIDs, the classof the
objed, andthe setof requestedpermissios. The pair of SIDs may
be subjet-to-ohject, subjed-to-subpct, or even objed-to-object. The
grantel permissionarereturnedasoutpu paramegrs.

on the domain of the process, the type of the paren di-

rectory andthekind of file. A new file inheiits thesame
typeasits parentdirectay by default. For objectswhere
thereis only onerelevant SID, objectmanaerstypically

do not consultthe securitysener. Instead they merely
usethis SID asthe SID for the new object. Pipes,file

descriptims, and soclets inherit the SID of the creat-
ing process,andoutpu messagembheiit the SID of the
sendingsoclet.

2.3 Flexibility in AccessDecisims

Object managrs consultthe AVC to checkpermis-
sions basedon a pair of labels and an object class,
andthe AVC obtairs accesslecisiors from the security
sener asneeced. Figure 2 shaws the securitysener’s
security_compute_av interfacefor obtainingaccessleci-
sions. Figure 3 shawvs the AVC'’s avc_has_permref in-
terfacefor checkng permssionsandanexanple call to
thisinterface to checkbind permissiorto asoclet.

Eachobjectclasshasa setof associategbermissions.
Thesepernissionsetsarerepesentedby abitmapcalled
an access vector (access_vector t). Flaskdefinesa dis-
tinct permissiorfor eachservice andwhenaserviceac-
cesseultiple objects Flaskdefinesa separat@ermis-
sionto contrd accesgo eachobject.For examge, when
afile is unlinked, Flaskchecksemove_name permission
to thedirectay andunlink permissiorto thefile.

Theuseof objectclassesn accessequestsallowsdis-
tinct permissionsetsto be definedfor eachkind of ob-
ject basedon the particularservicesthat are supported
by the object. It alsoallows the securitypolicy to make
distinctionsbasedon the kind of object, sothataccess
to adevice specialfile canbedistingushedfrom access
to a regular file andaccesgo a raw IP soclet canbe
distinguisted from accesso a UDP or TCPsoclet.

2.4 Support for Policy Changes

The Flask AVC provides an interface to the secu-
rity senerfor managig the cacheasneeckdfor policy
chan@s. Sequene nunbersareusedto addessthe po-

extern inline
int avc_has_permref (
security_id_t ssid,
security_ id_t tsid,
security_class_t tclass,
access_vector_t requested,
avc_entry_ref _t *aeref);

ret = avc_has_permref (
current->sid,
sk->sid, sk->sclass,
SOCKET__BI ND,
&sk->avcr) ;

Figure3: AVC interface and exampe call to checkpermissios.
Theinput paranetersarethe sameasfor securit. computeav, except
for theadditonal aeref paraneter Onits first use,the aerefparaneter
is setto referto the AVC entry usedfor the permissionched, andon
subsequeinchecls this refererce is usedto optimize the lookup. The
referenceis revalidated on eachuseto ensurets corredness.

tentialinterleaving of accesslecisioncomputationsand
policy charge notificatiors. Whenthe AVC recevesa
policy charge natification it updatesits own stateand
theninvokescallbackfundions registeredby the object
manag@rsto updateary permissionsetainedn thestate
of the objectmanayers. For exanple, permissios may
be retainedin the accesgightsin pagetablesor in the
flagsonanopenfile descripion. After updatingthestate
of the objectmanagrsandthe stateof the AVC to con-
form to the policy chang, the AVC notifiesthe security
senerthatthetransitionto thenew policy hasbeencom-
pleted.

In SELinux mary permissios arerevalidatedonuse,
such as pernissionsfor readirg and writing files and
permissios for commnunicatingon an establishedcon-
nection Conseqantly, policy changsfor thesepermis-
sionsareautomaically recogiizedandenfacedwithout
the needfor objectmanagr callbacks.Permissiongan
be efficiently revalidatedby objectmanagrsusingref-
erencego entriesin the AVC. However, therevdidation
of permissiongon useis not adeqiatefor revoking ac-
cessto mappedfile pages in the Linux pagecache.The
curreri SELinuximplenmentationdoesinvalidatethe ap-
propriate pagecacheentrieswhenafile is relabeledbut
a callbackhasnot yet beendefinedto invalidate the ap-
profriate pagecacheentrieswhena policy chang noti-
ficationis receved.

The SELinuxexampe securitysener providesanin-
terfacefor charging the securitypolicy configuationat
runtime. The security_load_policy call may be usedto
reada new policy configuationfrom afile. After load-
ing the new policy configuation,the securitysener up-
datesits SID mappng, invalidatingary SIDs that are
no longerauthoized, andresetsthe AVC. Subsequet
permissiorcheckson processesndobjectswith invaid



PERMISSION(S)| DESCRIPTION
execue Execue
transiion Change label
entrypont Entervia progran
sigkill Signal

sigstop

sigchld

signal

fork Fork

ptrace Trace

getsche Getschedut info
setsched Setschedut info
getsession Getsession
getpgd Getprocesgroup
setpgid Setprocesgroup
getcp Getcapaliiti es
setcap Setcapaliliti es

Tablel: Permissionsor the processobjed class.

SIDs always fail, preverting ary further accessedy
suchpracessesndary furtheraccessew suchobjects.
Suppat for autonatically relatelingtheseprocessesand
objectsto alabelthatis accessibléo administratorshas
notyetbeenimplemented.

3 Secuity Mechanisms

This sectiondescribeghe security mechanismsle-
fined by the Flaskarchtectureandthe SELinuximple-
mentationof thesemecharsms. It begins with a discus-
sion of the mandhtory accessontrds for procesanan-
agemeh Mandatay accessortrols for file systemob-
jectsarethendescribed This sectionconcludeswith a
discussiorof socketmandatoryaccesgontrds.

3.1 ProcessControls

Tablel shavsthe permissionsdefinedfor theprocess
managmentcompament. The progessexecute permis-
sion is usedto control the ability of a processto exe-
cute from a given execuable image. This permnission
is checledbetweerthelabelof thetransfomedprocess
andthelabelof the executableon every progamexecu
tion. It is alsochecledwhenanELF or scriptinterpreer
is executed,andwhenafile is memay-magpedwith ex-
ecuteaccesgi.e. asharedibrary). This processexecute
permissionis distinct from the file execute permission
whichis usedto contiol the ability of a processto initi-
atetheexeaution of aprogram.

The transition permissionis usedto contrd the abil-
ity of aprocessto transitionfrom onesecurityidentifier
(SID) to another The entrypoint permissionis usedto
contrd what progiamsmay be usedasthe entry point
for a given proessSID. This permissionis similar to
the process execute permission,excefd that it is only
checledwhenaprocesdransitiongo anew SID. Hence,

the security policy can distinguishbetweenwhat pro-
gramsmaybeusedto initially enteragivenproessSID
andthefull setof progamsthatmaybeexecuedby that
processSID.

This entrypoint pernissionis especiallynecessaryn
an environmer with sharedlibraries, since most pro-
cessemustbeauthaizedto executethesystendynamic
loader Without separatecontrd over entry point pro-
grams,ary securitylabelcould be enteredy executing
the systemdynamicloader Separatentrypoint contiol
is alsonecessaryn orderto suppat securitylabeltran-
sitions on scripts,sincethe new securitylabel mustbe
authgizedto executetheinterpreterandthe script.

Separatgermissios for eachsignal could easily be
defined but until empiricd evidercesuggestshisis nec-
essarythiswill notbedore. Separat@ermssionswere
definedfor the SGKILL and S GSTOP signals,sigkill,
sigstop respectidly, sincethesesignalscannotbecaudt
orignored. A separatgermission,sigchld wasalsode-
finedto contiol the SSGCHLD signalbecausexperience
demanstratedhatit wasusefulto contiol thissignalsep-
arately A singlepernission,signal, is usedto contol
theremainirg signals.

The ptrace permissionis usedto contrd the ability
of a processto trace anotherprocess. The getsched,
setsched, getsession, getpgid, setpgid, getcap, and set-
cap permission areusedto contiol the ability of a pro-
cesdo obsene or modify thecorrespnding attributesof
anotler process.

In addition to the pernissions listed in this table,
SELinux provides an equialent permissionfor each
Linux capability This allows the securitypolicy to con-
trol the useof capabilitiesbasedon the SID of the pro-
cess.SELinuxcouldalsobeexterdedto provide afiner-
graina repla@mentmechaism for capabilities.Sucha
mecharsm wasdevelopedfor oneof SELinux’s prece-
cessorsthe DTOS system[20]. This mechaism per
mitted privileges to be grarted basedon both the at-
tributesof the processandthe attributesof the relevant
object,e.g. discretionay readoverridecouldbe grantel
to a particdar set of files. Sincethe mechanismob-
tainedprivilege decisionsrom thesecuritysener, man-
agemen of privilegeswas centrdized and verificatian
that privilegeswere grarted apprriately was straight-
forward.

3.2 File Controls

Table 2 lists the permissionsfor contrdling access
to openfile descripion objeds. Since openfile de-
scriptionsmay beinheritedacrass execve or transferre
through UNIX soclet IPC, SELinw labelsandcortrols
openfile descriptims. An operfile descripionis labeled
with the SID of its creatingprocess sinceits stateis usu-



PERMISSION(S) | DESCRIPTION
crede Creat

gefattr Getattributes

setdtr Setattributes

inherit Inherit acrossexecve

recave

Recevevia IPC

Table2: Permissiongor the openfile descrigion objectclass.

ally treatedaspartof the privatestateof the process. It
is importantto distinguishbetweerthe label of anopen
file descrigion andthe label of thefile it refererres. A
readoperdion onafile changsthefile offsetin theopen
file descrigion, soit maybenecessaryo prevent a pro-
cessfrom readng a file usingan openfile descriptim
recevved or inheited from anothemprocessventhoug
theprocesss allowedto directly openandreadthefile.

Permissiongor contrdling accesgo file systemsare
shavn in Table 3. SELinux labelsfile systemsand
contrds servicesthat manipuate file systems,includ
ing callsfor mourting andunmauntingfile systemsthe
statfs call andthe file creationcalls. SELinux cortrols
themounting of file systemghroudh severd pernission
checks. It requiesthat the processhasze mounton per
missionto themoun point directay andmount permis-
sionto thefile system.t alsorequresthatthe mountas-
sociate pernissionbegrantecbetweertherootdirectoy
of thefile systemandthe mourt pointdirectay.

SELinuxbinds securitylabelsto files anddirectaies
andcontrds accesgo them. It storesa persistentabel-
ing tablein eaclfile systenthatspecifieshesecurityla-
belfor eactfile anddirectay in thatfile system For effi-
cientstorage SELinuxassignsaanintegervaluereferred
to asapersistent D (PSID)to eachsecuritylabelused
by anobjed in afile system.Thepersistentabelingta-
bleis partitioredinto amappng betweereachPSIDand
its securitylabelandamappingoetweereachobjed and
its PSID.Sincethetableis storedn eachfile systemfile
labelsarepreseredif thefile systems mounteal atadif-
ferentlocationorif thefile systems movedto adifferent
system.

The mappirg betweereachPSID andits securityla-
bel is implemened usingregular files in a fixed subdi-
rectory of the root directay of eachfile system. This
mappng is loadedinto memorywhenthefile systemis
mourted,andis updatedbothin memoy andonthedisk
whenanew securitylabelis usedfor anobjectin thefile
system.Themappirg betweereachobjectandits PSID
isimplementedy storingthe PSIDin anunwsedfield of
theon-dsk inode. Sincethe PSIDis availablein theon-
diskinode, no extraoverheads incurredeitherto obtain
thePSIDwhenafile is accessedr to setthe PSIDwhen
a file is created Additionally, sincethe mappirg be-

PERMISSION(S)| DESCRIPTION
mount Mount

remount Changeoptions
unmount Unmount
getatr Getattributes
relabelfrom Relabel
relabelto

transition

associte Associaefile

Table3: Permissios for thefile systemobject class.

tweeneachobjectandits PSIDis inodebasedcharges
to thefile systemnamespacedo notaffectthe mappng.

SELinux currently only implemaents file labelingfor
theext2 file system.However, only thebinding between
on-dsk inodesandPSIDsis filesystem-specificso sup-
portfor otherlocalfile systentypescanbeeasilyadded
For NFSfile systemsa singlelabelis currently usedfor
all files mownted from a given NFS sener. A design
hasbeendevelopedto provide competefile labelingand
contrds for NFSfilesystemsput this designhasnot yet
beenimplemented SELinuxalsoimplementsfile label-
ing for the specialprocfs anddevpts file systemshased
onthelabelsof the associategrocess put thesespecial
file systentypesdonotrequre theuseof persistentabel
mappngs.

Whenanunlakeledfile systemis first mounteda per
sistentlabelingtableis createdfor the file system,us-
ing adefaultlabelfor all files obtairedfrom the security
sener. Subsequatly, existing files mayberelabeledus-
ing new systemcalls. A progamcalledsetfil es is
usedto initially setfile labelsfrom a configurationfile
that specifiedabelsbasedon pathramereguar expres-
sions. This proglam andconfiguationfile may alsobe
usedto reseffile labelsto awell-definal state.However,
unlesgtheconfiguationfile is updatedo reflectruntime
changsin file labels,thesechargeswill be lost when
the programis execued. Runtimechangsmayoccuras
a resultof new files being created existing files being
relabeledor chamesto thenamespace.

Table 4 shaws the permissios definedfor contrd-
ling accesdo files, and Table 5 shavs the additioral
permissios definedfor contolling accesso directaies.
SELinuxdefinesa separatg@ermissiorfor eachfile and
directory service.For exanple, SELinuxdefinesan ap-
pend permissiorfor filesin additionto thewrite permis-
sion,andit definesseparatadd_name andremove_name
permissios for directoies to suppaot append-orly files
and directoies. SELinux also definesa reparent per
missionfor directories that controlswhether the parent
directoy link canbe chargedby arename.

SELinux provides control over eachobject affected
by afile or directay service.For exanple,in additian to



PERMISSION(S)| DESCRIPTION
read Real

write Write or append
append Apperd

poll Poll/seled

ioctl 10 control

creat Crede

exeaute Execue

access Ched accessibility
getatr Getattributes
setatr Setattributes
unlink Remave hardlink
link Creae hardlink
rename Renanehardlink
lock Lock or unlock
relakelfrom Relabel

relakelto

transiion

Table4: Permissiongor the pipe andfile objed classe.

checkirg accesgo theparentdirector, SELinuxdefines
permissios for contolling accesgo the individual file
itself for operatims suchas stat, link, rename, unlink,
andrmdir.

3.3 Socket Controls

SELinux providescontiol over soclet IPC through a
setof layeredcontrds over soclets, messagesnoces,
andnetwork interfaces. Currerily, the SELinux proto
type only provideslabelingand contols for INET and
UNIX domain soclets. At the soclet layer, SELinu
contrds the ability of processes$o perfam operatims
onsoclets. At thetranspot layer, SELinu contiols the
ability of socletsto communicatewith othersoclets. At
the network layer, SELinux contrds the ability to send
andreceve messagesn network interfaces andit con-
trolstheability to sendmessaget nodesandto receve
messagefrom nodes. SELinu also contiols the abil-
ity of processes$o configue network interfacesandto
manipuate thekernd routingtable.

Sincesocletsare accessedhrough file descriptims,
the soclet objectclassesnherit the permssionsdefinel
for cortrolling accesgo thefile objectclasses.Only a
subsetf thesepermissionsre mearngful for soclets.
Table 6 shavs additinal pernissionsthat are specifi-
cally definedfor contolling accesgo the soclet object
classes. The conrection-orented service provided by
streamsocletsrequiresseveral additioral permissions,
asshavnin Table7. Permissiongor network interfaces
andnodesareshowvn in Table8.

Soclets effedively serne as commnunicationproxies
for processesn the SELinux contol model. Conse-
quenly, socletsarelabeledwith the label of the creat-
ing procesdy defaut. A procesanay createandusea
socletwith a differentlabelto perfam soclet IPC with

PERMISSION(S)| DESCRIPTION
add.name Add aname
remove_name Remae aname
repaent Changeparent direcory
seart Search

rmdir Remwe

mounton Useasmountpoint
mountasociate

Table5: Additional permissiongor the directory objed class.

PERMISSION(S)| DESCRIPTION
bind Bind name
namebind Useportor file
connet Initiate conrection
getop Getsoclet options
setopt Setsoclet options
shutdavn Shutdown connedion
recvfrom Receie from soclet
sendto Sendto soclet
recv.msg Receie message
sendmsg Sendmessage

Table6: Additional permissonsfor thesoclet objed classes.

PERMISSION(S) | DESCRIPTION

listen Listenfor connetions

acept Accept aconnetion

newconn Creak new soclet for connection

connetto Connet to sener soclet

acaeptfrom Accept connetion from clientsoclet
Table 7:  Additional permissionsfor the TCP and Unix stream

soclet objectclasses.

PERMISSION(S) | DESCRIPTION
getttr Getattributes

setatr Setattributes

tcp_recv Receave TCP padet
tcp_send SendTCP paclet
udp.recv Receave UDP padet
udp.send SendUDP paclet
rawip_recv Receve Raw IP paclet
rawip_send SendRaw IP padet

Table 8:

classs.

Permissiondor the network interface and node objed



a different sourcesecuritylabel. A processmay setup
alisteningsoclet sothatsener socletscreatecby con-
nectiors arelabeledwith eithera specifiedabel or with
thelabelof theconneting clientsocletto actasasener
for multiple labels.

SELinuxallows the securitypolicy to distinguishbe-
tween clients and seners for streamsoclet conne-
tionsthroughthe connectto andacceptfrom pernissions.
SELinuxallows thesecuritypolicy to basedecisionson
thekind of socletthrowgh the useof objectclassesand
it allowsthesecuritypolicy to basedecisiors onthemes-
sageprotacol throughtheperprotocd noce andnetwork
interfacepermissions.

SELinux provides contrd over the associationbe-
tweenINET domainsocletsandpott numbkersandthe
associationbetweenUNIX domain soclets and files.
Hence,the security policy canrestrictthe use of port
numtersandpathnanesfor useby particularprocesses.
SELinuxalsoprovidescontrd over open file descriptio
transfervia UNIX domain soclets.

In SELinux messageareassociategvith boththela-
bel of theirsendingsocletanda separatenessagéabel.
By default,this messagéabelis thesameasthe sendimy
soclet label. A processmay explicitly labelindividual
messaged the undelying pratocol suppets message
bourdaries,i.e. datagam soclets. Messagesenton a
streamsoclet all have the samelabel,whichis thelabel
of the streamsoclet.

Suppat for comnunicatingmessagéabelsacrassthe
network hasnotyetbeenimplementedin SELinux The
Fluke implemertation of the Flask architectue used
IPSEC/ISAKMP both to label and protect messages,
storing the labeling information in the IPSEC secu-
rity association. During an ISAKMP negatiation, the
appr@riate security contets are sent acrossthe net-
work andthe peerobtairs SIDs for thesesecuritycon-
texts and storesthem in its IPSEC security associa-
tion. Whenmessagearesubsequetly recevedthatuse
the IPSEC securityassociationthe messagesare vali-
datedandthenlabeledwith the SIDs from the associa-
tion. Similar supprt will be providedin SELinu using
theFreeSVAN [14] IPSECimplemenation. Integrating
FreeSVWAN with the SELinw network mandatoryaccess
contrds is the next major phasefor SELinux develop-
ment.

4 Application Programming Interface

Typically, the SELinuxmandhtoryaccesgontrds op-
eratetransparetty to applicatiors andusers.Thelabel-
ing decisionof the Flaskarchitectue provide apprari-
atedefault behaiors sothatthe existing Linux apgica-
tion progamminginterface (API) calls canbe left un-
chang@d. The mandatoy accessontils are only vis-

ible to applicatiors and usersupon accesdailures, in
which casethey returnthe nomal Linux erra codes
(e.g. EACCES, EPERM ECONNREFUSED, ECONNRE-
SET) for suchfailures. In mostcasesthe poteriial for
thesesameerrorconditiors alreadyexistedwith the or-
dinaryLinux kernel,somostapplicatiors shouldhande
theseconditions. Only a few contiols, suchasthe con-
trolsonindividual read andwrite calls,cancauseaccess
failureswhereanaccesdailurewasnot previously pos-
sible.

Although existing applicatiors can be usedunnodi-
fied, it is desirableto provide nev API calls to allow
modifiedandnew applicatiosto bedevelopedthathave
somedegree of awareressof the new securityfeatures.
EachSELinux kernelsubsystenprovides a setof new
API callsthatextendexisting API calls with additioral
paranetersfor SIDs. The processmanagmentsubsys-
tem providescalls to getthe currert andold SIDs of a
process,andacall to execue aprogamwith a specified
SID. The filesystemsubsystenprovidescalls to create
fileswith particdar SIDs,callsto obtainthe SIDsof files
andfilesystemsandcallsto changehe SIDsof filesand
file systemsThesocletIPC subsystenprovidescallsto
createsocletsandmessagewith particdar SIDs, calls
to obtainthe SIDs of socletsandmessagesndcallsto
specifythedesiredSID for peersoclets. Thesamesetof
contrds usedfor the existing API callsarealsoapgied
to theseexterdedAPI calls,with theonly differencebe-
ing theuseof anapplicatio-provided SID ratherthana
defaultSID.

Applicatiors thatusethesenew calls needto be able
to convert betweenSIDsandsecuritycontets. Furthe-
more, it is desirableto allow applications to obtainse-
curity policy decisionsfrom the securitysener so that
security policies can be definedthat contrd accesgo
application abstractionskor exanple,awindowing sys-
tem might be enhaigedto provide labelingandsepara-
tion of windows, with cortrolled cut-ard-pastebetween
windows, or a databasesystemmight be enhancedto
provide labeling and separatiorof individual database
records maintainel in a single file. Suchapplicatin
policy enfoicerswould still be controlledby the kernel
mandatory accesscontrds but could further refine the
grandarity of pratectionprovidedby thekernel.To sup-
portsuchapplicatios, the securitysener providesa set
of new API calls thatexport its servicesfor corverting
betweenSIDs and contects and obtairing securitypol-
icy decisions.A setof contols is definedfor thesenewn
API callsto ensureghatthepolicy cancontol theability
to usethem. An applicationaccessectorcachelibrary
couldeasilybecreateasednthe SELinuxkernelac-
cessvectorcacha@mplenmentationto provide securityde-
cisioncachingfor apgications.



5 Secuity Policy Configuration

This sectiondescribesthe exanple security policy
configuation that hasbeendevelopedfor the Security
Enharted Linux. At a high level, the goalsof the ex-
amplesecuritypolicy configurationareto demorstrate
theflexibility andsecurityof themandaory accesson-
trols andto provide a simpleworking systemwith mini-
mal modificatiors to applicaticns. Theexamge security
policy configuation corsistsof a comhnation of Role-
BasedAccessContrd (RBAC) [11] and Type Enforce-
ment[8]. The configuation dravs from the Doman
and Type Enforcemen (DTE) configuation describe
in [26], althowgh it usesa different configuation lan-
guage describedn [16].

The exanple securitypolicy configuration definesa
setof Type Enforcemehdomainsandtypes. Eachpro-
cesshasanassociatedomain,andeachobjecthasanas-
sociatedype. The policy configuation specifieghe al-
lowableaccesseby domairs to typesandthe allowable
interactiors amorg domains. It specifiesvhat program
typescanbe usedto entereachdommain andthe allow-
abletransitionsbetweendomains. It also specifiesau-
tomatictransitionsbetweendomairs whencertainpro-
gramtypesare executed. Thesetransitionsensurethat
systemproessesand certainprogamsare placedinto
their own separatelomairs automatically

The configuration also defines a set of roles. Each
processhasanassociatedole. All systemprocessesun
in the system.r role. Two rolesarecurrerly definedfor
users,user_r for ordinary usersand sysadm.r for sys-
tem admiristrators. Theseuserrolesareinitially setby
thel ogi n progamandcanbechangd by anew ol e
progamsimilarto thesu progam.

The policy configurationspecifiesthe setof domains
that can be enteredby eachrole. Eachuserrole has
an associatednitial login domain the user t doman
for the user_r role and the sysadm.t domain for the
sysadm.r role. This initial login doman is associated
with the users initial login shell. As the userexecutes
progams, transitiors to other domairs may autonati-
cally occu to suppat changsin privilege. Often,these
otherdomains are derived from the users initial login
doman. For examge, the user t domaintransitiors to
the user_netscape_t domain and the sysadmt doman
transitionsto the sysadm_netscape_t domain whenthe
net scape progamis execuedto restrictthe brovser
to asubsebf theusers pernissions.

Figure4 shaws a portion of the policy configuation
that allows the admiristrator domain (sysadm.t) to run
theinsmodprogramto insertkernelmodules. Theins-
modprogamis labeledwith theinsmod_exec t typeand
runsin theinsmod_t domain. The first rule allows the
sysadm_t domainto run the insmodprogram. The sec-

al | ow sysadmt
al | ow sysadm t
al | ow i nsnod_t
al | ow i nsnod_t
al | ow i nsnod_t
al | ow i nsnod_t

insmod_exec_t:file x_file_perns;
insnod_t:process transition;

sysadmt:fd inherit_fd_perns;
sel f:capability sys_nodul e;
sysadm t: process sigchld;

Figure4: Configumtionfor runninginsmod.

ondrule allows the sysadm_t domain to transitionto the
insmod_t domain. Thethird rule allows theinsmod t do-
mainto beenteredy theinsmodprogamandto execute
codefrom this program. Thefourth rule allows theins-
mod_t domainto inheritandusefile descriptos from the
sysadm_t domain. Thefifth rule allows theinsmod t do-
mainto usethe CAP_SYS_MODULE capability Thelast
rule allows the insmod_t domain to sendthe SI GCHLD
signalto sysadm_t whenit exits.

Fromthis smallpottion of the policy configuration,it
is clearthattheflexibility of the mandhtoryaccesson-
trols alsoyields a correspading increasein the com-
plexity of managilg the securitypolicy. Creatingand
maintainirg a configuationto meeta setof securityre-
quirenentsandverifying that the configuationis con-
sistentwith thoserequiranentscan be a challerging
task. In orderfor SELinuxto be widely deployed and
used,a collectionof basepolicy configuationsmustbe
developedto meetcomma setsof securityrequirements
to allow its useby enduserswith no securityexpertise.
Furthemore, higherlevel configuation languagesand
policy analysistools are neeed to addessthesechal-
lenges.

The security policy configuation contrds various
forms of raw accesgo data. The policy configuation
definesdistinct typesfor kernelmemay devices, disk
devices,and/ pr oc/ kcor e. It definesseparatedo-
mainsfor processesthat require accesdo thesetypes,
suchasklogd-t andfsadmt.

The configuation protectsthe integrity of the kerrel.
The policy configuration definesdistinct typesfor the
bootfiles, module objectfiles, modue utilities, modue
configuationfiles and sysctl parametes, andit defines
separatelomairs for processethatrequre write access
to thesefiles. As illustratedby the exanple in Figure4,
the configuationdefinesseparate@omairs for the mod
ule utilities, andit restrictsthe use of the modde ca-
pability to thesedomains. It only allows a small setof
privilegeddomairs to transitionto themodue utility do-
mains.

The integrity of systemsoftware, systemconfigura-
tion information and systemlogs is protectedby the
configuation. The policy corfigurationdefinesdistinct
typesfor systemlibrariesandbinaiesto contrd access

i nsmod_exec_t: process { entrypoint execute };



to thesefiles. It only allows admiristratorsto modify
systemsoftware. It definesseparatetypesfor system
configuationfiles andsystemlogs anddefines separate
domans for programsthatrequirewrite access.

The configurationconfinesthe potentialdamaye that
canbecausedhroudh theexplaitation of aflaw in apro-
cessthatrequres privileges,whethera systemprocess
or privilege-entancing(setuidor setgid)progam. The
policy configuation placestheseprivileged systempro-
cessesand proglamsinto separatedlomains, with each
doman limited to only those pernissionsit requres.
Separatéypesfor objectsaredefinedin the policy con-
figuration asneededo supprt leastprivilege for these
domans.

Privileged processesireprotectedrom execuing ma-
licious code. The policy configurationdefinesan exe-
cutabletypefor theprogmamexecutedby eachprivileged
processandonly allows transitiors to the privilegeddo-
main by execuing that type. When possible,it limits
privileged processdomairs to execuing theinitial pro-
gramfor thedomain, thesystendynanic linker, andthe
systemsharedibraries. Theadministrato domainis al-
lowedto execue progamscreatecby administratorsas
well assystenrsoftware,but notprogamscreatedy or-
dinaryusersor systemprocesses.

The corfigurationensuesthat the admiristratorrole
anddomaincanna be enteredwithout userauthetica-
tion. Thepolicy configuationonly allows transitiors to
the administrato role anddomainby thel ogi n pro-
gram, which requres the userto authenticatebefae
startinga shellwith the administraor role anddomain
It preventstransitionsto the administrato role and do-
mainby remdeloginsto prevent unauhenticatedemote
loginsvia . r host s files. A new ol e progam was
addedo permitauthaizeduserdo entertheadmiristra-
tor role anddoman during a remotelogin sessionand
this progiam re-auhenticateghe user To provide con-
fidentiality of secretautheticationinformation, thepol-
icy configuation labelsthe shadav passverd file with
its own type andrestrictsthe ability to readthis typeto
authagized progamssuchasl ogi n andsu.

Ordinal userprocessesre preventedfrom interfer-
ing with systemprocessesor admiristrator processes.
Thepolicy configuationonly allows certainsystenpro-
cesseandadmiristratorsto accesshe procfs entriesof
processesn otherdomairs. It controlsthe useof ptrace
on other processesandit contols signal delivery be-
tweendomairs. It definesseparataypesfor the home
directoiesof ordinay usersandthe homedirectores of
administrates. It ensureshatfiles createdn shareddi-
rectoriessuchas/ t np areseparatelyypedbasednthe
creatingdoman. It definesseparatdypesfor terminals
basedntheownersdomain

The configuation pratects usersand administréors
fromtheexploitationof flawsin thenet scape browser
by malicious mobile code The policy configuation
placesthe browserinto a separateloman andlimits its
permissios. It definesa type that userscanuseto re-
strict readaccesdy the browserto localfiles, andit de-
finesa type that userscanuseto gran write accesdo
localfiles.

6 Performance

This sectiondiscusseshe impactof the SELinux se-
curity mechanismen the perfomanceof the the Linux
kernel. The setof benchnarksusedwasinfluencedby
the Linux Benchmarking HOWTO [6]. Microberchmak
testswereperfamedto determire theperformane over-
headdueto the SELinux chamesfor various low-level
systemopeaations. Macrdoenchnark testswere per
formedto determire theimpactof the SELinuxcharges
ontheperfamanceof typical workloads.

Eachtest was perfamed with two differert kernel
configuations. The base kerrel configuation corre-
spond to anunmadified Linux 2.4.2kernd. This con-
figuration was measuredto provide the perfomance
baselindor eachbencimark. The selinux configuation
correspndsto an enfacing Security-EhhancedLinux
2.4.2 kerrel. The perfamancemeasuremants of the
selinux configurationcanbe compaed agairst the base-
line to deternine the overheadimposedby the SELinux
securitymectanisms.

6.1 Micr obenchmarks

The microbexchmak tests were dravn from the
UnixBench 4.1.0 benchnark [21] and the Imbench?2
bencimark [18] suites. Thesemicrobenchmak tests
wereusedto deternine the perfomanceoverheadof the
SELinux changs for various processfile, and soclet
low-level operatims. Thesebenchmarkswereexecutel
on a 333MHz PentiumIl with 128M RAM. The Im-
benchnetwork testsran sener progamson a 166VIHz
Pentiumwith 64MB RAM. Both the client and sener
machiresran the samekerrel for the Imbend network
bencmarkssothattheresultsshav thetotal costof the
SELinuxoverheadonbothsystems.

6.1.1 UnixBench TheresultsfortheUnixBenchsys-
tem microkenchmaks are shavn in Table 9. The file
copy bencmarkmeasuresherateat which datacanbe
transferedfrom onefile to anotter, usingvatiousbuffer
sizes. For small buffer sizes,the systemcall overhead
domiratesthetime to copy thefile. The SELinuxover-
headconsistsof revalidating permissios for eachread
andwrite for thefile copy. As thebuffer sizeincreases,
thetimeto copy thefile becomesiomnatedby theunaf



Microbenchmark | Base SELinux Overhead
file copy 4KB 49.5 48.6 2%
file copy 1KB 40.4 38.6 5%
file copy 256B 23.0 21.0 10%
pipe 6.17 7.17 16%
pipe switching 12.7 15.0 18%
proces<reaton 485 494 2%
execl 2480 2610 5%
shellscripts(8) 659 684 4%

Table9: unixBenc systemmicroberchmarks.File copy throuch-
put is in megabyes per secor. The other UnixBench microbench-
marksarein microseondsper loop iteration (or millisecondsfor the
shell scripts bencimark). Theseresuls were corverted into unitsthat
canbemoreeasiy comparedvith thelmbenchresuls.

fectedmemay copying costs,sothe SELinuxovetead
beconesnggligible.

The pipe bencimark measues the nunber of times
a processcanwrite 512 bytes to a pipe andreadthem
backpersecond The pipe switchingbencimark mea-
suresthe numter of timestwo processesanexchange
anincreasingntegerthroudh apipe. The SELinuxover-
headconsistsof revalidatirg permissios for eachread
andwrite onthepipe.

The processcreationtest measues the nunber of
timesa processcanfork andreapa child thatimmed-
ately exits. The SELinuxoverheadconsistof perfam-
ing a permissiorcheckon eachfork andwait opeation.
Theexecl berchmarkmeasurethenumker of execl calls
that canbe perfamedper second The SELinw over-
headconsistof compuing thelabelfor thetransfamed
processandperfoming pernissionchecls for searchig
thepath executirg theprogam,andinheriting openfile
descriptims.

The shell scriptstest measureghe nurber of times
perminute a processcanstartandreapa setof 8 concu-
rentcopiesof ashellscript,wheretheshellscriptapplies
a seriesof transfomationsto a datafile. The SELinu
overheadconsistsof computing the label for processes
for eachprogamexecution,compuing thelabelfor new
files createdby the scripts,and performing pernission
checkdor thevarious processandfile opeations.

6.1.2 Imbench The results for the Imbench mi-
crobenxchmaks are shawvn in Table 10. The null I/O
bencimark measues the averageof the times for a
one-lyte readfrom /dev/zero and a one-tyte write to
/devinull. The SELinux overheadconsistsof revalidat-
ing pernissionson eachreadandwrite.

The statbencimarksmeasursthetime to invoke the
stat systemcall on a tempoary file. The SELinw
overheadconsistsof performing permssion checls for
searchinghe pathandobtairing thefile attributes. The
opericlosetestmeasureshe time to opena tempaary

Microbenchmark | Base SELinux Overhead
null /O 1.45 1.93 33%
stat 8.06 10.3 28%
open/dose 11.0 14.0 27%
OKB creae 22.0 26.0 18%
OKB delee 1.72 1.90 10%
fork 499 505 1%
execwe 2730 2820 3%
sh 10K 11K 10%
pipe 12.5 14.0 12%
AF_UNIX 20.6 24.6 19%
UDP 310 356 15%
RPC/UDP 441 519 18%
TCP 389 425 9%
RPC/TCP 667 726 9%
TCPconnest 675 738 9%
Table 10: Imbend microbexchmarks. Measurenentsarein mi-

croseonds. Measuremats belov the barrepreseat round-tip lateng/
for variousformsof IPC.

file for readingandimmedidely closeit. The SELinu
overheadconsistsof performing permission checls for
searchinghe pathandopering thefile with readaccess.

TheOK createandOk deletebencimarksmeasurehe
time requiledto createanddeletea zerofengthfile. For
the OK create the SELinux ovetheadcorsists of com-
putingthelabelfor the new file andperfaming permis-
sionchecksfor searchinghe path,modifying thedirec-
tory, andcreatinghefile. TheSELinuxoverheador the
OK deletecorsistsof performing permissionchecksfor
searchinghe path,modfying thedirectay, andunlink-
ing thefile.

The fork, execwe, and sh bencimarksmeasurehree
increasinty expensie forms of processcreation: fork
and exit, fork and execve, andfork and exedp of the
shellwith the new progam asa command to the shell.
For the fork benchlmark, the SELinux overheadcon-
sists of permissioncheckson fork and wait, as with
the UnixBerch proesscreationbentcimark. For the ex-
ecwe benchnark, the SELinux overheadconsistsof the
fork overteadplus the label computation and permis-
sionchecksassociatedvith programexecution,aswith
theUnixBenchexecl benchnark. For theshbenchnark,
this overheadis furtherincreasedy the additional layer
of procesgreation programexecttion, andpathsearch-
ing by theshell.

The remainng Imberch testsmeasurerourd-trip la-
teng/ in microsecadsfor variouws forms of interpiocess
communication betweena pair of processes. The Im-
benchbardwidth benchnark resultsare omitted since
they did notshaw ary significantdifferencebetweerthe
base andselinux configurations,asexpected

The SELinw overheadon the pipe bencimark con-
sistsof revaidating permission®n eachreadandwrite,
aswith the UnixBenchpipe switchingbenctmark. For



the AF_UNIX benctmark, the SELinux ovetheadcon-
sistsof checkirg pernissionto eachsoclet andrevali-

dating the permissios for the comectionbetweenthe
socletson eachsendandreceie. For eachof the net-
working benchnarks, the SELinux overheadincludes
checkirg permissionto eachsoclet, host,and network

interfacefor eachpaclet. Theoverheador the UDP and
RPC/UDPbencimarksalsoincludescheckng permis-
sion betweenthe soclet pair on eachsendandreceve.

Forthe TCPandRPC/TCPbencimarks,SELinuxreval-

idatesthe pernmissionsgrarted during connetion estab-
lishmentbetweenthe soclet pair on eachsendandre-

ceive. The SELinux overheadfor the TCP conrection
bencimarkincludes the permissiornchecls betweerthe
soclet pair for the conrectionon connectandaccept.

6.1.3 Conclusion Althoughthepercentagovermhead
for someof the micrabenchnarkresultsis large,thereal
differencein absolutetimesis typically quite smalland
becones insignificart for macrooperatims, as shavn

by theresultsin Section6.2 Furthermore theseresults
mustbe viewed asan upperbourd on the perfomance
overhead,sinceneitherthe AVC northe securitysener
implemertation have beenoptimized Otherknown ar

easwherethe perfamancecould be improved include

makingbetteruseof AVC entryrefeencesandimprov-

ing the AVC locking scheme.

6.2 Macrobenchmarks

Thefirst macrolenchmak consisteddf compling the
Linux 2.4.2 kernelsources sincethis involves signifi-
cantfile systemactivity andis representatie of a work-
load expeliencedcommanly by Linux users. The sec-
ondmacrotenchnark wasthe WebStone2.5bencimark
for webseners[19], whichis representatve of atypical
workloadfor awebsener.

For thekerrel complation macrolenchmak, thetime
to execute “make” was measured The 2.4.2 kernel
sourceswere configued with the default options,and
a “make dep” wasdore prior to the testing. Threeker
nel compilatios wereperformed eachimmediatelyaf-
ter arebod into single-usemode, andthe resultswere
averaged. This benchnark wasexeatedon a 333VIHz
Pentiumll with 128V RAM.

For theWebStonemacrdenchnark, onehurdred10-
minute trials were run with 32 web clients requestig
the standardVebStondile set. A SunUltra 5 ruming
Sun0S5.6 with 128M RAM was usedasthe testcon-
troller and client machine. This machinewas directly
conrectedusinga 10Mhit Etherret crosseer cableto a
133MHz Pentiumwith 64M RAM runring the Apache
websenerprovidedwith RedHat6.1.

Tablel1displaystheresultsof themacrdenctmarks.

Base SELinux Overhed
elapsed 11:14 11:15 0%
system 00:49 00:51 4%
latengy 0.56 0.56 0%
throughput | 8.29 8.28 0%

Tablel11: Macrobenchmarkresuls. The elapsedandsystemtimes
for a“time male” ontheLinux 2.4.2kernd sourcesareshavn in min-
utesandsecondsThelatency in secondsandthroughpitin MBits per
secondareshawn for the WebStonebenchmark.

Therewasnosignifican changen thetotal elapsedime,
andtherewasonly a 4% increasen the systemtime for
a kerrel complation. Therewas no significantchang
in eitherthelateng or thethroughpu measurerantsfor
WebStone At the macrolevel, thereappeas to belittle
noticealte difference.

7 RelatedWork

The prgect that is most similar to SELinux is the
Rule SetBasedAccessControl(RSBAC) [22] for Linux
projed. RSBAC is basedntheGeneralized-rameavork
for AccessControl(GFAC) [4]. LiketheFlaskarctlitec-
ture, the GFAC separatepolicy from enfoicementand
cansuppot a variety of securitypolicies. RSBAC pro-
vides a Role Compatibility policy module thatis very
similar to the SELinw Type Enforcementpolicy mod
ule.

However, RSBAC also differs from SELinux in a
numter of ways. The GFAC doesnot specificallyad-
dressthe issue of atomic policy changs, so RSBAC
lacksthe SELinuxsuppot for dynamc securitypolicies.
Sincethe GFAC placesthe respomibility for manaing
securitylabelsin its AccessControl Information (ACI)
modue, RSBAC doesnot provide policy-indeperent
datatypesfor securitylabels. The RSBAC AccessDe-
cision Facility (ADF) depend on kernel-sgcific data
structurs, andRSBAC doesnot provide a securityde-
cisioncachemechaism, becaus¢he RSBAC ADF was
directlyimplemeitedasakernelsubsystemln contrast,
since SELinux’s prececessoisystemsmplemerted the
securitysener asa userspacesener rurming on a mi-
crokemel, the SELinuxsecurityseneris cleanlydecou
pled from the kerrel and SELinw providesthe access
vectorcache.

SinceRSBAC wasnot designedwith security-avare
applications and applicationpolicy enfarcersin mind,
it lacksequivalentsfor the extended API calls andnew
API calls of SELinw, only providing calls for setting
and getting attributes of existing subjectsand objects.
RSBAC usesheLinux realuseridentity attributefor its
decisionsandmustcontiol changeso this attribute,soit
is notcompletelyorthogond to theexisting Linux access
contrds. Finally, RSBAC lacksanumker of thecortrols



providedby SELinwx for eachof thekernelsubsystems.

TypeEnforcemen{8] (TE) andDomainandTypeEn-
forcenment (DTE) [5] have a numter of similarities to
SELinux sinceSELinuxprovidesageneralizéon of TE
in its exanple securitysener. Two projectsareintegrat-
ing DTE into Linux [15, 1]. SELinuxwasdesignedo
provide flexible suppot for a variety of policy models,
while DTE wasonly designedo implemer anentanced
form of TE. DTE is distingushedfrom traditional TE by
the DTE Language(DTEL) for expressingaccesson-
trol configurationsandby animplicit typing mechaism
basedon the directay hierarcly for labelingfiles. The
SELinuxTE policy module likewise hasa configuation
langlagefor expressingaccesscontrd rules. SELinux
storesfile labelsexplicitly, but allows labelsto be man-
agedusing a higherlevel specificationbasedon path-
nameregular expressios. NAIl Labs’ DTE praotype
alsoprovidedlabelingandcortrols for NFSandwasin-
tegratedwith IPSEC.

The TrustedBSDprgect is developing a variety of
trustedoperatiny systemfeatues, including mandatory
accessgontrols for FreeBSO27]. SELinuxdiffersfrom
TrustedBSDin that SELinuxis a more matue system,
that it addessesonly mandatoy accesscontrds, and
that it usesa flexible mandatoy accesscontrd archi-
tectureratherthanhardcaledpolicies. The TrustedBSD
projed plansto migrateto a moreflexible mandatoryac-
cesscontrd architectue in the future[28].

The MedusaDS9[3] projectis similarto SELinuxat
a high level in thatit is alsodevelopinga kerrel access
contrd architectue that separatepolicy from enfore-
ment.However, Medwsais verydifferert in its specifics.
In Medusa,the kernel consiis a userspaceauthoria-
tion sener for accessdecisions. The Medusaaccess
contrds areprimaiily basednlabelingsubjectsandob-
jectswith setsof virtual spaces$o whichthey belongand
definingwhatvirtual spacecanbeseenyead,andwrit-
ten by eachsubject. The authorizdéion sener canalso
requie explicit authaizationin additionto the virtual
spacecheckng, in which caseit canapply otherkinds
of policy logic andcanevenoverridetheordinary Linux
accesgontols. MedusaDS9 alsoprovidessuport for
systemcall intercepion by the authoizationsener and
for forcing a process to execue code provided by the
authaizationsener.

The Linux Intrusion Detection System(LIDS) [2]
providesa setof additinal securityfeaturesfor Linux.
It suppots administratvely-defined accessontrd lists
for files that identify subjectsbasedon their progam.
Like Medusa,LIDS can contol the ability to seefiles
andproaessesn directay listings. LIDS alsosupports
definingcapabilitysetsfor programs preventing certain
processesfrom beingkilled, sendingsecurityalertson

accesdailures,anddetectingportscans.

The LOMAC [13] projed hasimplemertedaform of
mandatoryaccesgontiol basednthelLow WaterMark
modé in a Linux loadalbe kerné modue. LOMAC was
not designedo provide flexibility in its suppot for se-
curity policies; instead,it focuseson providing useful
integrity pratectionwithout ary site-specificconfigura-
tion, regardlessof the software and userspresenton a
system. It shouldbe possibleto implemen the Low
WaterMark model in SELinw as a particular policy
modue.

8 Summary

This paper explains the need for mandatoy ac-
cesscontrol (MAC) in mainstreamoperatig systems
and presets the NSA's implemertation of a flexible
MAC archtecturecalledFlaskin the Security-Ehhance
Linux (SELinuX praotype. The paper explains how
theFlaskarchitetureseparatepolicy from enforcement
andprovidesthe necessarynterfacesandinfrastricture
for flexible policy decisiors andpolicy changes.It de-
scribesthe fine-graired labeling and contrds provided
by SELinw for kernel objectsand services. The pa-
perexplainshow existing Linux applicatimscanrunun-
chang@dontheSELinuxkerrel, andit describeshesup-
port for security-avare apgications. The papershowvs
how the SELinuxcontrolscanbeappliedto meetrealse-
curity objectvesby describimg theexamge securitypol-
icy configuation. It demmstrateghatthe perfomance
overheadof the SELinux contrds is minimal. Finally,
the paperhighlights the differencesbetweenSELinu
andrelatedsystems.

Availability

The Security-EhhancedLinux software is available
unde the GNU General Public License (GPL) at
http://ww. nsa. gov/ sel i nux.
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