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Abstract

Theprotectionmechanismsof current mainstreamop-
eratingsystemsareinadequateto support confidentiality
andintegrity requirementsfor endsystems.Mandatory
accesscontrol (MAC) is neededto addresssuchrequire-
ments,but the limitations of traditional MAC have in-
hibited its adoption into mainstreamoperating systems.
TheNationalSecurityAgency (NSA) worked with Se-
cureComputing Corporation (SCC)to develop a flexi-
ble MAC architecturecalledFlaskto overcomethelim-
itationsof traditional MAC. TheNSA hasimplemented
this architecture in theLinux operatingsystem,produc-
ing a Security-EnhancedLinux (SELinux) prototype,to
make the technology available to a wider community
andto enablefurther researchinto secureoperatingsys-
tems.NAI Labshasdevelopedanexamplesecuritypol-
icy configuration to demonstratethe benefitsof the ar-
chitecture andto provide a foundationfor others to use.
This paperdescribesthe securityarchitecture, security
mechanisms,application programminginterface, secu-
rity policy configuration,andperformanceof SELinux.

1 Intr oduction

End systemsmust be able to enforce the separation
of informationbasedon confidentiality andintegrity re-
quirementsto provide systemsecurity. Operating sys-
tem securitymechanismsarethe foundation for ensur-
ing suchseparation. Unfortunately, existingmainstream
operating systemslack the critical security feature re-
quiredfor enforcing separation: mandatoryaccesscon-
trol (MAC) [17]. Instead, they rely on discretionary ac-
cesscontrol (DAC) mechanisms.As a consequence,ap-
plicationsecuritymechanismsarevulnerableto tamper-
ingandbypass,andmaliciousor flawedapplicationscan
easilycausefailures in systemsecurity.

DAC mechanismsare fundamentallyinadequate for
strongsystemsecurity. DAC accessdecisionsareonly
basedon user identity and ownership, ignoring other
security-relevantinformationsuchastheroleof theuser,
thefunctionandtrustworthinessof theprogram,andthe
sensitivity andintegrity of thedata.Eachuserhascom-
pletediscretion overhisobjects,making it impossibleto

enforceasystem-widesecuritypolicy. Furthermore,ev-
eryprogramrunby auserinherits all of thepermissions
granted to the userand is free to changeaccessto the
user’s objects,so no protection is providedagainst ma-
licious software. Typically, only two major categories
of usersaresupportedby DAC mechanisms,completely
trustedadministratorsandcompletelyuntrustedordinary
users. Many systemservicesandprivileged programs
mustrun with coarse-grainedprivilegesthat far exceed
their requirements,so that a flaw in any one of these
programscanbeexploitedto obtaincompletesystemac-
cess.

By addingMAC mechanismsto theoperatingsystem,
thesevulnerabilities canbeaddressed.MAC accessde-
cisionsarebasedon labelsthatcancontaina varietyof
security-relevantinformation.A MAC policy is defined
by a systemsecuritypolicy administratorandenforced
over all subjects(processes)andobjects(e.g.files,sock-
ets,network interfaces)in thesystem.MAC cansupport
a wide varietyof categoriesof userson a system,andit
canconfine thedamagethatcanbecausedby flawedor
malicioussoftware.

Traditional MAC mechanisms have typically been
tightly coupled to a multi-level security(MLS) [7] pol-
icy which basesits accessdecisionson clearances for
subjectsandclassificationsfor objects.This traditional
approachis too limiting to meetmany securityrequire-
ments[8, 9, 10]. It providespoorsupport for dataand
application integrity, separation of duty, andleastpriv-
ilege requirements. It requires specialtrustedsubjects
that act outsideof the accesscontrol model. It fails to
tightly control therelationshipbetweenasubjectandthe
codeit executes. This limits theability of thesystemto
offer protection basedon the function andtrustworthi-
nessof the code,to correctly manage permissionsre-
quiredfor execution, andto minimize the likelihoodof
maliciouscodeexecution.

To addressthelimitationsof traditional MAC, theNa-
tional SecurityAgency (NSA), with thehelpof Secure
Computing Corporation (SCC),began researching new
ways to provide strongmandatory accesscontrolsthat
could be acceptable for mainstreamoperating systems.
An important designgoal for the NSA was to provide



flexible support for security policies, since no single
MAC policy modelis likely to satisfyeveryone’s secu-
rity requirements. This goal was achieved by cleanly
separatingthe securitypolicy logic from the enforce-
ment mechanism. Through the development of two
Mach-basedprototypes,DTMach[12] andDTOS[20],
theNSA andSCCdevelopeda strong, flexible security
architecture. Although high assurance wasnot a goalof
theresearch, formalmethodswereappliedto thedesign
to help validatethe securitypropertiesof the architec-
ture [23, 24]. Likewise,performanceoptimizationwas
not a goal,but significantstepsweretakenin thearchi-
tectureto minimizetheperformanceoverheadnormally
associatedwith MAC. NSA andSCCthenworkedwith
the University of Utah’s Flux researchgroup to trans-
fer thearchitecture to theFluke researchoperating sys-
tem[25]. During thetransfer, whathasbecometheFlask
architecture wasenhancedto provide bettersupport for
dynamic securitypolicies.

The NSA created Security-Enhanced Linux, or
SELinux for short, by integrating this enhanced archi-
tectureinto theLinux operatingsystem.It hasbeenap-
plied to the major subsystemsof the Linux kernel, in-
cludingtheintegration of mandatory accesscontrols for
operations on processes,files, andsockets. NAI Labs
has since joined the effort and has implemented sev-
eraladditional kernel mandatoryaccesscontrols, includ-
ing controls for theprocfs anddevpts file systems.The
MITRE Corporation and SCC have contributed to the
development of someapplication securitypoliciesand
have modifiedutility programs,but their contributions
arenotdiscussedfurther in this paper.

Usingtheflexibility of SELinux, it is possibleto con-
figure the systemto support a wide variety of security
policies.Thesystemcansupport:

� separationpolicies that can enforce legal restric-
tions on data,establishwell-defineduserroles,or
restrictaccessto classifieddata,

� containmentpoliciesuseful for suchthingsas re-
strictingwebserver accessto only authorizeddata
and minimizing damagecausedby viruses and
othermaliciouscode,

� integrity policies that are capable of protecting
unauthorized modifications to data and applica-
tions,and

� invocation policiesthat canguaranteedatais pro-
cessedasrequired.

The flexibility of SELinux meetsthe goal of enabling
many different modelsof securityto be enforcedwith
thesamebasesystem.

TheNSA releasedtheSELinux to make the technol-
ogy availableto a wider community andenablefurther
researchinto secureoperating systems.To help intro-
ducethesystemin a more immediatelyusefulform that
helpsdemonstratethe addedvalue of SELinux, NSA
contractedNAI Labstodevelopanexamplesecuritypol-
icy configurationfor thesystemdesignedto meetanum-
berof commongeneral-purposesecurityobjectives. The
example configurationgreatly reducesthecomplexity of
SELinuxthatwouldotherwisebepresentif building the
policy specificationfrom scratchwererequired. Theex-
ampleconfigurationreleasedwith theSELinuxprovides
a customizable foundationwith which a securesystem
canbebuilt.

The remainder of this paper describesSELinux. It
begins by providing an overview of the Flaskarchitec-
tureandits SELinux implementationin Section2. The
securitymechanisms added to the systemare thende-
scribedin Section3. TheSELinuxapplication program-
minginterface(API) is discussedin Section4. Section5
describestheexample securitypolicy configurationcre-
atedfor the system. The performance overheadof the
SELinuxmechanismsis describedin Section6. Related
work is discussedin Section7.

2 Security Ar chitecture

This sectionprovidesanoverview of theFlaskarchi-
tectureandtheSELinuximplementationof thearchitec-
ture. The Flask architecture provides flexible support
for mandatory accesscontrol policies. In a systemwith
mandatory accesscontrols, a securitylabel is assigned
to eachsubjectandobject. All accessesfrom a subject
to anobjector betweentwo subjectsmustbeauthorized
by thepolicy basedon theselabels.TheFlaskarchitec-
ture cleanlyseparatesthe definition of the policy logic
from the enforcementmechanism. The securitypolicy
logic is encapsulatedwithin aseparatecomponentof the
operatingsystemwith well-definedinterfacesfor obtain-
ing securitypolicy decisions.This separatecomponent
is referred to asthe security server dueto its originsas
a user-spaceserver running on a microkernel. In the
SELinux implementation, the securityserver is merely
a kernel subsystem.

Components in the systemthat enforce the security
policy are referredto as object managers in the Flask
architecture. Objectmanagersaremodifiedto obtainse-
curity policy decisionsfrom the securityserver andto
applythesedecisionsto labelandcontrol accessto their
objects. In theSELinux implementation,theotherker-
nel subsystems(e.g. processmanagement, filesystem,
socket IPC,SystemV IPC) areobjectmanagers.Appli-
cationobjectmanagerscanalsobesupported,suchasa
windowing systemor adatabasemanagementsystem.



The Flask architecture also provides an accessvec-
tor cache(AVC) component that storesthe accessde-
cisioncomputationsprovidedby thesecurityserver for
subsequentuseby theobjectmanagers. TheAVC com-
ponent alsosupports revocationof permissions,asde-
scribedlaterin Section2.4. An objectmanagermayfur-
ther reduce the cost of a permissioncheckby storing
referencesto the appropriateentry in the AVC with its
objects.As a result,mostpermissionchecks canoccur
withoutevenincurring thecostof anextra function call.

Theremainderof thissectionfurtherelaboratesonthe
Flask architecture and its SELinux implementation. It
begins by discussinghow security labelsare encapsu-
lated in Flask. This sectionthendiscusseshow Flask
supportsflexibility in labelingandaccessdecisions.The
ability of Flask to support policy changes is then de-
scribed.

2.1 Encapsulationof Security Labels

Since the content and format of security labels are
dependent on the particularsecuritypolicy, the Flask
architecture definestwo policy-independentdatatypes
for securitylabels:thesecuritycontext andthesecurity
identifier. A securitycontext is a variable-lengthstring
representation of the securitylabel. Internally, the se-
curity server storesa securitycontext asa structureus-
ing a private datatype. A securityidentifier(SID or se-
curity id t) is an integer that is mapped by the security
server to a securitycontext. Flaskobjectmanagersare
responsible for binding securitylabelsto their objects,
sothey bind SIDsto active kernel objects. Thefile sys-
temobjectmanagermustalsomaintainapersistentbind-
ing betweenfiles andsecuritycontexts. Sincetheobject
managershandle SIDsandsecuritycontextsopaquely, a
change in the format or contentof securitylabelsdoes
not require any changesto theobjectmanagers.

TheFlaskarchitecture merelyspecifiestheinterfaces
providedby the securityserver to the objectmanagers.
The implementation of the security server, including
any policy language it may support, are not specified
by the architecture. The SELinux example security
server definesa securitypolicy that is a combination
of Type Enforcement(TE) [8], role-basedaccesscon-
trol (RBAC) [11], and optionally multi-level security
(MLS) [7]. The example configuration for the TE and
RBAC policy componentsis describedin Section5. The
SELinuxexample securityserverdefinesasecuritycon-
text ascontaining a useridentity, a role,a type,andop-
tionally a MLS level or range. Rolesareonly relevant
for processes,so file securitycontexts have a generic
object r role. Thesecurityserveronly providesSIDsfor
securitycontexts with legal combinationsof user, role,
type,andlevel or range. Theindividual attributesof the

int security_transition_sid(
security_id_t ssid,
security_id_t tsid,
security_class_t tclass,
security_id_t *out_sid);

ret = security_transition_sid(
current->sid,
dir->i_sid,
SECCLASS_FILE,
&sid);

Figure1: Interfaceandexample call to obtaina security label. The
input parametersarethesubject SID, theSID of a relatedobject (e.g.
theparentdirectory), andtheclassof thenew object. TheSID for the
new objectis returnedasanoutputparameter.

securitycontext arenot manipulatedby theobjectman-
agers.

Theuseridentityattributein thesecuritycontext is in-
dependentof theordinary Linux useridentityattributes.
Modificationsto theLinux login programandcrondae-
monareprovided to setthis new useridentity attribute
appropriately for login sessionsandusercron jobs. By
using a separateuser identity attribute, the SELinux
mandatory accesscontrols remaincompletely orthogo-
nal to theexisting Linux accesscontrols. SELinux can
enforce rigorouscontrols over changes in its useriden-
tity attributewithout affectingcompatibility with exist-
ing applications.

2.2 Flexibility in Labeling Decisions

Whena Flask objectmanager requires a label for a
new object,it consultsthesecurityserver to obtaina la-
belingdecisionbasedonthelabelof thecreatingsubject,
thelabelof a relatedobject,andtheclassof thenew ob-
ject. For programexecution, theFlaskprocessmanager
obtainsthe label for the transformedprocessbasedon
thecurrent labelof theprocessandthelabelof thepro-
gramexecutable.For file creation, theFlaskfile system
objectmanagerobtains the label for the new file based
on thelabelof thecreatingprocess,thelabelof thepar-
entdirectory, andthekind of file beingcreated.These-
curity servermaycomputethenew labelbasedon these
inputsandmayalsouseotherexternal information.Fig-
ure1 shows thesecurityserver’s security transition sid
interfacefor obtaining alabelandanexamplecall to this
interfaceto obtainthelabelof a new file.

TheSELinuxexample securityservermaybeconfig-
uredto automatically causechanges in the role or do-
mainattributesof aprocessbasedontheroleanddomain
of theprocessandthe typeof theprogram. By default,
therole anddomain of a processis not changed by pro-
gramexecution. TheSELinuxsecurityserver mayalso
beconfiguredto usespecifiedtypesfor new files based



int security_compute_av(
security_id_t ssid,
security_id_t tsid,
security_class_t tclass,
access_vector_t requested,
access_vector_t *allowed,
access_vector_t *decided,
__u32 *seqno);

Figure2: Interfacefor obtaining accessdecisionsfrom the secu-
rity server. The input parametersarea pair of SIDs, the classof the
object, and the setof requestedpermissions. The pair of SIDs may
besubject-to-object, subject-to-subject,or even object-to-object. The
granted permissionsarereturnedasoutput parameters.

on thedomain of theprocess,the typeof theparent di-
rectory, andthekind of file. A new file inherits thesame
typeasits parentdirectory by default. For objectswhere
thereis onlyonerelevant SID,objectmanagerstypically
do not consultthesecurityserver. Instead,they merely
usethis SID asthe SID for the new object. Pipes,file
descriptions, and sockets inherit the SID of the creat-
ing process,andoutput messagesinherit theSID of the
sendingsocket.

2.3 Flexibility in AccessDecisions
Object managers consult the AVC to checkpermis-

sions basedon a pair of labels and an object class,
andtheAVC obtains accessdecisions from thesecurity
server asneeded. Figure 2 shows the securityserver’s
security compute av interfacefor obtainingaccessdeci-
sions. Figure3 shows the AVC’s avc has perm ref in-
terfacefor checking permissionsandanexample call to
this interface to checkbindpermissionto asocket.

Eachobjectclasshasa setof associatedpermissions.
Thesepermissionsetsarerepresentedbyabitmapcalled
an access vector (access vector t). Flaskdefinesa dis-
tinct permissionfor eachservice,andwhenaserviceac-
cessesmultipleobjects,Flaskdefinesaseparatepermis-
sionto control accessto eachobject.For example, when
afile is unlinked,Flaskchecksremove name permission
to thedirectory andunlink permissionto thefile.

Theuseof objectclassesin accessrequestsallowsdis-
tinct permissionsetsto bedefinedfor eachkind of ob-
ject basedon the particularservicesthat aresupported
by theobject. It alsoallows thesecuritypolicy to make
distinctionsbasedon the kind of object, so that access
to a device specialfile canbedistinguishedfrom access
to a regular file and accessto a raw IP socket can be
distinguishedfrom accessto aUDP or TCPsocket.

2.4 Support for Policy Changes
The Flask AVC provides an interface to the secu-

rity server for managing thecacheasneededfor policy
changes.Sequence numbersareusedto addressthepo-

extern inline
int avc_has_perm_ref(
security_id_t ssid,
security_id_t tsid,
security_class_t tclass,
access_vector_t requested,
avc_entry_ref_t *aeref);

ret = avc_has_perm_ref(
current->sid,
sk->sid, sk->sclass,
SOCKET__BIND,
&sk->avcr);

Figure3: AVC interface andexample call to checkpermissions.
The input parametersarethesameasfor security computeav, except
for theadditional aeref parameter. On its first use,theaerefparameter
is setto refer to theAVC entry usedfor thepermissioncheck, andon
subsequent checks this reference is usedto optimize the lookup. The
referenceis revalidatedon eachuseto ensureits correctness.

tential interleaving of accessdecisioncomputationsand
policy change notifications. Whenthe AVC receivesa
policy change notification, it updatesits own stateand
theninvokescallbackfunctionsregisteredby theobject
managersto updateany permissionsretainedin thestate
of theobjectmanagers. For example, permissions may
be retainedin the accessrights in pagetablesor in the
flagsonanopenfile description. After updatingthestate
of theobjectmanagersandthestateof theAVC to con-
form to thepolicy change, theAVC notifiesthesecurity
serverthatthetransitionto thenew policy hasbeencom-
pleted.

In SELinux, many permissionsarerevalidatedonuse,
suchas permissionsfor reading and writing files and
permissions for communicatingon an establishedcon-
nection. Consequently, policy changesfor thesepermis-
sionsareautomatically recognizedandenforcedwithout
theneedfor objectmanager callbacks.Permissionscan
beefficiently revalidatedby objectmanagersusingref-
erencesto entriesin theAVC. However, therevalidation
of permissionson useis not adequatefor revoking ac-
cessto mappedfile pages in theLinux pagecache.The
current SELinuximplementationdoesinvalidatetheap-
propriatepagecacheentrieswhenafile is relabeled, but
a callbackhasnot yet beendefinedto invalidatetheap-
propriatepagecacheentrieswhena policy change noti-
ficationis received.

TheSELinuxexample securityserverprovidesanin-
terfacefor changing thesecuritypolicy configurationat
runtime. The security load policy call may be usedto
reada new policy configurationfrom a file. After load-
ing thenew policy configuration,thesecurityserver up-
datesits SID mapping, invalidating any SIDs that are
no longerauthorized, andresetsthe AVC. Subsequent
permissionchecksonprocessesandobjectswith invalid



PERMISSION(S) DESCRIPTION
execute Execute
transition Change label
entrypoint Entervia program
sigkill Signal
sigstop
sigchld
signal
fork Fork
ptrace Trace
getsched Getschedule info
setsched Setschedule info
getsession Getsession
getpgid Getprocessgroup
setpgid Setprocessgroup
getcap Getcapabiliti es
setcap Setcapabiliti es

Table1: Permissionsfor theprocessobject class.

SIDs always fail, preventing any further accessesby
suchprocessesandany furtheraccessesto suchobjects.
Support for automaticallyrelabelingtheseprocessesand
objectsto a labelthatis accessibleto administratorshas
notyetbeenimplemented.

3 Security Mechanisms

This sectiondescribesthe securitymechanismsde-
finedby theFlaskarchitectureandtheSELinux imple-
mentationof thesemechanisms.It begins with a discus-
sionof themandatoryaccesscontrols for processman-
agement. Mandatory accesscontrols for file systemob-
jectsarethendescribed. This sectionconcludeswith a
discussionof socketmandatoryaccesscontrols.

3.1 ProcessControls
Table1 shows thepermissionsdefinedfor theprocess

managementcomponent. The processexecute permis-
sion is usedto control the ability of a process to exe-
cute from a given executable image. This permission
is checkedbetweenthelabelof thetransformedprocess
andthelabelof theexecutableonevery programexecu-
tion. It is alsocheckedwhenanELF or scriptinterpreter
is executed,andwhenafile is memory-mappedwith ex-
ecuteaccess(i.e. asharedlibrary). Thisprocessexecute
permissionis distinct from the file execute permission
which is usedto control theability of a processto initi-
atetheexecutionof aprogram.

The transition permissionis usedto control theabil-
ity of a processto transitionfrom onesecurityidentifier
(SID) to another. The entrypoint permissionis usedto
control what programsmay be usedas the entry point
for a given processSID. This permissionis similar to
the process execute permission,except that it is only
checkedwhenaprocesstransitionsto anew SID.Hence,

the securitypolicy can distinguishbetweenwhat pro-
gramsmaybeusedto initially enteragivenprocessSID
andthefull setof programsthatmaybeexecutedby that
processSID.

This entrypoint permissionis especiallynecessaryin
an environment with sharedlibraries, sincemost pro-
cessesmustbeauthorizedtoexecutethesystemdynamic
loader. Without separatecontrol over entry point pro-
grams,any securitylabelcouldbeenteredby executing
thesystemdynamicloader. Separateentrypoint control
is alsonecessaryin orderto support securitylabel tran-
sitionson scripts,sincethe new securitylabel mustbe
authorizedto executetheinterpreterandthescript.

Separatepermissions for eachsignalcould easilybe
defined, butuntil empirical evidencesuggeststhisis nec-
essary, this will not bedone. Separatepermissionswere
definedfor the SIGKILL andSIGSTOP signals,sigkill,
sigstop respectively, sincethesesignalscannotbecaught
or ignored. A separatepermission,sigchld wasalsode-
finedto control theSIGCHLD signalbecauseexperience
demonstratedthatit wasusefulto control thissignalsep-
arately. A singlepermission,signal, is usedto control
theremaining signals.

The ptrace permissionis usedto control the ability
of a processto trace anotherprocess. The getsched,
setsched, getsession, getpgid, setpgid, getcap, andset-
cap permissions areusedto control theability of a pro-
cesstoobserveormodify thecorresponding attributesof
another process.

In addition to the permissions listed in this table,
SELinux provides an equivalent permissionfor each
Linux capability. Thisallows thesecuritypolicy to con-
trol theuseof capabilitiesbasedon theSID of thepro-
cess.SELinuxcouldalsobeextendedto provideafiner-
grained replacementmechanism for capabilities.Sucha
mechanism wasdevelopedfor oneof SELinux’s prede-
cessors,the DTOS system[20]. This mechanism per-
mitted privileges to be granted basedon both the at-
tributesof theprocessandtheattributesof the relevant
object,e.g. discretionary readoverridecouldbegranted
to a particular set of files. Since the mechanismob-
tainedprivilegedecisionsfrom thesecurityserver, man-
agement of privilegeswas centralized and verification
thatprivilegesweregrantedappropriatelywasstraight-
forward.

3.2 File Controls

Table 2 lists the permissionsfor controlling access
to open file description objects. Since open file de-
scriptionsmaybeinheritedacrossexecve or transferred
through UNIX socket IPC,SELinux labelsandcontrols
openfile descriptions.An openfile description is labeled
with theSID of its creatingprocess,sinceits stateis usu-



PERMISSION(S) DESCRIPTION
create Create
getattr Getattributes
setattr Setattributes
inherit Inherit acrossexecve
receive Receive via IPC

Table2: Permissionsfor theopenfile description objectclass.

ally treatedaspartof theprivatestateof theprocess. It
is important to distinguishbetweenthelabelof anopen
file description andthe labelof thefile it references.A
readoperation onafile changesthefile offsetin theopen
file description, soit maybenecessaryto prevent a pro-
cessfrom reading a file usingan openfile description
received or inherited from anotherprocesseventhough
theprocessis allowedto directlyopenandreadthefile.

Permissionsfor controlling accessto file systemsare
shown in Table 3. SELinux labels file systemsand
controls servicesthat manipulate file systems,includ-
ing callsfor mounting andunmountingfile systems,the
statfs call andthe file creationcalls. SELinux controls
themountingof file systemsthrough several permission
checks. It requires that the processhave mounton per-
missionto themount point directory andmount permis-
sionto thefile system.It alsorequiresthatthemountas-
sociate permissionbegrantedbetweentherootdirectory
of thefile systemandthemount pointdirectory.

SELinuxbinds securitylabelsto files anddirectories
andcontrols accessto them. It storesa persistentlabel-
ing tablein eachfile systemthatspecifiesthesecurityla-
belfor eachfile anddirectory in thatfile system.Foreffi-
cientstorage,SELinuxassignsanintegervaluereferred
to asa persistent SID (PSID)to eachsecuritylabelused
by anobject in a file system.Thepersistentlabelingta-
bleis partitionedinto amapping betweeneachPSIDand
its securitylabelandamappingbetweeneachobject and
its PSID.Sincethetableis storedin eachfile system,file
labelsarepreservedif thefile systemis mounted atadif-
ferentlocationor if thefile systemismovedtoadifferent
system.

Themapping betweeneachPSIDandits securityla-
bel is implemented usingregular files in a fixedsubdi-
rectoryof the root directory of eachfile system. This
mapping is loadedinto memorywhenthefile systemis
mounted,andis updatedbothin memory andonthedisk
whenanew securitylabelis usedfor anobjectin thefile
system.Themapping betweeneachobjectandits PSID
is implementedby storingthePSIDin anunusedfield of
theon-disk inode. SincethePSIDis availablein theon-
disk inode,noextraoverheadis incurredeitherto obtain
thePSIDwhenafile is accessedor to setthePSIDwhen
a file is created. Additionally, sincethe mapping be-

PERMISSION(S) DESCRIPTION
mount Mount
remount Changeoptions
unmount Unmount
getattr Getattributes
relabelfrom Relabel
relabelto
transition
associate Associate file

Table3: Permissions for thefile systemobject class.

tweeneachobjectandits PSIDis inode-based,changes
to thefile systemnamespacedonotaffect themapping.

SELinux currently only implements file labelingfor
theext2 file system.However, only thebinding between
on-disk inodesandPSIDsis filesystem-specific,sosup-
portfor otherlocalfile systemtypescanbeeasilyadded.
For NFSfile systems,a singlelabelis currentlyusedfor
all files mounted from a given NFS server. A design
hasbeendevelopedto providecompletefile labelingand
controls for NFSfilesystems,but this designhasnot yet
beenimplemented. SELinuxalsoimplementsfile label-
ing for thespecialprocfs anddevpts file systemsbased
on thelabelsof theassociatedprocess,but thesespecial
file systemtypesdonotrequire theuseof persistentlabel
mappings.

Whenanunlabeledfile systemis first mounted, aper-
sistentlabelingtable is createdfor the file system,us-
ing adefault labelfor all filesobtainedfrom thesecurity
server. Subsequently, existingfiles mayberelabeledus-
ing new systemcalls. A programcalledsetfiles is
usedto initially setfile labelsfrom a configurationfile
that specifieslabelsbasedon pathnameregular expres-
sions. This programandconfigurationfile mayalsobe
usedto resetfile labelsto awell-defined state.However,
unlesstheconfigurationfile is updatedto reflectruntime
changes in file labels,thesechangeswill be lost when
theprogramis executed.Runtimechangesmayoccuras
a resultof new files beingcreated,existing files being
relabeled, or changesto thenamespace.

Table 4 shows the permissions definedfor control-
ling accessto files, and Table 5 shows the additional
permissionsdefinedfor controlling accessto directories.
SELinuxdefinesa separatepermissionfor eachfile and
directory service.For example,SELinuxdefinesanap-
pend permissionfor files in additionto thewrite permis-
sion,andit definesseparateadd name andremove name
permissions for directories to support append-only files
and directories. SELinux also definesa reparent per-
missionfor directories that controlswhether the parent
directory link canbechangedby a rename.

SELinux provides control over eachobject affected
by afile or directory service.For example,in addition to



PERMISSION(S) DESCRIPTION
read Read
write Write or append
append Append
poll Poll/select
ioctl IO control
create Create
execute Execute
access Check accessibility
getattr Getattributes
setattr Setattributes
unlink Remove hardlink
link Create hardlink
rename Renamehardlink
lock Lock or unlock
relabelfrom Relabel
relabelto
transition

Table4: Permissionsfor thepipeandfile object classes.

checking accessto theparentdirectory, SELinuxdefines
permissions for controlling accessto the individual file
itself for operations suchas stat, link, rename, unlink,
andrmdir.

3.3 Socket Controls
SELinuxprovidescontrol over socket IPC through a

set of layeredcontrols over sockets, messages,nodes,
andnetwork interfaces. Currently, the SELinux proto-
type only provideslabelingandcontrols for INET and
UNIX domain sockets. At the socket layer, SELinux
controls the ability of processesto perform operations
on sockets.At thetransport layer, SELinux controls the
ability of socketsto communicatewith othersockets.At
the network layer, SELinuxcontrols the ability to send
andreceive messageson network interfaces,andit con-
trols theability to sendmessagesto nodesandto receive
messagesfrom nodes. SELinux alsocontrols the abil-
ity of processesto configure network interfacesandto
manipulatethekernel routingtable.

Sincesocketsareaccessedthrough file descriptions,
thesocket objectclassesinherit thepermissionsdefined
for controlling accessto the file objectclasses.Only a
subsetof thesepermissionsaremeaningful for sockets.
Table 6 shows additional permissionsthat are specifi-
cally definedfor controlling accessto thesocket object
classes. The connection-orientedserviceprovided by
streamsocketsrequiresseveral additional permissions,
asshown in Table7. Permissionsfor network interfaces
andnodesareshown in Table8.

Sockets effectively serve as communicationproxies
for processesin the SELinux control model. Conse-
quently, socketsarelabeledwith the label of the creat-
ing processby default. A processmaycreateandusea
socket with a different labelto perform socket IPC with

PERMISSION(S) DESCRIPTION
add name Add a name
remove name Remove a name
reparent Changeparent directory
search Search
rmdir Remove
mounton Useasmountpoint
mountassociate

Table5: Additionalpermissionsfor thedirectory object class.

PERMISSION(S) DESCRIPTION
bind Bind name
namebind Useport or file
connect Initiate connection
getopt Getsocket options
setopt Setsocket options
shutdown Shutdown connection
recvfrom Receive from socket
sendto Sendto socket
recv msg Receive message
sendmsg Sendmessage

Table6: Additional permissionsfor thesocket object classes.

PERMISSION(S) DESCRIPTION
listen Listenfor connections
accept Accept a connection
newconn Create new socket for connection
connectto Connect to server socket
acceptfrom Accept connection from clientsocket

Table 7: Additional permissionsfor the TCP and Unix stream
socket objectclasses.

PERMISSION(S) DESCRIPTION
getattr Getattributes
setattr Setattributes
tcp recv Receive TCPpacket
tcp send SendTCPpacket
udp recv Receive UDPpacket
udp send SendUDP packet
rawip recv Receive Raw IP packet
rawip send SendRaw IP packet

Table 8: Permissionsfor the network interface and nodeobject
classes.



a different sourcesecuritylabel. A processmaysetup
a listeningsocket sothatserver socketscreatedby con-
nections arelabeledwith eithera specifiedlabelor with
thelabelof theconnecting clientsocketto actasaserver
for multiple labels.

SELinuxallows thesecuritypolicy to distinguishbe-
tween clients and servers for streamsocket connec-
tionsthroughtheconnectto andacceptfrom permissions.
SELinuxallows thesecuritypolicy to basedecisionson
thekind of socket through theuseof objectclasses,and
it allowsthesecuritypolicy tobasedecisionsonthemes-
sageprotocol throughtheper-protocol nodeandnetwork
interfacepermissions.

SELinux provides control over the associationbe-
tweenINET domainsocketsandport numbersandthe
associationbetweenUNIX domain sockets and files.
Hence,the securitypolicy can restrict the useof port
numbersandpathnamesfor useby particularprocesses.
SELinuxalsoprovidescontrol over open file description
transfervia UNIX domain sockets.

In SELinux, messagesareassociatedwith boththela-
belof theirsendingsocketandaseparatemessagelabel.
By default,thismessagelabelis thesameasthesending
socket label. A processmay explicitly label individual
messagesif the underlying protocol supports message
boundaries,i.e. datagram sockets. Messagessenton a
streamsocket all have thesamelabel,which is thelabel
of thestreamsocket.

Support for communicatingmessagelabelsacrossthe
network hasnotyetbeenimplementedin SELinux. The
Fluke implementation of the Flask architecture used
IPSEC/ISAKMP both to label and protect messages,
storing the labeling information in the IPSEC secu-
rity association. During an ISAKMP negotiation, the
appropriate security contexts are sent acrossthe net-
work andthe peerobtains SIDs for thesesecuritycon-
texts and storesthem in its IPSEC security associa-
tion. Whenmessagesaresubsequently receivedthatuse
the IPSECsecurityassociation,the messagesarevali-
datedandthenlabeledwith theSIDs from the associa-
tion. Similar support will beprovidedin SELinux using
theFreeSWAN [14] IPSECimplementation. Integrating
FreeSWAN with theSELinux networkmandatoryaccess
controls is the next major phasefor SELinux develop-
ment.

4 Application Programming Interface

Typically, theSELinuxmandatoryaccesscontrols op-
eratetransparently to applications andusers.Thelabel-
ing decisionsof theFlaskarchitecture provideappropri-
atedefault behaviors sothat theexisting Linux applica-
tion programminginterface(API) calls canbe left un-
changed. The mandatory accesscontrols areonly vis-

ible to applications and usersupon accessfailures, in
which casethey return the normal Linux error codes
(e.g.EACCES, EPERM, ECONNREFUSED, ECONNRE-
SET) for suchfailures. In mostcases,the potential for
thesesameerrorconditions alreadyexistedwith theor-
dinaryLinux kernel,somostapplications shouldhandle
theseconditions. Only a few controls, suchasthecon-
trolsonindividualread andwrite calls,cancauseaccess
failureswhereanaccessfailurewasnot previously pos-
sible.

Although existing applications canbe usedunmodi-
fied, it is desirableto provide new API calls to allow
modifiedandnew applicationsto bedevelopedthathave
somedegreeof awarenessof thenew securityfeatures.
EachSELinux kernelsubsystemprovidesa setof new
API calls thatextendexisting API callswith additional
parametersfor SIDs. Theprocessmanagementsubsys-
tem providescalls to get the current andold SIDs of a
process,andacall to executeaprogramwith aspecified
SID. The filesystemsubsystemprovidescalls to create
fileswith particular SIDs,callsto obtaintheSIDsof files
andfilesystems,andcallsto changetheSIDsof filesand
file systems.Thesocket IPCsubsystemprovidescallsto
createsocketsandmessageswith particular SIDs,calls
to obtaintheSIDsof socketsandmessages,andcallsto
specifythedesiredSID for peersockets.Thesamesetof
controls usedfor theexisting API callsarealsoapplied
to theseextendedAPI calls,with theonly differencebe-
ing theuseof anapplication-providedSID ratherthana
defaultSID.

Applications thatusethesenew callsneedto beable
to convert betweenSIDsandsecuritycontexts. Further-
more,it is desirableto allow applications to obtainse-
curity policy decisionsfrom the securityserver so that
securitypolicies can be definedthat control accessto
application abstractions.For example,awindowing sys-
temmight beenhancedto provide labelingandsepara-
tion of windows,with controlled cut-and-pastebetween
windows, or a databasesystemmight be enhancedto
provide labelingandseparationof individual database
records maintained in a single file. Such application
policy enforcerswould still becontrolledby thekernel
mandatory accesscontrols but could further refine the
granularity of protectionprovidedby thekernel.To sup-
port suchapplications,thesecurityserverprovidesa set
of new API calls that export its servicesfor converting
betweenSIDs andcontexts andobtaining securitypol-
icy decisions.A setof controls is definedfor thesenew
API callsto ensurethatthepolicy cancontrol theability
to usethem. An applicationaccessvectorcachelibrary
couldeasilybecreatedbasedon theSELinuxkernelac-
cessvectorcacheimplementationto providesecurityde-
cisioncachingfor applications.



5 Security Policy Configuration

This sectiondescribesthe example security policy
configuration that hasbeendevelopedfor the Security-
EnhancedLinux. At a high level, the goalsof the ex-
amplesecuritypolicy configurationare to demonstrate
theflexibility andsecurityof themandatory accesscon-
trolsandto provideasimpleworking systemwith mini-
malmodifications to applications.Theexample security
policy configurationconsistsof a combinationof Role-
BasedAccessControl (RBAC) [11] andTypeEnforce-
ment [8]. The configuration draws from the Domain
and Type Enforcement (DTE) configuration described
in [26], although it usesa different configuration lan-
guage describedin [16].

The example securitypolicy configurationdefinesa
setof TypeEnforcement domainsandtypes.Eachpro-
cesshasanassociateddomain,andeachobjecthasanas-
sociatedtype. Thepolicy configurationspecifiestheal-
lowableaccessesby domains to typesandtheallowable
interactions among domains. It specifieswhatprogram
typescanbe usedto entereachdomain andthe allow-
able transitionsbetweendomains. It alsospecifiesau-
tomatictransitionsbetweendomains whencertainpro-
gramtypesareexecuted. Thesetransitionsensurethat
systemprocessesandcertainprogramsareplacedinto
theirown separatedomains automatically.

The configuration also defines a set of roles. Each
processhasanassociatedrole. All systemprocessesrun
in thesystem r role. Two rolesarecurrently definedfor
users,user r for ordinary usersand sysadm r for sys-
temadministrators.Theseuserrolesareinitially setby
thelogin programandcanbechanged by anewrole
programsimilar to thesu program.

Thepolicy configurationspecifiesthesetof domains
that can be enteredby eachrole. Eachuser role has
an associatedinitial login domain, the user t domain
for the user r role and the sysadm t domain for the
sysadm r role. This initial login domain is associated
with the user’s initial login shell. As the userexecutes
programs, transitions to other domains may automati-
cally occur to support changesin privilege.Often,these
otherdomainsarederived from the user’s initial login
domain. For example, the user t domaintransitions to
the user netscape t domain and the sysadm t domain
transitionsto the sysadm netscape t domain when the
netscape programis executed to restrictthebrowser
to a subsetof theuser’s permissions.

Figure4 shows a portion of the policy configuration
that allows the administratordomain (sysadm t) to run
the insmodprogramto insertkernelmodules. The ins-
modprogramis labeledwith theinsmod exec t typeand
runs in the insmod t domain. The first rule allows the
sysadm t domainto run the insmodprogram. Thesec-

allow sysadm_t insmod_exec_t:file x_file_perms;
allow sysadm_t insmod_t:process transition;
allow insmod_t insmod_exec_t:process { entrypoint execute };
allow insmod_t sysadm_t:fd inherit_fd_perms;
allow insmod_t self:capability sys_module;
allow insmod_t sysadm_t:process sigchld;

Figure4: Configurationfor runninginsmod.

ondrule allows thesysadm t domain to transitionto the
insmod t domain. Thethird ruleallowstheinsmod t do-
maintobeenteredby theinsmodprogramandtoexecute
codefrom this program.Thefourth rule allows the ins-
mod t domainto inheritandusefile descriptors from the
sysadm t domain. Thefifth ruleallows theinsmod t do-
mainto usetheCAP SYS MODULE capability. Thelast
rule allows the insmod t domain to sendtheSIGCHLD
signalto sysadm t whenit exits.

Fromthis smallportion of thepolicy configuration,it
is clearthat theflexibility of themandatoryaccesscon-
trols also yields a corresponding increasein the com-
plexity of managing the securitypolicy. Creatingand
maintaining a configurationto meeta setof securityre-
quirementsandverifying that the configuration is con-
sistentwith thoserequirementscan be a challenging
task. In orderfor SELinux to be widely deployed and
used,a collectionof basepolicy configurationsmustbe
developedto meetcommonsetsof securityrequirements
to allow its useby enduserswith no securityexpertise.
Furthermore, higher-level configuration languagesand
policy analysistools areneeded to addressthesechal-
lenges.

The security policy configuration controls various
forms of raw accessto data. The policy configuration
definesdistinct typesfor kernelmemory devices, disk
devices, and/proc/kcore. It definesseparatedo-
mainsfor processesthat require accessto thesetypes,
suchasklogd t andfsadm t.

Theconfigurationprotectstheintegrity of thekernel.
The policy configuration definesdistinct typesfor the
bootfiles, module objectfiles, module utilities, module
configurationfiles andsysctl parameters, andit defines
separatedomains for processesthatrequire write access
to thesefiles. As illustratedby theexample in Figure4,
theconfigurationdefinesseparatedomains for themod-
ule utilities, and it restrictsthe useof the module ca-
pability to thesedomains.It only allows a small setof
privilegeddomainsto transitionto themodule utility do-
mains.

The integrity of systemsoftware, systemconfigura-
tion information and systemlogs is protectedby the
configuration. Thepolicy configurationdefinesdistinct
typesfor systemlibrariesandbinaries to control access



to thesefiles. It only allows administratorsto modify
systemsoftware. It definesseparatetypesfor system
configurationfiles andsystemlogsanddefines separate
domains for programsthatrequirewrite access.

Theconfigurationconfinesthepotentialdamage that
canbecausedthrough theexploitationof aflaw in apro-
cessthat requires privileges,whethera systemprocess
or privilege-enhancing(setuidor setgid)program. The
policy configurationplacestheseprivilegedsystempro-
cessesandprogramsinto separatedomains, with each
domain limited to only thosepermissions it requires.
Separatetypesfor objectsaredefinedin thepolicy con-
figuration asneededto support leastprivilege for these
domains.

Privileged processesareprotectedfromexecutingma-
licious code. The policy configurationdefinesan exe-
cutabletypefor theprogramexecutedbyeachprivileged
processandonly allows transitions to theprivilegeddo-
main by executing that type. Whenpossible,it limits
privilegedprocessdomains to executing the initial pro-
gramfor thedomain,thesystemdynamic linker, andthe
systemsharedlibraries.Theadministrator domainis al-
lowedto execute programscreatedby administratorsas
well assystemsoftware,but notprogramscreatedby or-
dinaryusersor systemprocesses.

The configurationensuresthat the administratorrole
anddomaincannot be enteredwithout userauthentica-
tion. Thepolicy configurationonly allows transitions to
the administrator role anddomainby the login pro-
gram, which requires the user to authenticatebefore
startinga shellwith theadministrator role anddomain.
It preventstransitionsto the administrator role anddo-
mainbyremoteloginstopreventunauthenticatedremote
logins via .rhosts files. A newrole program was
addedto permitauthorizedusersto entertheadministra-
tor role anddomain during a remotelogin session,and
this programre-authenticatestheuser. To provide con-
fidentialityof secretauthenticationinformation,thepol-
icy configuration labelsthe shadow password file with
its own typeandrestrictstheability to readthis typeto
authorizedprogramssuchaslogin andsu.

Ordinary userprocessesarepreventedfrom interfer-
ing with systemprocessesor administrator processes.
Thepolicy configurationonlyallowscertainsystempro-
cessesandadministratorsto accesstheprocfs entriesof
processesin otherdomains. It controlstheuseof ptrace
on other processes,and it controls signal delivery be-
tweendomains. It definesseparatetypesfor the home
directoriesof ordinary usersandthehomedirectoriesof
administrators. It ensuresthatfiles createdin shareddi-
rectoriessuchas/tmp areseparatelytypedbasedonthe
creatingdomain. It definesseparatetypesfor terminals
basedon theowner’s domain.

The configuration protects usersand administrators
fromtheexploitationof flawsin thenetscape browser
by malicious mobile code. The policy configuration
placesthebrowserinto a separatedomain andlimits its
permissions. It definesa type that userscanuseto re-
strict readaccessby thebrowserto localfiles,andit de-
finesa type that userscanuseto grant write accessto
localfiles.

6 Performance

This sectiondiscussesthe impactof theSELinux se-
curity mechanismson theperformanceof thetheLinux
kernel. The setof benchmarksusedwasinfluencedby
theLinux Benchmarking HOWTO [6]. Microbenchmark
testswereperformedtodeterminetheperformanceover-
headdueto theSELinuxchangesfor various low-level
systemoperations. Macrobenchmark tests were per-
formedto determine theimpactof theSELinuxchanges
on theperformanceof typicalworkloads.

Each test was performed with two different kernel
configurations. The base kernel configuration corre-
sponds to anunmodified Linux 2.4.2kernel. This con-
figuration was measuredto provide the performance
baselinefor eachbenchmark. Theselinux configuration
correspondsto an enforcing Security-EnhancedLinux
2.4.2 kernel. The performancemeasurements of the
selinux configurationcanbecomparedagainst thebase-
line to determine theoverheadimposedby theSELinux
securitymechanisms.

6.1 Micr obenchmarks
The microbenchmark tests were drawn from the

UnixBench 4.1.0 benchmark [21] and the lmbench2
benchmark [18] suites. Thesemicrobenchmark tests
wereusedto determinetheperformanceoverheadof the
SELinux changes for various process,file, and socket
low-level operations. Thesebenchmarkswereexecuted
on a 333MHz PentiumII with 128M RAM. The lm-
benchnetwork testsranserver programson a 166MHz
Pentiumwith 64MB RAM. Both the client andserver
machinesran thesamekernel for the lmbench network
benchmarkssothattheresultsshow thetotal costof the
SELinuxoverheadonbothsystems.

6.1.1 UnixBench Theresultsfor theUnixBenchsys-
tem microbenchmarks are shown in Table 9. The file
copy benchmarkmeasurestherateat which datacanbe
transferredfrom onefile to another, usingvariousbuffer
sizes. For small buffer sizes,the systemcall overhead
dominatesthetime to copy thefile. TheSELinuxover-
headconsistsof revalidating permissions for eachread
andwrite for thefile copy. As thebuffer sizeincreases,
thetimeto copy thefile becomesdominatedby theunaf-



Microbenchmark Base SELinux Overhead
file copy 4KB 49.5 48.6 2%
file copy 1KB 40.4 38.6 5%
file copy 256B 23.0 21.0 10%
pipe 6.17 7.17 16%
pipeswitching 12.7 15.0 18%
processcreation 485 494 2%
execl 2480 2610 5%
shellscripts(8) 659 684 4%

Table9: UnixBench systemmicrobenchmarks.File copy through-
put is in megabytesper second. The other UnixBench microbench-
marksarein microsecondsper loop iteration (or millisecondsfor the
shell scripts benchmark). Theseresults wereconverted into units that
canbemoreeasily comparedwith thelmbenchresults.

fectedmemory copying costs,sotheSELinuxoverhead
becomesnegligible.

The pipe benchmark measures the number of times
a processcanwrite 512 bytes to a pipe andreadthem
backper second. The pipe switchingbenchmark mea-
suresthe number of timestwo processescanexchange
anincreasingintegerthrough apipe.TheSELinuxover-
headconsistsof revalidating permissions for eachread
andwrite on thepipe.

The processcreation test measures the number of
timesa processcanfork andreapa child that immedi-
atelyexits. TheSELinuxoverheadconsistsof perform-
ing a permissioncheckoneachfork andwait operation.
Theexecl benchmarkmeasuresthenumberof execl calls
that canbe performedper second. The SELinux over-
headconsistsof computing thelabelfor thetransformed
processandperformingpermissionchecks for searching
thepath, executing theprogram,andinheriting openfile
descriptions.

The shell scriptstest measuresthe number of times
perminuteaprocesscanstartandreapasetof 8 concur-
rentcopiesof ashellscript,wheretheshellscriptapplies
a seriesof transformationsto a datafile. The SELinux
overheadconsistsof computing the label for processes
for eachprogramexecution,computing thelabelfor new
files createdby the scripts,andperforming permission
checksfor thevarious processandfile operations.

6.1.2 lmbench The results for the lmbench mi-
crobenchmarks are shown in Table 10. The null I/O
benchmark measures the averageof the times for a
one-byte read from /dev/zero and a one-byte write to
/dev/null. The SELinuxoverheadconsistsof revalidat-
ing permissionsoneachreadandwrite.

Thestatbenchmarksmeasures thetime to invoke the
stat systemcall on a temporary file. The SELinux
overheadconsistsof performing permissionchecks for
searchingthepathandobtaining thefile attributes.The
open/closetestmeasuresthe time to opena temporary

Microbenchmark Base SELinux Overhead
null I/O 1.45 1.93 33%
stat 8.06 10.3 28%
open/close 11.0 14.0 27%
0KB create 22.0 26.0 18%
0KB delete 1.72 1.90 10%
fork 499 505 1%
execve 2730 2820 3%
sh 10K 11K 10%
pipe 12.5 14.0 12%
AF UNIX 20.6 24.6 19%
UDP 310 356 15%
RPC/UDP 441 519 18%
TCP 389 425 9%
RPC/TCP 667 726 9%
TCPconnect 675 738 9%

Table10: lmbench microbenchmarks. Measurementsare in mi-
croseconds.Measurementsbelow thebar represent round-trip latency
for variousformsof IPC.

file for readingandimmediately closeit. TheSELinux
overheadconsistsof performing permissionchecks for
searchingthepathandopening thefile with readaccess.

The0K createand0k deletebenchmarksmeasurethe
time requiredto createanddeletea zero-lengthfile. For
the 0K create,the SELinux overheadconsistsof com-
putingthelabelfor thenew file andperformingpermis-
sionchecksfor searchingthepath,modifying thedirec-
tory, andcreatingthefile. TheSELinuxoverheadfor the
0K deleteconsistsof performingpermissionchecksfor
searchingthepath,modifying thedirectory, andunlink-
ing thefile.

The fork, execve, andsh benchmarksmeasurethree
increasingly expensive forms of processcreation: fork
and exit, fork and execve, and fork and execlp of the
shell with the new programasa command to theshell.
For the fork benchmark, the SELinux overheadcon-
sists of permissioncheckson fork and wait, as with
theUnixBench processcreationbenchmark.For theex-
ecve benchmark, the SELinuxoverheadconsistsof the
fork overheadplus the label computation and permis-
sionchecksassociatedwith programexecution,aswith
theUnixBenchexecl benchmark. For theshbenchmark,
thisoverheadis furtherincreasedby theadditional layer
of processcreation, programexecution,andpathsearch-
ing by theshell.

The remaining lmbench testsmeasureround-trip la-
tency in microsecondsfor various forms of interprocess
communicationbetweena pair of processes.The lm-
benchbandwidth benchmark resultsare omitted since
they did notshow any significantdifferencebetweenthe
base andselinux configurations,asexpected.

The SELinux overheadon the pipe benchmark con-
sistsof revalidatingpermissionsoneachreadandwrite,
aswith theUnixBenchpipeswitchingbenchmark. For



the AF UNIX benchmark, the SELinux overheadcon-
sistsof checking permissionto eachsocket andrevali-
dating the permissions for the connectionbetweenthe
socketson eachsendandreceive. For eachof the net-
working benchmarks, the SELinux overheadincludes
checking permissionto eachsocket, host,andnetwork
interfacefor eachpacket.Theoverheadfor theUDPand
RPC/UDPbenchmarksalso includeschecking permis-
sion betweenthe socket pair on eachsendandreceive.
For theTCPandRPC/TCPbenchmarks,SELinuxreval-
idatesthepermissionsgrantedduring connection estab-
lishmentbetweenthe socket pair on eachsendandre-
ceive. The SELinux overheadfor the TCP connection
benchmark includes thepermissionchecks betweenthe
socketpair for theconnectiononconnectandaccept.

6.1.3 Conclusion Althoughthepercentageoverhead
for someof themicrobenchmarkresultsis large,thereal
differencein absolutetimesis typically quitesmalland
becomes insignificant for macrooperations, as shown
by theresultsin Section6.2. Furthermore,theseresults
mustbeviewedasanupperbound on theperformance
overhead,sinceneithertheAVC nor thesecurityserver
implementationhave beenoptimized. Otherknown ar-
easwherethe performancecould be improved include
makingbetteruseof AVC entryreferencesandimprov-
ing theAVC locking scheme.

6.2 Macrobenchmarks

Thefirst macrobenchmark consistedof compiling the
Linux 2.4.2kernelsources,sincethis involves signifi-
cantfile systemactivity andis representative of a work-
load experiencedcommonly by Linux users. The sec-
ondmacrobenchmarkwastheWebStone2.5benchmark
for webservers[19], which is representativeof a typical
workloadfor a webserver.

For thekernel compilation macrobenchmark, thetime
to execute “make” was measured. The 2.4.2 kernel
sourceswere configured with the default options,and
a “make dep” wasdone prior to the testing. Threeker-
nel compilationswereperformed, eachimmediatelyaf-
ter a reboot into single-usermode, andtheresultswere
averaged. This benchmark wasexecutedon a 333MHz
PentiumII with 128M RAM.

For theWebStonemacrobenchmark,onehundred10-
minute trials were run with 32 web clients requesting
the standardWebStonefile set. A SunUltra 5 running
SunOS5.6 with 128M RAM wasusedasthe testcon-
troller andclient machine. This machinewas directly
connectedusinga 10Mbit Ethernet crossover cableto a
133MHz Pentiumwith 64M RAM running theApache
webserverprovidedwith RedHat6.1.

Table11displaystheresultsof themacrobenchmarks.

Base SELinux Overhead
elapsed 11:14 11:15 0%
system 00:49 00:51 4%
latency 0.56 0.56 0%
throughput 8.29 8.28 0%

Table11: Macrobenchmarkresults. Theelapsedandsystemtimes
for a “time make” on theLinux 2.4.2kernel sourcesareshown in min-
utesandseconds.Thelatency in secondsandthroughput in MBits per
secondareshown for theWebStonebenchmark.

Therewasnosignificant changein thetotalelapsedtime,
andtherewasonly a 4% increasein thesystemtime for
a kernel compilation. Therewasno significantchange
in eitherthelatency or thethroughput measurementsfor
WebStone.At themacrolevel, thereappears to belittle
noticeable difference.

7 RelatedWork

The project that is most similar to SELinux is the
RuleSetBasedAccessControl(RSBAC) [22] for Linux
project. RSBAC is basedontheGeneralizedFramework
for AccessControl(GFAC) [4]. Like theFlaskarchitec-
ture, the GFAC separatespolicy from enforcementand
cansupport a varietyof securitypolicies. RSBAC pro-
videsa Role Compatibility policy module that is very
similar to the SELinux Type Enforcementpolicy mod-
ule.

However, RSBAC also differs from SELinux in a
number of ways. The GFAC doesnot specificallyad-
dressthe issueof atomic policy changes, so RSBAC
lackstheSELinuxsupport for dynamic securitypolicies.
SincetheGFAC placesthe responsibility for managing
securitylabelsin its AccessControl Information(ACI)
module, RSBAC doesnot provide policy-independent
datatypesfor securitylabels. TheRSBAC AccessDe-
cision Facility (ADF) depends on kernel-specific data
structures, andRSBAC doesnot provide a securityde-
cisioncachemechanism,becausetheRSBAC ADF was
directly implementedasakernelsubsystem.In contrast,
sinceSELinux’s predecessorsystemsimplemented the
securityserver asa user-spaceserver running on a mi-
crokernel, theSELinuxsecurityserver is cleanlydecou-
pled from the kernel andSELinux provides the access
vectorcache.

SinceRSBAC wasnot designedwith security-aware
applications and applicationpolicy enforcers in mind,
it lacksequivalentsfor theextendedAPI calls andnew
API calls of SELinux, only providing calls for setting
and getting attributesof existing subjectsand objects.
RSBAC usestheLinux realuseridentityattributefor its
decisionsandmustcontrol changesto thisattribute,soit
is notcompletelyorthogonal to theexistingLinux access
controls. Finally, RSBAC lacksanumberof thecontrols



providedby SELinux for eachof thekernelsubsystems.

TypeEnforcement[8] (TE)andDomainandTypeEn-
forcement (DTE) [5] have a number of similarities to
SELinux, sinceSELinuxprovidesageneralizationof TE
in its examplesecurityserver. Two projectsareintegrat-
ing DTE into Linux [15, 1]. SELinuxwasdesignedto
provide flexible support for a varietyof policy models,
whileDTEwasonlydesignedto implement anenhanced
formof TE.DTE is distinguishedfrom traditionalTE by
the DTE Language(DTEL) for expressingaccesscon-
trol configurationsandby animplicit typing mechanism
basedon thedirectory hierarchy for labelingfiles. The
SELinuxTE policy module likewisehasaconfiguration
languagefor expressingaccesscontrol rules. SELinux
storesfile labelsexplicitly, but allows labelsto beman-
agedusing a higher-level specificationbasedon path-
nameregular expressions. NAI Labs’ DTE prototype
alsoprovidedlabelingandcontrols for NFSandwasin-
tegratedwith IPSEC.

The TrustedBSDproject is developing a variety of
trustedoperating systemfeatures, including mandatory
accesscontrols,for FreeBSD[27]. SELinuxdiffersfrom
TrustedBSDin that SELinux is a moremature system,
that it addressesonly mandatory accesscontrols, and
that it usesa flexible mandatory accesscontrol archi-
tectureratherthanhardcodedpolicies.TheTrustedBSD
project plansto migrateto amoreflexible mandatoryac-
cesscontrol architecture in thefuture[28].

TheMedusaDS9[3] projectis similar to SELinuxat
a high level in that it is alsodevelopinga kernel access
control architecture that separatespolicy from enforce-
ment.However, Medusais verydifferent in its specifics.
In Medusa,the kernelconsults a user-spaceauthoriza-
tion server for accessdecisions. The Medusaaccess
controls areprimarily basedonlabelingsubjectsandob-
jectswith setsof virtual spacesto whichthey belongand
definingwhatvirtual spacescanbeseen,read,andwrit-
ten by eachsubject. The authorization server canalso
require explicit authorization in addition to the virtual
spacechecking, in which caseit canapply otherkinds
of policy logic andcanevenoverridetheordinaryLinux
accesscontrols. MedusaDS9alsoprovidessupport for
systemcall interception by theauthorizationserver and
for forcing a process to execute codeprovided by the
authorizationserver.

The Linux Intrusion Detection System(LIDS) [2]
providesa setof additional securityfeaturesfor Linux.
It supports administratively-defined accesscontrol lists
for files that identify subjectsbasedon their program.
Like Medusa,LIDS cancontrol the ability to seefiles
andprocessesin directory listings. LIDS alsosupports
definingcapabilitysetsfor programs,preventingcertain
processesfrom beingkilled, sendingsecurityalertson

accessfailures,anddetectingport scans.

TheLOMAC [13] project hasimplementeda form of
mandatoryaccesscontrol basedontheLow Water-Mark
model in a Linux loadable kernel module. LOMAC was
not designedto provide flexibility in its support for se-
curity policies; instead,it focuseson providing useful
integrity protectionwithout any site-specificconfigura-
tion, regardlessof the softwareanduserspresenton a
system. It shouldbe possibleto implement the Low
Water-Mark model in SELinux as a particular policy
module.

8 Summary

This paper explains the need for mandatory ac-
cesscontrol (MAC) in mainstreamoperating systems
and presents the NSA’s implementation of a flexible
MAC architecturecalledFlaskin theSecurity-Enhanced
Linux (SELinux) prototype. The paper explains how
theFlaskarchitectureseparatespolicy fromenforcement
andprovidesthenecessaryinterfacesandinfrastructure
for flexible policy decisions andpolicy changes.It de-
scribesthe fine-grained labelingandcontrols provided
by SELinux for kernel objectsand services. The pa-
perexplainshow existingLinux applicationscanrunun-
changedontheSELinuxkernel, andit describesthesup-
port for security-awareapplications. The papershows
how theSELinuxcontrolscanbeappliedtomeetrealse-
curity objectivesby describing theexample securitypol-
icy configuration. It demonstratesthat theperformance
overheadof the SELinux controls is minimal. Finally,
the paperhighlights the differencesbetweenSELinux
andrelatedsystems.

Availabili ty

The Security-EnhancedLinux software is available
under the GNU General Public License (GPL) at
http://www.nsa.gov/selinux.
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