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Debugging Timed Systems
• An important class of concurrent systems are embedded systems


• Time is instrumental for the functioning of embedded systems where some events are triggered by system 
clock


• Soft/Real time applications


• What about debugging these systems?


• Soft-real time systems written in Erlang uses intensively the after primitive


• Time constraints add hidden dependencies among actions


• Reversible Debugging


• Reversible debuggers help programmers to quickly find the source of misbehaviours in concurrent 
programs


• Can be defined on top of a causal-consistent reversible semantics 


• No approaches on causal-consistent reversibility and time



Example
• There is a clear dependency 

among A and B  


• Pid! Msg < handle_message



Timed Example
• A and B are supposed to 

communicate


• B after 200 ms does something 
else


• A sends the message after 500 
ms


• There is a dependency without 
actual synchronisation


• timer:sleep < handle_timeout



Our approach

• We start from a simple temporal process algebra: the Temporal Process 
Language (TPL) by Hennessy & Harrison


• TPL is a simple extension of CCS with a timeout operator and an idling one


• Well-established behavioural theory


• TPL is based on 3 design choices:


• Time determinism


• Patience


• Maximal progress



TPL properties
Time determinism

Time determinism tells that time actions from one state can never reach 
distinct states

P
<latexit sha1_base64="4PNfIuuStfaXU+1wJM4E8vCYgq8=">AAAB73icbVBNSwMxEJ2tX7V+VT16CbaCp7JbRD0WvXisYD+gXUo2zbahSXZNskJZ+ie8eFDEq3/Hm//GdLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW0eJIrRFIh6pboA15UzSlmGG026sKBYBp51gcjv3O09UaRbJBzONqS/wSLKQEWys1K32NRsJXB2UK27NzYBWiZeTCuRoDspf/WFEEkGlIRxr3fPc2PgpVoYRTmelfqJpjMkEj2jPUokF1X6a3TtDZ1YZojBStqRBmfp7IsVC66kIbKfAZqyXvbn4n9dLTHjtp0zGiaGSLBaFCUcmQvPn0ZApSgyfWoKJYvZWRMZYYWJsRCUbgrf88ipp12veZe3ivl5p3ORxFOEETuEcPLiCBtxBE1pAgMMzvMKb8+i8OO/Ox6K14OQzx/AHzucPWSOPhg==</latexit>� <latexit sha1_base64="4PNfIuuStfaXU+1wJM4E8vCYgq8=">AAAB73icbVBNSwMxEJ2tX7V+VT16CbaCp7JbRD0WvXisYD+gXUo2zbahSXZNskJZ+ie8eFDEq3/Hm//GdLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW0eJIrRFIh6pboA15UzSlmGG026sKBYBp51gcjv3O09UaRbJBzONqS/wSLKQEWys1K32NRsJXB2UK27NzYBWiZeTCuRoDspf/WFEEkGlIRxr3fPc2PgpVoYRTmelfqJpjMkEj2jPUokF1X6a3TtDZ1YZojBStqRBmfp7IsVC66kIbKfAZqyXvbn4n9dLTHjtp0zGiaGSLBaFCUcmQvPn0ZApSgyfWoKJYvZWRMZYYWJsRCUbgrf88ipp12veZe3ivl5p3ORxFOEETuEcPLiCBtxBE1pAgMMzvMKb8+i8OO/Ox6K14OQzx/AHzucPWSOPhg==</latexit>�

Q R=

A consequence of time determinism is that choices cannot be resolved by 
time actions

<latexit sha1_base64="hUde0DVe22wBiMxgHfNNT0GxwS0=">AAACFnicbVDLSgNBEJyNrxhfqx69DCaCIC67QdRj0IvHBMwDskvonUySIbMPZmbVsOQrvPgrXjwo4lW8+TdOkj1oYkFDUdVNd5cfcyaVbX8buaXlldW1/HphY3Nre8fc3WvIKBGE1knEI9HyQVLOQlpXTHHaigWFwOe06Q+vJ37zjgrJovBWjWLqBdAPWY8RUFrqmKclV7J+AFYVn2Cwath9EKw/UCBEdJ/OvDHOzFLHLNqWPQVeJE5GiihDtWN+ud2IJAENFeEgZduxY+WlIBQjnI4LbiJpDGQIfdrWNISASi+dvjXGR1rp4l4kdIUKT9XfEykEUo4CX3cGoAZy3puI/3ntRPUuvZSFcaJoSGaLegnHKsKTjHCXCUoUH2kCRDB9KyYDEECUTrKgQ3DmX14kjbLlnFtntXKxcpXFkUcH6BAdIwddoAq6QVVURwQ9omf0it6MJ+PFeDc+Zq05I5vZR39gfP4A3aGdTw==</latexit>

�.P + a.Q
��! P + a.Q



TPL properties 
Patience and maximal progress

• Patience ensures that a communicating process        can indefinitely delay 
communication    with    (time action) without changing state


• Maximal progress states that internal/syncrhonization actions    cannot be 
delayed


• Patience allows for time actions when communication is not possible, and 
maximal progress disallow time actions when communication is possible

<latexit sha1_base64="mrIgnfpodyPCF/wfkiglNdNl2LQ=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69BFvBU0iKqMeClx4r2A9sQ5lsN+3SzSbsboQS+i+8eFDEq//Gm//GbZuDtj4YeLw3w8y8IOFMadf9tgobm1vbO8Xd0t7+weFR+fikreJUEtoiMY9lN0BFORO0pZnmtJtIilHAaSeY3M39zhOVisXiQU8T6kc4EixkBLWRHqt95MkYnWZ1UK64jruAvU68nFQgR3NQ/uoPY5JGVGjCUame5ybaz1BqRjidlfqpogmSCY5oz1CBEVV+trh4Zl8YZWiHsTQltL1Qf09kGCk1jQLTGaEeq1VvLv7n9VId3voZE0mqqSDLRWHKbR3b8/ftIZOUaD41BIlk5labjFEi0SakkgnBW315nbRrjnftXN3XKvVGHkcRzuAcLsGDG6hDA5rQAgICnuEV3ixlvVjv1seytWDlM6fwB9bnD1itkBM=</latexit>

↵.P
<latexit sha1_base64="U03s0j+OY2t28y7yULOJTUzotpU=">AAAB73icbVDLTgJBEOzFF+IL9ehlIph4IrvEqEcSLxwxkUcCG9I7DDBhdnadmTUhG37CiweN8ervePNvHGAPClbSSaWqO91dQSy4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS0eJoqxJIxGpToCaCS5Z03AjWCdWDMNAsHYwuZv77SemNI/kg5nGzA9xJPmQUzRW6pR7KOIxlvvFkltxFyDrxMtICTI0+sWv3iCiScikoQK17npubPwUleFUsFmhl2gWI53giHUtlRgy7aeLe2fkwioDMoyULWnIQv09kWKo9TQMbGeIZqxXvbn4n9dNzPDWT7mME8MkXS4aJoKYiMyfJwOuGDViaglSxe2thI5RITU2ooINwVt9eZ20qhXvunJ1Xy3V6lkceTiDc7gED26gBnVoQBMoCHiGV3hzHp0X5935WLbmnGzmFP7A+fwBSgiPgQ==</latexit>↵ <latexit sha1_base64="lU/8m5kf+Em6yiUupDlmGxzMxEE=">AAAB73icbVBNSwMxEJ2tX7V+VT16CbaCp7JbRD0WvPRYwX5Au5Rsmm1Dk+yaZIWy9E948aCIV/+ON/+N6XYP2vpg4PHeDDPzgpgzbVz32ylsbG5t7xR3S3v7B4dH5eOTjo4SRWibRDxSvQBrypmkbcMMp71YUSwCTrvB9G7hd5+o0iySD2YWU1/gsWQhI9hYqVcdaDYWuDosV9yamwGtEy8nFcjRGpa/BqOIJIJKQzjWuu+5sfFTrAwjnM5Lg0TTGJMpHtO+pRILqv00u3eOLqwyQmGkbEmDMvX3RIqF1jMR2E6BzUSvegvxP6+fmPDWT5mME0MlWS4KE45MhBbPoxFTlBg+swQTxeytiEywwsTYiEo2BG/15XXSqde869rVfb3SaOZxFOEMzuESPLiBBjShBW0gwOEZXuHNeXRenHfnY9lacPKZU/gD5/MHWvGPjA==</latexit>�

<latexit sha1_base64="MS7aXcaLCGEzYOg161y3jXFwU70=">AAACEHicbVDLSsNAFJ34rPUVdelmsBVdhaSIuiy46bKCfUATys102g6dScLMRC2hn+DGX3HjQhG3Lt35N04fgrYeuHA4517uvSdMOFPadb+speWV1bX13EZ+c2t7Z9fe26+rOJWE1kjMY9kMQVHOIlrTTHPaTCQFEXLaCAdXY79xS6VicXSjhwkNBPQi1mUEtJHa9knRB570wali/16yXl+DlPFd5ivWEzD6MYttu+A67gR4kXgzUkAzVNv2p9+JSSpopAkHpVqem+ggA6kZ4XSU91NFEyAD6NGWoREIqoJs8tAIHxulg7uxNBVpPFF/T2QglBqK0HQK0H01743F/7xWqruXQcaiJNU0ItNF3ZRjHeNxOrjDJCWaDw0BIpm5FZM+SCDaZJg3IXjzLy+Sesnxzp2z61KhXJnFkUOH6AidIg9doDKqoCqqIYIe0BN6Qa/Wo/VsvVnv09YlazZzgP7A+vgGfmmc6A==</latexit>

↵.P
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<latexit sha1_base64="fQuCW8VejU1iVjI8x3py7pam9/4=">AAAB7XicbVDLTgJBEOzFF+IL9ehlI5h4IrvEqEcSLxwxkUcCGzI7zMLI7MxmpteEEP7BiweN8er/ePNvHGAPClbSSaWqO91dYSK4Qc/7dnIbm1vbO/ndwt7+weFR8fikZVSqKWtSJZTuhMQwwSVrIkfBOolmJA4Fa4fju7nffmLacCUfcJKwICZDySNOCVqpVe4hScv9YsmreAu468TPSAkyNPrFr95A0TRmEqkgxnR9L8FgSjRyKtis0EsNSwgdkyHrWipJzEwwXVw7cy+sMnAjpW1JdBfq74kpiY2ZxKHtjAmOzKo3F//zuilGt8GUyyRFJulyUZQKF5U7f90dcM0oioklhGpub3XpiGhC0QZUsCH4qy+vk1a14l9Xru6rpVo9iyMPZ3AOl+DDDdSgDg1oAoVHeIZXeHOU8+K8Ox/L1pyTzZzCHzifP96ZjrE=</latexit>⌧



TPL overview

Process                   models a timeout, it can 


• either immediately do an action       followed by    


• or in case of a delay, continue as       

<latexit sha1_base64="vdkPPAo9GVF374ozbsuXah7NLb8=">AAACA3icbVC7TsMwFHV4lvIKsMFi0SKVJUoqBIyVWDq2En1ITVQ5jtNadeLIdpCqqBILv8LCAEKs/AQbf4ObZoCWM517zr269x4/YVQq2/421tY3Nre2Szvl3b39g0Pz6LgreSow6WDOuOj7SBJGY9JRVDHSTwRBkc9Iz5/czf3eAxGS8vheTRPiRWgU05BipLQ0NE+rLgsZ5wImNLBa0BV5VWtfVodmxbbsHHCVOAWpgAKtofnlBhynEYkVZkjKgWMnysuQUBQzMiu7qSQJwhM0IgNNYxQR6WX5DzN4oZUAhvqQkMcK5urviQxFUk4jX3dGSI3lsjcX//MGqQpvvYzGSapIjBeLwpRBxeE8EBhQQbBiU00QFlTfCvEYCYSVjq2sQ3CWX14l3brlXFtX7Xql0SziKIEzcA5qwAE3oAGaoAU6AINH8AxewZvxZLwY78bHonXNKGZOwB8Ynz/+vpZ7</latexit>

bpid.P c(Q)

<latexit sha1_base64="qm6uzcoDyNGLLeA9CXrcaQep4bo=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LLaCp5IUUY8FLz1WMLXQhrLZbNqlu5uwuxFK6G/w4kERr/4gb/4bt20O2vpg4PHeDDPzwpQzbVz32yltbG5t75R3K3v7B4dH1eOTrk4yRahPEp6oXog15UxS3zDDaS9VFIuQ08dwcjf3H5+o0iyRD2aa0kDgkWQxI9hYya+nLKoPqzW34S6A1olXkBoU6AyrX4MoIZmg0hCOte57bmqCHCvDCKezyiDTNMVkgke0b6nEguogXxw7QxdWiVCcKFvSoIX6eyLHQuupCG2nwGasV725+J/Xz0x8G+RMppmhkiwXxRlHJkHzz1HEFCWGTy3BRDF7KyJjrDAxNp+KDcFbfXmddJsN77pxdd+stdpFHGU4g3O4BA9uoAVt6IAPBBg8wyu8OdJ5cd6dj2VrySlmTuEPnM8fGOiOPg==</latexit>

pid
<latexit sha1_base64="Q+A+Hi71goQX9iv7GBlOoDGv3gc=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIph4IrvEqEcSLxwxyiOBDZkdZmHC7OxmpteEED7BiweN8eoXefNvHGAPClbSSaWqO91dQSKFQdf9dnIbm1vbO/ndwt7+weFR8fikZeJUM95ksYx1J6CGS6F4EwVK3kk0p1EgeTsY38399hPXRsTqEScJ9yM6VCIUjKKVHsqNcr9YcivuAmSdeBkpQYZGv/jVG8QsjbhCJqkxXc9N0J9SjYJJPiv0UsMTysZ0yLuWKhpx408Xp87IhVUGJIy1LYVkof6emNLImEkU2M6I4sisenPxP6+bYnjrT4VKUuSKLReFqSQYk/nfZCA0ZygnllCmhb2VsBHVlKFNp2BD8FZfXietasW7rlzdV0u1ehZHHs7gHC7BgxuoQR0a0AQGQ3iGV3hzpPPivDsfy9ack82cwh84nz9lRo09</latexit>

P

<latexit sha1_base64="wVfqZwsJDgUZa1WVgQrdS/KY/fA=">AAAB6nicbVA9TwJBEJ3DL8Qv1NJmI5hYkTti1JLEhhKiIAlcyN4ywIa9vcvungm58BNsLDTG1l9k579xgSsUfMkkL+/NZGZeEAuujet+O7mNza3tnfxuYW//4PCoeHzS1lGiGLZYJCLVCahGwSW2DDcCO7FCGgYCH4PJ3dx/fEKleSQfzDRGP6QjyYecUWOl+3Kz3C+W3Iq7AFknXkZKkKHRL371BhFLQpSGCap113Nj46dUGc4Ezgq9RGNM2YSOsGuppCFqP12cOiMXVhmQYaRsSUMW6u+JlIZaT8PAdobUjPWqNxf/87qJGd76KZdxYlCy5aJhIoiJyPxvMuAKmRFTSyhT3N5K2JgqyoxNp2BD8FZfXiftasW7rlw1q6VaPYsjD2dwDpfgwQ3UoA4NaAGDETzDK7w5wnlx3p2PZWvOyWZO4Q+czx9my40+</latexit>

Q



Running Example in TPL



The Reversible Temporal Process Language

We use as reversing technique the static approach of Ulidowski&Phillips (e.g., 
CCSK)


Terms are not destroyed by reductions, but used as history information



revTPL semantics
Prefixes Passive time action, the key will be resolved during 

parallel composition



revTPL semantics
Timeout maximal progress



revTPL semantics
Parallel operator

Time action * is resolvedmaximal progress



revTPL semantics
Choice operator time determinism



Properties of revTPL
Embedding

• revTPL is a reversible extension of TPL, but it is also a timed extension of 
reversible CCS (in this case CCSK)


• We can then define two forgetful maps: a time forgetting one and an history 
forgetting one

time forgetting history forgetting



Properties of revTPL
Reversible semantics

delay cannot be swapped with a communication

bk step cannot remove a cause of a fw one

branches of a + are in conflict



Conflicting Transitions
Examples



Properties of revTPL
Reversible semantics



Properties of revTPL
Reversible semantics

• Unfortunately for this kind of semantics CC does not hold


• If we take the trace                             and the empty trace starting in 


•  they are coinitial and cofinal


• but not causally equivalent


• We hence revise the semantics in order to drop        labels


• A compositional semantics can be obtained by replacing premises                   
with a (decidable) predicate


• In the revised semantics CC holds

<latexit sha1_base64="bNR38P1s73r921IeWKksF6l2yQo="></latexit>

⇢ : ↵.P
�[?]��! ↵.P

<latexit sha1_base64="Io/amDQi4nw8/gY4KbPECG7r9+Y=">AAACCXicbVC7TsMwFHXKq5RXgJHFokViqpIKAWMllo5Foi1SElWO67RWbSeyHaQqysrCr7AwgBArf8DG3+CmGaDlSpaOzrn3nusTJowq7TjfVmVtfWNzq7pd29nd2z+wD4/6Kk4lJj0cs1jeh0gRRgXpaaoZuU8kQTxkZBBOb+b64IFIRWNxp2cJCTgaCxpRjLShhjZs+IqOOfL8YldmZCI0yjNfaSTzRjC0607TKQquArcEdVBWd2h/+aMYp9yswQwp5blOooMMSU0xI3nNTxVJEJ4aI89AgThRQVa45/DMMCMYxdI8oWHB/p7IEFdqxkPTyZGeqGVtTv6neamOroOMiiTVROCFUZQyqGM4jwWOqCRYs5kBCEtqboV4giTC2oRXMyG4y19eBf1W071sXty26u1OGUcVnIBTcA5ccAXaoAO6oAcweATP4BW8WU/Wi/VufSxaK1Y5cwz+lPX5A1HNmsM=</latexit>

�[?]
<latexit sha1_base64="XUuNL7uQRUmJJMFtmdzNXizDQvU=">AAACHXicbVBNS8MwGE7n15xfVY9egpvgabRjqMeBlx0nuK3QlpFm2RaWtCVJ1VH6R7z4V7x4UMSDF/HfmHU96OYLgYfned6PPEHMqFSW9W2U1tY3NrfK25Wd3b39A/PwqCejRGDSxRGLhBMgSRgNSVdRxYgTC4J4wEg/mF7P9f4dEZJG4a2axcTnaBzSEcVIaWpgNmsO9B4EHU8UEiK6Tz1Jxxy5qZfPTrWdhAplmteGLPMz6NQGZtWqW3nBVWAXoAqK6gzMT28Y4YTrUZghKV3bipWfIqEoZiSreIkkMcJTvczVMEScSD/NL8jgmWaGcBQJ/UIFc/Z3R4q4lDMeaCdHaiKXtTn5n+YmanTlpzSME0VCvFg0ShhUEZxHBYdUEKzYTAOEBdW3QjxBAmGlA63oEOzlL6+CXqNuX9SbN41qq13EUQYn4BScAxtcghZogw7oAgwewTN4BW/Gk/FivBsfC2vJKHqOwZ8yvn4Ao6KjiA==</latexit>

X
�[?]��! X

<latexit sha1_base64="mrIgnfpodyPCF/wfkiglNdNl2LQ=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69BFvBU0iKqMeClx4r2A9sQ5lsN+3SzSbsboQS+i+8eFDEq//Gm//GbZuDtj4YeLw3w8y8IOFMadf9tgobm1vbO8Xd0t7+weFR+fikreJUEtoiMY9lN0BFORO0pZnmtJtIilHAaSeY3M39zhOVisXiQU8T6kc4EixkBLWRHqt95MkYnWZ1UK64jruAvU68nFQgR3NQ/uoPY5JGVGjCUame5ybaz1BqRjidlfqpogmSCY5oz1CBEVV+trh4Zl8YZWiHsTQltL1Qf09kGCk1jQLTGaEeq1VvLv7n9VId3voZE0mqqSDLRWHKbR3b8/ftIZOUaD41BIlk5labjFEi0SakkgnBW315nbRrjnftXN3XKvVGHkcRzuAcLsGDG6hDA5rQAgICnuEV3ixlvVjv1seytWDlM6fwB9bnD1itkBM=</latexit>

↵.P



Conclusions

• We have studied the interplay between time and reversibility


• A reversible semantics for TPL cannot be easily derived by using standard 
techniques


• Extra care has to be taken with time action and the + operator


• Double interpretation of our results:


• Timed version of CCSK and reversible extension of TPL


• We can derive a notion of causality for TPL and CCSK which is not 
available in literature



Future work

• A further improvement would be to trigger a rollback as reaction to a time out


• Study more expressive time operators


• Add asynchrony


• Study a behavioural theory for revTPL


• Apply the learned lesson on reversible time to Erlang construct for time


• Simplify the timed semantics by dealing with a timer process in parallel with 
the system (like OS)


