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Abstract. Intransitive non-interference (INI for short) is a behavioural
property extensively studied by Rushby over deterministic automata
with outputs associated to transitions (Mealy machines) in order to dis-
cuss security of systems where declassification of secret information is al-
lowed. In this paper, we first propose a natural transposition of Rushby’s
definition on deterministic labelled transition systems, we call INT as
well, and then an alternative, yet more easily checkable, formulation of
INI , called NI with downgraders (NID for short). We show how NID can
be naturally extended to the case of nondeterministic automata by using
a variation of it based on bisimulation equivalence (BNID ). The most
novel contribution of this paper is the extension of this theory on the
class of Petri nets called elementary net systems: we propose a semi-
static technique, called PBNID and based on the inspection of the net
structure, that is shown to be equivalent to BNID .

1 Introduction

Non-interference has been defined in the literature as an extensional property
based on some observational semantics: the high part (usually considered the
secret part) of a system does not interfere with the low part (i.e., the public one)
if whatever is done at the high level produces no visible effect on the low part of
the system.

The original notion of non-interference in [13] was defined, using trace se-
mantics, for deterministic automata with outputs. Generalized notions of non-
interference were then designed to include (nondeterministic) labeled transition
systems and finer notions of observational semantics such as bisimulation (see,
e.g., [21,6,22,8]). The security properties in this class are based on the dynam-
ics of systems; they are defined by means of one (or more) equivalence check(s);
hence, non-interference checking is as difficult as equivalence checking, a well-
studied hard problem in automata theory and concurrency theory.

When it is necessary to declassify information (e.g., when a secret plan has
to be made public for realization), the two-level approach (H /secret — L/public)
is usually extended with one intermediate level of downgrading (D), so that
when an action in that class is performed, the previously performed high actions
become observable to low users. This security policy is known under the name of



intransitive noninterference (INT for short) because the information flow relation
is considered not transitive: even if information flows from level H to D and from
D to L are allowed, direct flows from H to L are forbidden.

Rusby [20] defines INT only for deterministic finite automata with output
associated to transitions (Mealy machines), based on earlier work of Haigh and
Young [12], in turn influenced by [14]. The basic intuition is that a machine in
this class is INT if for any trace o, the states reached after o and ipurge(o) (where
all the action in H not justified by subsequent actions in D are removed) offer
the same output. Here we redefine it on deterministic finite labeled transition
systems, by interpreting output equivalence as low language equivalence of the
reached states. This extensional definition is, however, rather cumbersome as
it requires an equivalence check for any possible trace, hence infinitely many
checks, despite of the fact that finite automata have only finitely many states
and transitions.

Therefore, we propose a different property, called NID (non-interference with
downgraders) that essentially requires that for any high transition the source
state and the target one are equivalent for low observers. NID is reminescent
of the so-called unwinding condition in [20], even if ours better reveals the role
of downgraders. We prove that NID is an equivalent, yet more easily checkable,
characterization of INT .

When extending the approach to nondeterministic systems, we observe that
NID is inadequate in some cases, as trace semantics is too weak to discriminate
situations of possible danger. Nonetheless, by considering bisimulation semantics
in place of trace semantics, we get BNID which seems to be fully satisfactory.

Intuitively, the many definitions of (transitive or intransitive) noninterference
that have been proposed in the literature try to capture the essence of informa-
tion flow as an extensional property. On the contrary, one may think that there
are clear physical reasons for the occurrence of an information flow, that can be
better understood if one exploits a computational model where causality of ac-
tions and conflict among actions can be modelled directly. Indeed, this is not the
case of labeled transitions systems, a typical example of an interleaving model,
where parallelism is not primitive.

For this reason, in [1-3] Busi and Gorrieri have shown that these extensional
noninterference properties can be naturally defined also on Petri Nets, in partic-
ular on Elementary Nets [5], a well-known model of computation where causality
and conflict are primitive concepts. More interestingly, they address the prob-
lem of defining statically non-interference for Elementary Nets, by looking at the
structure of the net systems under investigation:

e in order to better understand the relationship between a flow of information
and the causality (or conflict) relation between the activities originating
such a flow, hence grounding more firmly the intuition about what is an
interference, and

e in order to find more efficiently checkable noninterference properties that are
sufficient (sometimes also necessary) conditions for those that have already
received some support in the literature.



Structural noninterference was first proposed in [2, 3] on the basis of the ab-
sence of particular places in the net. Two special classes of places are of interest:
causal places, i.e., places for which there are an incoming high transition and an
outgoing low transition; and, conflict places, i.e. places for which there are both
low and high outgoing transitions. Intuitively, causal places represent potential
source of interference because the occurrence of the high transition is a prereq-
uisite for the execution of the low transition. Similarly, conflict places represent
potential source of interference because if the low event is not executable, then
we can derive that a certain high transition has occurred. The absence of causal
and conflict places is clearly a static property that can be easily checked (linear
in the size of the net) by a simple inspection of the (finite) net structure. Inter-
estingly enough, we show that absence of such places is a sufficient condition to
ensure BNID .

In order to characterize more precisely BNID , the notion of causal place
and conflict place is slightly refined, yielding the so-called active causal place and
active conflict place. These new definitions are based also on a limited exploration
of the state-space of the net (i.e. of its marking graph), hence, the absence of
such places is not a purely structural property, rather a hybrid property. When
active causal and active conflict places are absent, we get a property, called
Positive Place—Based Non—-Interference with Downgraders (PBNID for short),
which turns out to be equivalent to BNID .

1.1 Contribution of this paper

The first contribution of the paper is a reformulation of Rushby’s definition
[20] of (basic) noninterference (NI for short) in the setting of deterministic la-
beled transition systems (LTSs for short) Apparently, this reformulation, called
NI with abuse of notation, is new because it is the only one requring low equiv-
alence of the reached states. Then, an alternative characterization of NI called
SNDC', is given in terms of a finite number (equal to the number of high transi-
tions in the LTS) of equivalence checks. One further contribution is its extension
to nondetermistic systems, yielding the bisimulation-based SNDC', called SB-
NDC for short. Both SNDC and SBNDC' are not original [6,8,4] , but new is
the result that proves that NI is equivalent to SNDC for deterministic LTSs.

The same game is played for intransitive noninterference. First, we provide
a reformulation of Rushby’s definition [20] in the setting of deterministic LTSs,
which is new. Then, the alternative characterization of INI , called NID , is
given in terms of a finite number (equal to the number of high transitions in the
LTS) of equivalence checks. Then, one further contribution is its extension to
nondetermistic systems, yielding the bisimulation-based NID , called BNID for
short. Also in this case, NID and BNID where defined already in [4] under the
name of DSNDC and DSBN DC|, but new is the result of equivalence between
INI and NID .

The main result of the paper is the extension of the structural approach to
noninterference of [1-3] to the richer setting of intransitive noninterference. We
prove that an elementary net is BNID iff it is PBNID . Hence, we essentially



prove that there is an illegal information flow directly from H to L iff there is a
direct causality (or conflict) relation between a high transition and a low one.

From a complexity point of view, BNID over LTSs has complexity O(n?)
(see [4] for a discussion on the complexity of DSBN DC') where n is the number
of states. By following the same arguments reported in [9], we can conclude
that BNID on elementary nets has complexity O(pn23P), where p is the number
of places and n the number of transitions; hence, since the marking graph has
O(2P) states, BNID is cubic in the number of the states also for elementary net
systems. The complexity of checking for the absence of potential causal/conflict
places is O(f + p), where f is the number of arcs in the net. The complexity of
PBNID is O(pn22P) in the worst case, hence PBNID is quadratic in the number
of states.

These algorithms, for the case without downgrading actions (i.e., classic non-
interference), have been already implemented in a software tool, called the Petri
Net Security Checker (PNSC for short), which provides functionalities for creat-
ing, editing and executing Petri nets, as well as automatically detecting places
that are potentially /actively causal/conflict [9].

1.2 Related work

Deterministic Systems

In [10, 11] an algorithmic approach is proposed to solve the problem of ver-
ification of the property of intransitive noninterference (INI), using tools and
concepts of the theory of supervisory control of discrete event systems (DES).
The algorithm is exponential in the number of states of the deterministic au-
tomaton.

In [16] Ron van der Meyden discusses some alternative variations of INT in
the area of deterministic Moore machines. He suggests that Rushby’s definition
of INIis somehow inadequate in some practical cases and he proposes some
stronger variations that better fit with Rushby’s unwinding conditions.

Nondeterministic Systems

In [19] Roscoe and Goldsmith propose a rather discriminating definition of
INT for nondeterministic systems which is based on strong assumptions about
determinacy of low-level view. Their view is somehow related to the debate about
what nondeterminism can be actually observed.

Mullins in [18] study the problem of intransitive non-interference for a variant
of CCS [17], hence on (nondeterministic) LTSs. His proposed property, called
Admissible Interference (AI for short), is based on trace semantics: E is AT if
for all reachable state E', (E’\ D)/H (where downgrading actions are forbidden
and high level actions are invisible) is (weak) trace equivalent to E' \ H U D
(where both downgrading actions and high level actions are forbidden). It is not
difficult to prove that AI is strictly weaker than BNID . For instance, the system
E = h.l1.0 4+ 1.0 + [5.0 is AI, while it is not even NID and indeed, F is not



secure because a low level user that cannot perform [, is sure that h has been
performed.

Lafrance and Mullins in [15] propose a (weak) bisimulation-based version of
Al called BN AI (reminiscent of Focardi and Gorrieri’s SBSNNT), which turns
out to be strictly weaker than BNID . For instance, system F' = h.l[;.0+7.[;.0+
5.0, which is a slight variant of F above, is BN AI, but it is not even NID and
indeed, F' is not secure for the same reason as above.

In their thorough study [4] Bossi et al. consider various definitions of unwinding-
based INT properties for a CCS-like language, with no precise indication of which
of them is the right one. Among these properties, DSBN DC'is actually the same
definition as our BNID . No attempt is made to compare their many variants
with Rushby’s original definition. They prove general composability properties
(w.r.t. some operators of CCS) and provide conditions under which horizontal
and vertical refinements are preserved.

Petri Nets

To the best of our knowledge, this is the first paper approaching INI over
Petri nets. It builds over the results of [2,3] for the case of (basic) two-level
noninterference, where SBNDC' (the property obtained from BNID in absence
of downgrading actions) is proved to be equivalent to PBNI+ (the property ob-
tained from PBNID when downgrading actions are absent).

The paper is organised as follows. In Section 2 we recall the basic background
definitions about Labeled Transition Systems and Elementary Net systems. In
Section 3 we study basic noninterference, NI for short, starting from the defini-
tion proposed by Rushby for deterministic automata with outputs. We reformu-
late it over deterministic LTS and then propose our alternative, unwinding-like
definition (SNDC') and prove the equivalence of the two. We discuss the ex-
tension to nondeterministic LTSs, yielding SBNDC' . In Section 4 we present
Rushby’s definition of Intransitive Noninterference, INI for short, then we refor-
mulate it over deterministic LTSs and provide an alternative characterization in
terms of a local property, called NID . We then consider LTSs in general, and
the property BNID , based on bisimulation. In Section 5 we define BNID over
elementary net systems. We then formulate the semi-static property PBNID by
looking at the presence of (active) causal/conflict places, and provide the proof
that BNID is the same as PBNID . In Section 6 we draw some conclusions.

2 Background

2.1 Labeled Transition Systems
Here we recall some basic definitions over LTSs.

Definition 1. A labeled transition system is a triple TS = (St, E, —) where
e St is the set of states



o F is the set of events
e —C St x E x St is the transition relation.

In the following we use s s’ to denote (s, e,s') €—. Given a transition s < s',
s 1s called the source, s’ the target and e the label of the transition. A rooted
transition system is a pair (T'S, sg) where TS = (St, E, —) is a transition system
and sg € St is the initial state.

Definition 2. A labeled transition system T'S = (St, E, —) is deterministic iff
the following holds: Vs € St,Ve € E if s 5 51 and s so then s1 = So.

This means that Vs € St,Ve € E there is at most one s’ such that s = ¢,
but such an s’ may also not exist.

A path from s7 to s,41 is a sequence of transitions s; sy sy B Sn+1- We
say that s’ is reachable from s if there exists a path from s to s’.

Definition 3. Let T'S = (St, E,—, sg) be a rooted transition system. A trace of
TS is a (possibly empty) sequence of events ey ... e, such that there exists a path
5155 sy B spqn with s = sg. The set of traces of TS is denoted by Tr(so).

Let TS = (St, E,—) be a transition system and let s1,s2 € St. We say that
s1 and s9 are trace equivalent (denoted with sy ~ $3) iff Tr(s1) = Tr(s2).

Definition 4. A bisimulation between T'S1 and T'Ss is a relation R C (St1 x
Sta) such that if (s1,s2) € R then for all e € (E1 U E3)

e . . e

o 51 — s} implies so — sb, and (s},s5) € R
e . . e

e 5o — sh implies s1 — s} and (s}, s5) € R.

If TS| = TS5 we say that R is a bisimulation on T'S;.

It is well-known that trace semantics and bisimulation semantics do coin-
cide over deterministic LTSs, while in general bisimulation semantics is more
discriminating.

2.2 Elementary Net Systems

Here we introduce basic definitions about the class of Petri Nets we use. Some
familiarity with Petri net terminology is assumed. More details in [5, 2].

Definition 5. An elementary net is a tuple N = (S, T, F'), where

e S and T are the (finite) sets of places and transitions, such that SNT = ()
e FC(SxT)U(T xS) is the flow relation, usually represented as a set of
directed arcs connecting places and transitions.

A subset of S is called a marking. Given a marking m and a place s, if s € m
then we say that the place s contains a token, otherwise we say that s is empty.
Let x € SUT. The preset of x is the set *z = {y | F(y,z)}. The postset of
x is the set ®* = {y | F(«,y)}. The preset and postset functions are generalized



in the obvious way to set of elements: if X C SUT then *°X = Uxex °z and
X® = UmeX 2°. A transition t is enabled at marking m if *¢ C m and t*Nm = (.
The firing (i.e., execution) of a transition ¢ enabled at m produces the marking
m’ = (m\ *t) Ut®. This is usually written as m[t)m/. With the notation m[t) we
mean that there exists m’ such that m[t)ym’.

An elementary net system is a pair (N, mg), where N is an elementary net
and mg is a marking of N, called initial marking. With abuse of notation, we
use (S, T, F,mg) to denote the net system ((S,T, F), my).

The set of markings reachable from m, denoted by [m), is defined as the least
set of markings such that

e m € [m)
e if m’ € [m) and there exists a transition ¢ such that m/[t)m” then m” € [m).

The set of firing sequences is defined inductively as follows:

e my is a firing sequence;
o if mo[t1)my ... [tn)my, is a firing sequence and My, [t,41)mMy11 then also
molt1)ma ... [tn)mp[tns1)mus1 is a firing sequence.

Given a firing sequence mqlt1)my ... [tn)m,, we call ¢1...t, a transition se-
quence. We use ¢ to range over transition sequences.
The marking graph of a net system N is the transition system

MG(N) = ([mo), T, {(m,t,m’) | m € [mg) ANt € T Am[t)m}).

A net is transition simple if the following condition holds for all z,y € T if
x = *y and z°* = y°® then x = y. A marking m contains a contact if there exists
a transition ¢ € T such that *¢ C m and not(mlt)). A net system is contact—
free if no marking in [mg) contains a contact. A net system is reduced if each
transition can occur at least one time: for all ¢ € T there exists m € [mg) such
that mt). In the following we consider contact-free elementary net systems that
are transition simple and reduced.

3 Basic Noninterference on LTSs

3.1 Rushby’s definition

The definition of Rushby [20], that elaborates over the original one of Goguen
and Meseguer [13], is given over finite-state deterministic automata with outputs
associated to transitions (Mealy machines).

Definition 6. A system M s a tuple (S, A, O, step, output) where:

e S is a finite set of states, with a distinguished initial state sq;
e A is a finite set of actions (or inputs);

e O is a finite set of outputs;

e step: S x A— S is the transition function, and



e output : S x A — O is the function that returns the output associated to the
transition.

Function step can be extended to sequences of actions by means of function
run : S x A* — S as follows:

run(s,e) = s

run(s, ac) = run(step(s, a), )
where € denotes the empty sequence and o a sequence of actions.

Rushby’s definition is given in general for a set of security domains onto
which a particular security policy is described. For simplicity shake (and without
loss of generality), we restrict our attention to the simple case of two levels
only, usually called high — H (for classified or secret information) and low — L
(for public information). Hence, we reformulate his definition in this simplified
setting. Some auxiliary definitions are necessary. Given a set D = {L, H} of
security domains we consider a function dom : A — D which associates a security
domain to each action. A security policy (or interference relation) is a reflexive
relation —;C D x D, which, in our semplified setting, is given by the relation
{(L,L),(L,H)(H, H)}, stating that information can flow from low to high. With
—+; we denote the complementary relation of noninterference, that in our case
is just the relation {(H, L)}, meaning that information flows from high to low
are forbidden. A security policy is transitive if its interference relation—; is so,
which is true in our case.

There is an information flow from domain u to domain v when the actions
performed by domain u makes the system, as observed by domain v, different
from the case when such actions are not performed.

Definition 7. Given v € D and o € A*, we define purge(a,v) as the subse-
quence of o obtained by removing all the actions associated to the domanins u
such that u —; v.

purge(e,v) =€
a purge(a,v) if dom(a) —; v

purge(aa,v) = {purge(aav) otherwise.

In our specialized setting, as the forbidden information flow is only the one
from H to L, function purge returns o when v = H, while it simply removes
the high actions from « when v = L.

Definition 8. A system M is NI (i.e., non-interferent) iff the following holds:
Ya € A* Va € A output(run(so, ), a) = output(run(so, purge(a, dom(a))), a).

This essentially amounts to say that, whenever a low action a is to be per-
formed, the state s1, reached by performing «, and the state so, reached by per-
forming purge(a, L), offer the same output when performing a. Hence, NI holds
if low outputs (i.e., the outputs performed in correspondence of low inputs) do
not depend on high inputs.



3.2 How to define NI on deterministic LTSs?

Our aim is to analyse systems that can perform two kinds of actions: high level
actions, representing the interaction of the system with high level users, and low
level actions, representing the interaction with low level users. We want to verify
if the interplay between the high user and the high part of the system can affect
the view of the system as observed by a low user. We assume that the low user
knows the structure of the system, and we check if, in spite of this, he is not able
to infer the behavior of the high user by observing the low view of the execution
of the system. Hence, we consider LT'Ss whose set of events F is partitioned into
two subsets: the set Ex of high level events and the set Ef, of low level events.
To emphasize this partition we use the following notation: with (St, Er, Ex, —)
we denote the LTS (St, E,—) where E = E;, UEy and EL, N Ey = 0.

We would like to redefine property NI over deterministic labeled transition
systems in a way to preserve as much as possible the original intuition of the
definition given above. We have to cope with some issues. First of all, the label
of a transition in an LTS is either an input (high or low) or an output (high or
low). Hence, the rigid synchrony of inputs and outputs is invalid in this more
general model. Moreover, the equivalence on outputs required by the definition
of NI above makes little sense on deterministic LTSs, where usually equivalence
is expressed in terms of language equality (i.e., equality of the set of traces).

We first define the variant purge function in this context, that we call hide.

Definition 9. Given a deterministic LTS (St,Er, Epy,—), function hide (or

low view) of a sequence of events o € E* is defined as follows:
e hide(e) =€

. [ a hide(er) if a € Ey,

o hide(ac) = {hide(a) otherwise

Also function run should be adapted as follows, because deterministic LTSs
do not ensure that in any state a transition is present for any event:

e run(s,e) =s

/ if a
o run(s,aa) = run(s’,a) if s = s
’ unde fined otherwise

So the definition of NI in this setting should be something like this:
VYo € E* run(sg, ) ~r run(so, hide(a)).

where ~, is some notion of low-equivalence we have not yet identified and the
equivalence is meant to hold whenever the left hand side of the equation is
defined, i.e. when trace « is executable.

Now let us try to identify what is a sensible candidate for ~. The idea is
to have that the two reached states are indistinguishable for a low observer, at
least until some high action takes place. Hence, we first define the initial low
view A(a) of a trace o € E* as follows:



o Ale)=e
e Afaa) :{

A is similar to function hide, however it differs because A truncates « to its first
high level action.

a Ala) if a € By,
€ otherwise.

Definition 10. Given a deterministic LTS, we say that two states s1 and so are
initial low-view equivalent, denoted with s1 ~p, sa, iff A(Tr(s1)) = A(Tr(s2)).

It is immediate to observe that ~p, is an equivalence relation.
One may wonder why we need function A in the definition above and do not
use instead function hide. The following example explains this point.

Ezxample 1. The deterministic LTS in Figure 1 is clearly insecure because if a
low user observes action Iy then (s)he is sure that the high action h has been
performed an odd number of times. Indeed, this system is not NI , but it would
satisfy the variant definition where function hide is used in place of A.

h
S0 S1 S2
./‘\:/.T).
L

[ J
53
Fig. 1. An LTS not satisfying NI

So, we are now ready to define our definition of noninterference, we call
NI with abuse of notation, as from now on this definition surpasses the previous
one.

Definition 11. Given a deterministic labeled rooted transition system TS =
(St,Er, Ey,—, so), we say that T'S satisfies NI if the following holds:

Vo € E* if run(so, ) is defined, then run(sg, ) ~r run(sg,hide(a)).

3.3 Unwinding — SNDC

The definition of NI is rather cumbersome and difficult to check, because of
the universal quantification over all possible traces in E*. As a matter of fact,
a direct, brute force algorithm checking NI would fail miserably because the
number of equivalence checks is infinite in principle.

However, in [14,20] are reported some local conditions ensuring NT that al-
lows for a better algorithmic verification of NI . These are called unwinding
conditions in the jargon of information flow security.

In this section we want to propose one local property which is necessary and
sufficient to prove NI . This property is called SNDC [6, 8, 4].
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Definition 12. A deterministic LTS (St, Er, Ey,—) satisfies SNDC' iff Vs €

St,Vh € Ey whenever s Iy s we have that s ~r s

Hence, checking SNDC'is much easier, as we have to make as many equiva-
lence checks as are the high transitions in the LTS, which are finite.

We can then state the main theorem for this part of the paper, whose proof
is postponed to Appendix A.

Theorem 1. A deterministic LTS (St, Er,, Ey, —, so) satisfies SNDC iff it sat-
isfies NI .

3.4 Extending the approach to nondeterminism

The definition of SNDC'is rather satisfactory for deterministic LTSs, but when
we move to general (i.e., possibly nondeterministic) LTSs, it is somehow inade-
quate, as the following example shows.

Example 2. The system in Figure 2 is SNDC because the states so and s; are
low-view equivalent. However, such a system is insecure, because a low level user
willing to perform trace Il may be unable to do so and in such a case (s)he is
sure that h has been performed.

S0 S1
.TO?.

[ ] [ ]
ol
[ ] [ ]
Fig.2. An LTS that satisfies SNDC but not secure.

This example clarifies that we need a more discriminating notion of initial
low-view equivalence. A natural way out could be to refine the definition by
using the finer bisimulation equivalence in place of trace equivalence.

Definition 13. Let TSl = (Stl, EL1 y EHU*)l; 8011) and TSQ = (Stg, ELZ,EH2,
—9,50,2) be two LTSs. An initial low—view bisimulation between T'S; and TS,
is a relation R on P(Sty) x P(Stz) such that if (s1,s2) € R then for all a €

Ui:l,? Ep,:
o if 51 % s\ then there exists sl such that sy % sh, with (s}, sh) € R
o if 555 s, then there exists s, such that s; > s}, with (s},s5) € R
If TS, = TS5 we say that R is a low-view bisimulation on T'S:.
Given an LTS (St,EL, Eg,—, so, ), we say that two states s; and so are

initial low-view bisimulation equivalent, denoted with s1 =y so, if there exists
an initial low-view bisimulation R with (s1,s2) € R.

11



It is immediate to observe that ~p, is an equivalence relation.
We are now ready to define the improved information flow property.

Definition 14. An LTS (St, Er, Ex,—) satisfies SBNDC iff Vs € St,Vh € Ey

h
whenever s — s’ we have that s ~r, s.

It is easy to observe that the system in Example 2 is not SBNDC' . We claim
that SBNDC'is the right property in the setting of nondeterministic LTSs.

4 Intransitive Noninterference on LTSs

Basic (or transitive) noninterference is, from a practical point of view, too draco-
nian: one often wants to make public some data that were secret previously. This
operation is known as declassification and can be modeled naturally with an in-
transitive version of noninterference. Typically, we have three levels: H for secret
actions, L for public actions and D for downgrading actions; we admit flows from
H to L only if mediated by an action in D. Hence, in this three-level approach,
the interference relation is {(L, L), (L, H)(H, H), (D, D), (L, D), (D, L), (H, D),
(D, H)} (where only (H, L) is forbidden), which is clearly not transitive.

4.1 Rushby’s definition

In Section 3.1 we have presented Rushby’s model, based on Mealy machines, for
NI . Now we report his extension to Intransitive NonInterference, called INT , as
in [20]. We first need to identify which actions in a trace « are not to be deleted
with the intransitive version of the purge function.

Definition 15. Function sources : A* x D — P(D) is defined as follows:

sources(e,u) = {u}

sources(a,u) U {dom(a)} if Jv : v € sources(a,u)
sources(aq, u) = Adom(a) —; v
sources(a, u) otherwise.

Essentially, v € sources(a, u) means either that v = w or that there exists a
subsequence of o composed of actions in the domains w1y, wo, ..., w, such that
Wy —; Wg — -+ — Wy, v = w; and v = w,. Hence, when considering if
a, performed before «, is allowed to influence domain u, we ask if there is any
v € sources(a,u) such that dom(a) —; v.

Definition 16. Function ipurge : A* x D — A* (that is intransitive-purge) is
defined as follows:
ipurge(e,u) =€

a ipurge(a, u) if dom(a) € sources(aa, )

zpurge(aoé,u) = {ipurge(aa u) otherwise.
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Essentially, ipurge(a,u) is the subsequence of « where all the actions that
cannot interfere with u are removed. It is interesting to observe that in the
simplified case of three levels only we consider in this paper, ipurge(a, H) = «,
ipurge(a, D) = «, while ipurge(a, L) returns the subsequence of « where all
the high level actions occurring before a low level actions are removed, unless a
downgrading action does occur in between the two.

Definition 17. A system M is INI (i.e., intransitive non-interferent) iff the
following holds:

Vo € A" Va € A output(run(so, o), a) = output(run(se, ipurge(a, dom(a))), a).

This essentially amounts to say that, whenever a low action a is to be per-
formed, the state s1, reached by performing «, and the state so, reached by per-
forming ipurge(a, L), offer the same output when performing a. Hence, INT holds
if low outputs (i.e., the outputs performed in correspondence of low inputs) do
not depend on non-downgraded high inputs.

4.2 Defining /NI for deterministic LTSs

As we have three levels of actions, the definition of LTS should reflect this par-
titioning, hence T'S = (St, B, Ep, En, —). We start by defining an intransitive
variant of function hide.

Definition 18. Given a deterministic LTS (St, Er,, Ep, Eg,—), function ihide
(or intransitive low view) of a sequence of events o € E* is defined as follows:

e ihide(e) = ¢
ihide(a)a if a € By,
e ihide(aa) = ¢ ihide(a) if a € Ep
aa ifa€ Ep

Function A extends naturally to the case of presence of downgrading actions:
it truncates traces at the first high action or downgrading action is met. Even if
the definiton of A is correct also in the three level setting, we prefer to change its
name to A to emphasize that we are working on this richer scenario. Hence, also
the definition of initial low-view equivalence is syntactically slightly changed:
s1 ~p Sa, iff A(Tr(s1)) = A(Tr(s2)). It is immediate to observe that ~p is an
equivalence relation.

Definition 19. Given a deterministic labelled rooted transition system TS =
(St,EL,Ep, Er,—, s0), we say that T'S satisfies INI iff the following holds:

Vo € E* if run(so, ) is defined, then run(sg,a) ~p run(sg,ihide(a)).
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4.3 Unwinding — NID

For basic (i.e., two-level) noninterference, we have shown that SNDC'is a local
property characterizing NI . Here we play the same game, by providing an obvi-
ous generalization of SNDC', we call NID (Nonlnterference with Downgraders)
and then by showing that NID and INI are the same property (proof postponed
to Appendix B).

Definition 20. A deterministic LTS (St, Er, Ep, En,—) satisfies NID iff Vs €
St,Vh € Eg whenever s s we have that s ~p s

Theorem 2. A deterministic LTS (St,Er,Ep, En,—,s0) satisfies NID iff it
satisfies INI .

4.4 Extending the approach to nondeterminism

The definition of NID is rather satisfactory for deterministic LTSs, but when
we move to nondeterministic systems, it may be inadequate, as the system in
Figure 3 shows.

o o0 —0 —0
hIT g lhz ll
®s3 [ ] [ ]
al )]
o, o o
L
°

Fig. 3. An insecure system satisfying NID.

Even if it is NID , such a system is insecure, because a low level user willing
to perform trace Il may be unable to do so and in such a case (s)he is sure that
h has been performed.

As discussed in Section 3.4, we should replace the trace based notion of
initial low-view equivalence with a finer one based on bisimulation equivalence.
The definition of low-view observational equivalence of Definition 13 is essentially
unchanged for this richer scenario, but to emphasize the difference (presence also
of the intermediate level D), we denote it with ~p instead of ~,.

We are now ready to define the improved information flow property, we call
BNID (Bisimulation-based NID ).

Definition 21. An LTS (St,Er, Ep, Ey,—) satisfies BNID iff Vs € St,Vh €

h
Ex whenever s — s’ we have that s ~p s'.

It is easy to observe that the system in Figure 3 is not BNID . We claim that
BNID is the right property in the setting of nondeterministic LTSs.

14



5 Noninterference on Elementary Nets

We first briefly survey the work in [2, 3], presenting the adaptation of the prop-
erty SBNDC' [6,8] in the case of elementary net systems, and then the idea of
structural noninterference. Then, Section 5.3 reports the original extension to
the case of intransitive noninterference.

5.1 A Dynamic Non-interference Property: SBNDC

We consider nets whose set of transitions is partitioned into two subsets: the set
H of high level transitions and the set L of low level transitions. To emphasize
this partition we use the following notation. Let L and H be two disjoint sets:
with (S, L, H, F,mg) we denote the net system (S, L U H, F,mg).

Among the many non-interference properties defined by Focardi and Gorri-
eri in [6-8], here we consider SBNDC' (Strong Bisimulation Non-Deducibility
on Composition). To properly define it over Petri nets, we need the auxiliary
definition of initial low-view bisimulation over elementary net systems.

Definition 22. Let N1 = (51, Ll, Hl, F17m071) and N2 = (SQ, Lg, HQ, Fg,mog)
be two net systems. An initial low—view bisimulation between N1 and Ns is a

relation R on P(S1)x P (S2) such that if (m1,m2) € R then for allt € U,y 5 Li:

o if mi[tym] then there exists mb such that ma[t)ymb, and (mj, ms) € R
o if mo[tymb then there exists m) such that my[t)ym}, and (m}, mh) € R

If Ny = Ny we say that R is an initial low—view bisimulation on Nj.

We say that Ny is initial low—view bisimilar to No, denoted by N1 ~ No,
if there exists an initial low—view bisimulation R between Ny and Ny such that
(moﬁl, moﬁg) eR.

Now we are ready to define SBNDC' .

Definition 23. Let N = (S, L, H, F,mg) be a net system. N is SBNDC' iff for
all markings m € [mgo) and for all h € H the following holds: m[h)ym’ implies
m~pm'.

The intuition behind SBNDC' is that, whenever a high transition A is per-
formed, the markings before h and after h are observationally indistinguishable
for a low observer. Note that SBNDC' is clearly decidable for (finite) elementary
net systems because the number of reachable markings is finite, as well as the
set H of high transitions.

Ezxample 3. As a simple case study, consider the net in Figure 4, which represents
a mutually exclusive access to a shared resource (represented by the token in
s) by a high-user (left part of the net) and a low-user (right part of the net).
Even if it might appear, at first sight, that the system is secure (and indeed,
it is BSNNI (Bisimulation Strong Nondeterministic Non-Interference) [6,8]),
actually it is not SBNDC' : consider the reachable marking m = {p1,2, s, p2,2}; it
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P1,2 S P22

Fig. 4. The net system for a mutually exclusive access to a shared resource.

is easy to observe that m[ha)m’ = {p1,3,3,p2.2} and m[l2), but I is not fireable
from m/. Indeed, the system is not secure, because an unsuccesful attempt of
a low level user to perform [y just after having performed [; will give him the
information that the high user has performed ho but not yet hs.

5.2 Structural Non-interference

Consider a net system N = (S, L, H, F, mg). Consider a low level transition ! of
the net: if [ can fire, then we know that the places in the preset of | are marked
before the firing of [; moreover, we know that such places become unmarked
after the firing of [. If there exists a high level transition h that produces a token
in a place s in the preset of [ (see the system Nj in Figure 5), then the low level
user can infer that A has occurred if he can perform the low level transition I.
We note that there exists a causal dependency between the transitions A and I,
because the firing of h produces a token that is consumed by [. In this case we
will say that s is a potential causal place.

©

R

t
oy
O O

N1 N2

OO

Fig. 5. Examples of net systems containing causal and conflict places.
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Consider now the situation illustrated in the system Na of Figure 5: in this
case, place s is in the preset of both [ and h, i.e., [ and h are competing for
the use of the resource represented by the token in s. Aware of the existence of
such a place, a low user knows that the high-level action i has been performed,
if he is not able to perform the low-level action [. Place s represents a conflict
between transitions [ and h, because the firing of h prevents [ from firing. In this
case we will call s a potential conflict place.

In order to avoid the definition of a security notion that is too strong, and
that rules out systems that do not reveal information on the high-level actions
that have been performed, we need to refine the concepts illustrated above.
In particular the potential causal place is an active causal place if there is an
execution where the token produced by the high level transition is eventually
consumed by the low level transition. Similarly, a potential conflict place is active
if the token that could be consumed immediately by a high level transition can
be later on also consumed by a low level transition. The formal definitions follow.

Definition 24. Let N = (S, L, H, F,mg) be an elementary net system. Let s be
a place of N such that s* N L # () (i.e., a token in s can be consumed by a low
transition).

The place s € S is a potentially causal place if *s N H # () (i.e., a token in
s can be produced by a high transition). A potentially causal place s is an active
causal place if the following condition holds: there exist | € s* L, h € *sN H,
m € [mg) and a transition sequence o such that mlhol) and s € t® for allt € o.

The place s € S is a potentially conflict place if s* N H # 0 (i.e., the token
in s can be consumed also by a high transition). A potentially conflict place is
an active conflict place if the following condition holds: there exist | € s®* N L,
he€s*NH, mée [my) and a transition sequence o such that m[h), m[ol) and
s&t® forallteo.

Definition 25. Let N = (S, L, H, F,mg) be an elementary net system. We say
that N is PBNI+ (positive Place Based Non-Interference) if, for all s € S, s is
neither an active causal place nor an active conflict place.

The following non-trivial result, proved in [3], states that the behavioural
non-interference property SBNDC' is equivalent to the semi-static, structural
property PBNI+ .

Theorem 3. Let N = (S, L, H, F,mg) be an elementary net system. Then N is
PBNI+ iff N is SBNDC' .

An obvious consequence is that if N has no potentially causal and potentially
conflict places, then N is SBNDC . Hence, a simple strategy to check if N is
BNDC' is to first identify potential causal/conflict places, a procedure that has
complexity O(f + p) in the size of the net (p is the number of places and f of
arcs). If no place of these sorts is found, then N is PBNI+ , hence SBNDC' .
Otherwise, any such a candidate place should be better studied to check if it
is actually an active causal/conflict place, a procedure that requires a limited
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exploration of the marking graph. The complexity of PBNI+ in the worst case
is O(pn22?) (see [9] for details).

Observe that the net in Figure 4 of our running example is not PBNI+
because place s is an active conflict (and also active causal) place.

5.3 Extending the approach for Intransitive Noninterference

Not too surprisingly, the theory presented in the two previous subsections can be
adapted to the more general scenario when also downgrading actions are present.
First of all, observe that the notion of initial low view bisimulation equivalence
~, of Definition 22 is correct also for the three level scenario; however, to better
reflect the fact that also actions in D are possible, we rename it with ~p. Hence,
the definition of BNID over elementary net systems is essentially the same as
SBNDC'.

Definition 26. Let N = (S, L, D, H, F,mg) be a net system. N is BNID iff for

all markings m € [mo) and for all h € H the following holds: m[h)ym' implies
li

m=pm.

Then, we adapt the structural noninterference approach to the three level
scenario.

Definition 27. Let N = (S, L, D, H, F,mg) be an elementary net system. A
place s € S is a potentially causal place if *sNH # 0 e s* L # 0. Place s € S
is an active causal place if it is potentially causal and there exist h € *s N H,
les*NL, me [mg) and a transition sequence o € (H U L)*such that m[hol)
and for allt € o, s ¢ t°.

Observe that the only difference w.r.t. Definition 24 is that the transition
sequence o is constrained not to contain downgrading actions. The idea is that
if a downgrading action d is performed inevitably in between h and [, then the
flow is mediated by d and so the information flow becomes legal.

Definition 28. Let N = (S,L, D, H, F,mg) be an elementary net system. A
place s € S is a potentially conflict place if s VH # (0 e s*NL # (). Place s € S
1s an active conflict place if it is potentially conflict and there exist h € s®* N H,
les*NL, me [mo) and a transition sequence o € (H U L)* such that m[h),
m[ol) and for allt € o, s & t°.

Also for active conflict places, the only difference is the constraint on o about
downgrading actions. Indeed, if a downgrading action d is to be performed before
[, then h and [ are not really conflicting, because that conflict is made public by
action d.

Definition 29. Let N = (S, L, D, H, F,mg) be an elementary net system. We
say that N is PBNID (Positive Place Based Non Interference with Downgraders)
if for oll s € S, s is neither a active causal place, nor an active conflict place.
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The main result is that dynamic property BNID and the semi-static property
PBNID are actually equivalent on elementary net systems. The proof of the
following theorem, based on the analogous proof in [3] of Theorem 3, is reported
in Appendix C.

Theorem 4. Let N = (S,L,D,H, F,mg) be an elementary net system. N is
BNID if and only if N is PBNID .

The complexity of checking BNID is the same as checking SBNDC' and, as
reported in [9], it is O(pn23P) where p is the number of places and n the number of
transitions. Similarly, the complexity of checking PBNID is the same as checking
PBNI+ and, as reported in [9], varies from a minimum of O(f + p) (where f is
the number of arcs) to a maximum of O(pn22P).

Example 4. Consider again the insecure net in Figure 4. A possible way to make
the net secure is to include additional downgrading transitions as reported in
Figure 6.

Fig. 6. Secure mutually exclusive access to a shared resource.

6 Conclusion

In this paper we presented a study about the noninterference properties in the
basic case of two levels of confidentiality (H and L) and in the richer case of
three levels, where the level D of downgrading actions is considered addition-
ally. In both settings, we start by first recalling the defintions by Rushby in
[20] for deterministic finite state automata with outputs (Mealy machines); we
try to provide similar definitions for the more popular model of deterministic
labeled transition system, following as much as possible the original intuition,
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yielding our definition of NI and INI . Then, in both scenarios, we investigate
local information flow properties, called SNDC and NID , respectively, that are
necessary and sufficient conditions to ensure NI and INI , respectively. In both
cases, we discuss the need of bisimulation-based definition of information flow
security properties as soon as one considers nondeterministic LTSs. Finally, we
extend the work in [2,3] over the model of elementary net systems to the case
of intransitive noninterference.

Future work will be devoted to study systematic techniques for adapting an
insecure system to make it secure. This is a rather challenging problem because
there is a large range of possible modifications of a system that can be considered;
e.g., enlarging the behaviour of the low part of the system, inserting suitable
declassifiers whenever possible (as we have done in Example 4) or even cutting
some possible high level behaviour. Moreover, we plan to study more selective
forms on intransitive noninterference where the occurrence of a downgrading
action does not reveal all the previously performed high level actions, as it is
now prescribed in Rushby’s definition (¢f. Definition 18).

Furthermore, it is interesting to see if the approach presented here can be
extended to the richer setting of P/T Petri nets in order to understand if (tran-
sitive as well as intransitive) noninterference can be equivalently characterized
as a relation of causality or conflict among particular high actions and low ones.
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Appendix

A Proofs of Section 3

Proposition 1. If a deterministic LTS satisfies NI , then it satisfies SNDC' .

Proof. By hypothesis, we have that for all « € E* such that run(s, ) is defined,
run(sog,a) ~p run(sg,hide(a)). If @« = o’b we have that: run(sg,o’) ~p
run(so, hide(a)), where run(sp, ') = s and run(sg, hide(a') = t.

If b € By then s> s and run(sp, hide(a’b) = t, hence s’ ~p t. Hence, by
transitivity of ~y we conclude that s ~p, s’, i.e., SNDC holds.

In order to prove the reverse implication (i.e., SNDC implies NI ), it is useful
to prove first the following lemma.
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Lemma 1. If a deterministic LTS satisfies SNDC then, for all s,t € St and for
ala€e By, s~ptandsSs implyt-St and s ~p t.

Proof. As s ~p, t, for all @« = af8 we have that a € A(Tr(s)) iff a € A(Tr(t)).
(This means that, if ac € A(Tr(s)), there must exist a state ¢’ such that t = ¢'.)
Hence for all 5 we have that 5 € A(Tr(s")) iff B € A(Tr(t')), i.e., s ~pt.

Proposition 2. If a deterministic LTS satisfies SNDC', then it satisfies NI .
Proof. We prove by induction on the lenght of traces a that
s~rpt = run(s,a) ~g run(t, hide(a)) (1)

for all & such that run(s,«) is defined. When in the equation (1) above we set
s =1t = sg, we get the thesis.

The base case when a = ¢ is trivial. For the inductive case, assume that the
thesis holds for all «a of length n for which run(s,«) is defined, and consider
trace ac. If run(s,a) is undefined, then trace a« is to be ignored; otherwise let
s’ = run(s,a). We have that run(s,aa) = run(s’,«). On the other hand for
run(t, hide(aa)) we have to distinguish two cases.

(1. a € Er) In this case, the definition of hide justifies that run(t, hide(aa)) =
run(t,a hide(«)). By hypothesis that s ~, ¢ and since s’ = run(s, a), there must
exist a t’ = run(t,a). Hence, run(t,a hide(«)) = run(t’, hide(«)). As s ~p, t
and SNDC holds, we get by Lemma 1 that s’ ~p t. By applying the inductive
hypothesis, we get run(s’, a) ~p, run(t’, hide(«)), and so the implication in (1)
holds for aa.

(2. a € E) In this case, the defintion of hide justifies that run(t, hide(ax)) =
run(t, hide(c)). On the other hand, as a € Ey and SNDC holds, we get s ~p, &,
hence (since by hypothesis s ~ t) also s’ ~ t. By applying the inductive
hypothesis, we get run(s’, a) ~p, run(t, hide(a)), and so the implication in (1)
holds for aa.

Corollary 1. A deterministic LTS is NI if and only if it is SNDC' .

Proof. Tt follows directly from Proposition 1 and Proposition 2.

B Proofs of Section 4

Proposition 3. If a deterministic LTS satisfies INI , then it satisfies NID .

Proof. By hypothesis, we have that for all @« € E* such that run(sp, ) is defined,
run(sg,a) ~p run(se,ihide(a)). If o = o’b we have that: run(sg,a’) ~p
run(so, ihide(a)), where run(sg,a’) = s and run(sg, ihide(a') = t.

If b € Ey then s> s’ and run(sg,ihide(a’b) = t, hence s’ ~p t. Hence, by
transitivity of ~p we conclude that s ~p s, i.e., NID holds.

In order to prove the reverse implication (i.e., NID implies INT ), it is useful
to prove first the following lemma.
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Lemma 2. If a deterministic LTS satisfies NID then, for all s,t € St and for
alaeEr, s~ptands-=>s implyt-=>t and s ~pt.

Proof. As s ~p t, for all & = af we have that a € A(Tr(s)) iff « € A(Tr(t)).
(This means that, if ac € A(T'r(s)), there must exist a state ¢’ such that ¢ - #'.)
Hence for all 5 we have that 5 € A(Tr(s")) iff € A(Tr(t)), i.e., s ~pt.

Proposition 4. If a deterministic LTS satisfies NID , then it satisfies INI .
Proof. We prove, by induction on the lenght of «, that
Vo € E* if run(sg, «) is defined, then run(sp, o) ~p run(sg,ihide(a)) (2)

The base case when a = € is trivial. For the inductive case, assume that the
thesis holds for all « of length n for which run(sg, @) = s is defined, and consider
trace aa. If run(s,a) is undefined, then trace ca is to be ignored; otherwise let
s" = run(s,a). We have that run(sg,aa) = run(s,a) = s’. On the other hand
for run(sp, ihide(ca)) we have to distinguish three cases.

(1. a € Er) In this case, the definition of ¢hide justifies that run(so, ihide(aa)) =
run(so, ihide(a)a) = run(t,a). The inductive hypothesis ensures that s ~p
hence, by Lemma 2 we have that s’ ~p t/, where ¢ = run(t,a), and so the
implication in (2) holds for ac.

(2. a € Fy) In this case, the defintion of ihide justifies that run(sg, ihide(aa)) =
run(so, ihide(a)) = t. On the other hand, run(sg, ) = s and run(s,a) = s’. By
inductive hypothesis, s ~p t. On the other hand, as a € Ey and NID holds, we
get s ~p s, hence also s’ ~p t, and so the implication in (2) holds for ac.

(3. a € Ep) In this case, by defintion of ihide, we get run(so,ihide(aa)) =
run(so, aa). Since ~p is reflexiive, the thesis follows.

Corollary 2. A deterministic LTS is INI if and only if it is NID .

Proof. Tt follows directly from Proposition 3 and Proposition 4.

C Proofs of Section 5

Theorem 5. Let N = (S,L,D, H, F,mg) be an elementary net sistem. If N
satisfies PBNID, then N satisfies BNID.

Proof. Let N be PBNID . We will show that N is BNID .

Take m € [mg) such that m[h)ym’ for h € H. We have to prove that there exists
an initial low-view bisimulation R on N such that (m,m’) € R.

Let R = {(mi,mqo) | VI € L Vs € °l : my(s) # ma(s) = (VoV¥i € {1,2} :
m;lol) = 311 € 0 : s €11°)} be the candidate relation.

1. We show that R is an initial low-view bisimulation on V.
Let (my,m2) € R. Suppose mq[l)m). We show that also mg[l). Suppose
that there exists s € °I such that ma(s) = 0, hence my(s) # ma(s). As
(m1,mz2) € R and my[l), by definition of R (with ¢ = €), there must exists
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t € €, reaching a contradiction.
Hence Vs € ®l ma(s) > 1, and so there exists m/, such that ma[l)m}.
Now we show that (m},m}) € R. Suppose that (m}, m}) ¢ R. Then there
exist I, s’ € *l’ such that m/(s") # mh(s") and there exist o and 4 such that
mi[ol’) and s € [;° for no I3 € o. As m;[l)m} for i = 1,2, my(s') # ma(s’)
and there exists i € {1,2} such that m;[lol’) and s’ € [;* for no I € o.
Seeing that m/ (s") # mj(s’) necessarily s’ ¢ [®, hence s’ € [;° for no l; € lo.
Thus we obtain (m1,m2) ¢ R, reaching a contradiction. Hence, we have that
(mf,mb) € R.
The symmetric case can be proved in the same way, hence we obtain that R
is an initial low-view bisimulation on V.
. We show that (m,m’) € R. Suppose that there exist s and [ € s® such that
m(s) # m/(s). We show that Vo : m[ol) = 3t € 0 : s € t* e Yo : m/[ol) =
It € o:s €t As mlhym/, from m(s) # m’(s) we deduce that one of the
following holds:
e s € h*. Hence s is a potentially causal place.
Take a sequence o such m[ol). We show that there exists ¢ € o such that
s € t*. Two subcases can happen:

- 0 = ho'. As PBNID holds, s is not an active causal place. Hence,
for all m € [mg) and for all : if m[hal) then there exists ¢ € & such
that s € t*. As m[ol) and o = ho', then there exists t € & such that
s et

-o=coro=1to witht # h. As s € h® we obtain m(s) = 0. As
m[ol) and s € °l, there must exist a transition ¢ € o that produces
one token in s, i.e., such that s € t®. In particular, o # e.

Consider now a sequence o such that m’[ol). We show that there exists
t € o such that s € t*. As m[h)m/, we have that m[hol), hence, because
PBNID holds, there exists t € o such that s € ¢°.

e s € *h. Hence, s is a potentially conflict place.
Take a sequence o such that m[ol). We show thet there exists ¢ € o such
that s € t°.
As PBNID holds s cannot be an active conflict place. Hence, for all
m € [mg) and for all 7: if m[h) and m[5l) then there exists ¢t € & such
that s € t°.
As m[hym’ and m[ol), there exists t € o such that s € ¢°.
Take now a sequence o such that m’[ol). As s € *h, we have m/(s) = 0.
As s € °l from m/[ol) we obtain that there must exists a transition ¢t € o
producing one token in s, i.e., s € t°.

Theorem 6. Let N = (S, L, D, H, F,mg) be an elementary net system. If N is
BNID then N is PBNID.

Proof. Suppose that N is BNID. We show that no place in N can be an active
causal place or an active conflict place.

e Suppose that s is an active causal place. Then, there exist h € ®s, [ € s°,

m € [mg) and o € (H U L)* such that m[hol) and Vt € o, s ¢ t°.

24



Among the markings and the transition sequences that satisfy the conditions
above, take m and o such that o contains the minimun number of transitions
in H.
Two cases can happen:
1. All transitions in o belong to L. We have that m[h)m’. By BNID there
exists an initial low-view bisimulation on N containing the pair (m,m’).
As m/[ol), also m[ol). But from h € ®s and m[h) we deduce that s ¢ m;
we also know that Vt € o, s ¢ ¢°*; hence, after the firing of o place s is
still empty, contradicting the fact that m|ol).
2. There exists a high level transition in . Let h’ be the last high transition
in 0. Hence, there exist o1, 09, such that ¢ = o1h’09 and all transitions in
o9 belong to L. Thus, there exist mq, mo such that m[hoy)mq[h'Yymaz[oal).
From my[h/)ms, by BNID there exists an initial low-view bisimulation
on N containing the pair (m1,msa). From maoal), we obtain that also
mq[oal), thus obtaining the firing sequence mlhoosl), contradicting the
fact that the chosen transition sequence was the one with the least num-
ber of high transitions.
Suppose that s is an active conflict place. There there exist h € s°, [ € s°,
m € [mg) and o € (H U L)* such that m[h), m[ol) and Vt € o, s ¢ t°.
Among the markings and the transition sequences that satisfy the conditions
above, take m and o such that o contains the minimun number of transitions
in H.
Two cases can happen:
1. All transitions in o belong to L. We have that m[h)m’. By BNID there
exists an initial low-view bisimulation on N containing the pair (m,m’).
As mlol), then m/[ol). But from h € s® and m[h) we deduce that s ¢ m/,
we also know that Vt € o, s ¢ t°; hence, after the firing of o place s is
still empty, contradicting the fact that m’[ol).
2. There exists a high level transition in o. Let ' be the last high transition
in 0. Hence, there exist o1, 02, such that ¢ = o1h’/c5 and all transitions in
o2 belong to L. Thus, there exist mq, mg such that mfoq)mq[h')ma[oal).
From mq[h/)ms, by BNID there exists an initial low-view bisimulation
on N containing the pair (my, msa). From ma[osl), we obtain that also
mi[oal), thus obtaining the firing sequence m[oj0sl), contradicting the
fact that the chosen transition sequence was the one with the least num-
ber of high transitions.
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