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Internet of Things: Info generali

Lezioni • Martedì 15-18 (Aula Ercolani 1)
• Venerdì 9-12  (Aula VII Piano, 

Dip. di Matematica)

Esame • Progetto di gruppo + Seminario
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Internet of Things: Info generali
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SENSOR NETWORKS AND THE IOT

SELF-ORGANIZING NETWORKS

ROBOTIC WIRELESS NETWORKS

CONTEXT-AWARE SYSTEMS

https://site.unibo.it/iot/
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Internet of Things: di cosa si parla
² Espressione della pervasività dell’ICT, integrata all’interno di oggetti
² Estensione del paradigma della connettività Internet
² Things à Oggetti fisici, dotati di nuove capacità di produrre dati  

digitali, di inviare dati verso una rete (Internet), di ricevere 
comandi dall’esterno …

Elettronica
(Sensoristica)

Siste
mi di 

comunicazione 

wireless

Basi di dati & 

Cloud computing
Machine Learning

IoT
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Internet of Things: a cosa serve
² Dall’Internet degli uomini, all’Internet delle cose …

² Un paradigma, tantissime applicazioni …
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GARTNER
HYPE CYCLE 

(2018)

Source: https://www.gartner.com
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IoT is … big
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Source: CISCO, 2011 Source: https://www.sdintl.com/2018/04/30/big-data-
friend-or-foe/
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IoT is … profitable ($$$)

9

https://www.forbes.com/sites/louiscolumbus/2017/12/10/2017-roundup-of-internet-of-things-
forecasts/#7136007a1480

IoT Revenues worldwide, source: Gartner
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IoT is … multiperspective
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ICT COMPANIES

DIGITAL MAKERSNON- ICT INDUSTRIES

RESEARCH

INTERNET OF THINGS – PRESENTAZIONE DEL CORSO
LUCIANO BONONI – MARCO DI FELICE



IoT is … multiperspective

11

EXAMPLE: Video-surveillance applications

ICT PERSPECTIVE
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2. Background 39

UAVs can also be di↵erentiated by the engine, internal combustion engine

(ICE) have longer endurance with respect to the electrical engine. The size

matters too, smaller drones experience also smaller flight times.

Figure 2.21: (Above) Example of fixed and rotary wing UAVs [11]. (Below)

Example of a flapping UAV [12].

2.2.2 Computer Vision Applications

As mentioned before, UAVs are mainly employed for analyse elaborate

images or signals taken from the ground. These information are often ob-

4.1 Dataset 4. Implementation

bounding boxes were not always correct and so, we had to manually check

every frame and discard the ones with incorrect annotations. At the end, we

collected 4809 images. We also included bounding boxes annotating occluded

objects in our set.

Figure 4.1: Images taken from Verschoor Aerial Cow dataset.

For the class person, we used UAV123 dataset [49] (figure 4.2) which

provides annotated frames taken from an UAV for a variety of classes. In

every frame only one bounding box is annotated. The images had to be

checked also here as many contained other people which were not annotated.

We also discarded images shot in an urban area which contained persons

surrounded by high buildings, for example. At the end, we gained 11309

images for the class person.

Figure 4.2: Some images taken from UAV123 dataset.

We stored all the information regarding our final dataset in a json file

in which every entry represents an image. The location on disk, the size,

class number, class label and the bounding boxes coordinates are all stored

as attributes in each entry.
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IoT is … chaotic

12

68 F. Montori et al. / Pervasive and Mobile Computing 50 (2018) 56–81

Table 2
Capillary IoT technologies. Some of the data were cross-checked with [87].
Name Spectrum Bandwidth Peak DR Range Topology PHY Modulation MAC Access
BLE 2.4 GHz 2 MHz 1 Mbps 100 m Star GFSK (FHSS) TDMA
Thread 6LowPAN 2.4 GHz 5 MHz 250 kbps 10–75 m Mesh OQPSK (DSSS) CSMA/CA
ZigBee 2.4 GHz 2 MHz 250 kbps 10–75 m All OQPSK (DSSS) S-CSMA/CA
ZigBee 915 MHz 1.2 MHz 40 kbps 10–75 m All BPSK (DSSS) S-CSMA/CA
ZigBee 868 MHz 600 kHz 20 kbps 10–75 m All BPSK (DSSS) S-CSMA/CA
WirelessHART 2.4 GHz 3 MHz 250 kbps 30–90 m Mesh OQPSK (DSSS) TDMA
ISA 100.11a 2.4 GHz 5 MHz 250 kbps 30–90 m Mesh OQPSK (DSSS) TDMA
Z-Wave 868/908 MHz 200 kHz 9.6–40 kbps 30–100 m Mesh FSK TDMA
Z-Wave 400 2.4 GHz – 200 kbps 30–100 m Mesh FSK TDMA
INSTEON 908 MHz – 38.4 kbps 45 m Mesh FSK TDMA
EnOcean 868/315 MHz 62.5 kHz 125 kbps 30 m Mesh ASK, FSK TDMA
D7AP Hi-Rate 433/868/915 MHz 200 KHz 166.67 kbps 10 m Tree GFSK CSMA/CA
D7AP 433/868/915 MHz 200 KHz 55.55 kbps 100 m Tree GFSK CSMA/CA
DECT ULE 1.8/1.9 GHz 1.728 MHz 1152 kbps 70–300 m Star GFSK TDMA

Table 3
LPWAN technologies operating in unlicensed bands. Some of the data were cross-checked with [87].
Name Spectrum Bandwidth Peak DR UL Peak DR DL Range PHY Modulation MAC Access
D7AP Lo-Rate 433/868/915 MHz 25 kHz 9.6 kbps 9.6 kbps ⇠5 km GFSK CSMA/CA
SigFox 868–915 MHz 192 kHz ⇠100 bps ⇠100 bps >20 km GFSK/DBPSK (UNB) ALOHA
Ingenu MN 2.4 GHz 1 MHz ⇠30 kbps ⇠30 kbps ⇠15 km FSK, PSK (DSSS) RPMA
LoRa 868–915 MHz 125 kHz ⇠50 kbps ⇠50 kbps ⇠11 km CSS ALOHA
Weightless-N 868 MHz 200 Hz (?) ⇠100 kbps – ⇠5 km DBPSK (UNB) S-ALOHA
Weightless-P 868 MHz 12.5 kHz ⇠100 kbps 100 kbps ⇠2 km GMSK, OQPSK (UNB) FDMA,TDMA
Weightless-W 470–790 MHz 6-8 MHz ⇠10 Mbps ⇠10 Mbps ⇠10 km DBPSK/QPSK FDMA,TDMA

/16-QAM (DSSS)

through the actions of reading from andwriting to a remote file. This respects the RFID standard fromwhich D7AP originates,
because it is built on top of a request–response paradigmwithout the use of a address-based communication. The schedule is
driven by an ad-hocwakeup scheme received by each endpoint from the gateway. The tree is composed by different entities:
endpoints, which are devices devoted to sense or actuate and designed for low power operations and duty cycling; gateways,
which are constantly in listen mode and can send packets to each node in their subtree; sub-controllers, which implement
all the D7AP functionalities and are normally located asmiddle nodes in large tree networks and can act as relays for packets,
even though they have a sleep period.

4.7. DECT ULE

Digital Enhanced Cordless Telecommunications (DECT) Ultra Low Energy (ULE) is the last version of the already well-
known ETSI DECT standard, launched in 1987 and used widely in the home telephony cordless technology. DECT ULE is a
protocol extension proposed in 2011 by Dialog Semiconductor as an open standard for wireless technology featuring low
power and low cost. It is claimed to be an ideal choice for home security and automation as its range is normally enough
to cover an average household [85]. Indeed, it is deployed in star topologies and can reach a hop range of around 70 m
indoors, suffering little the interferences as it uses the 1.8 GHz frequency bands in ITU Region 1 and the 1.9 GHz in ITU
Region 2. Another advantage is given by the ease of upgrade from the legacy DECT gateways to the new DECT ULE ones as
the upgrade is exclusively software. It has already been specialized over several use cases such as energymonitoring, remote
control for energy and climate, smart plugs, time-driven applications, baby monitoring, surveillance, smoke detectors, and
voice-enabled panic buttons.

Even if its use is normally restricted to indoor scenarios, it is claimed to reach up to 600 m range outdoors. Its features
make it suitable for IoT applications: the low cost, the low latency, the data rate (1 Mbps), the link budget (which is higher
than the one in BT and IEEE 802.15.4), the built-in security and authentication, the single-chip solution and the duty cycling.
DECT ULE hosts 5 (ITU Region 2 and 3) or 10 (ITU Region 1) different channels and uses dynamic channel selection in order
to avoid interferences. The evaluation study conducted in [86] demonstrates that the DECT ULE technology can represent an
efficient solution for WSN deployments.

5. Long range communication technologies (LPWAN)

Nowadays, the common interest in IoT technologies is shifting from capillary scenarios, in which object clusters are
enclosed in a LAN (or a PAN), to wide area scenarios, already envisioned as a key component of the future 5G deployments
[20,21,23,88] and now starting to hit the market. Several companies already working on proprietary IoT wireless protocols
for the purpose of home automation and monitoring scenarios are now focusing more and more on wide area technologies.
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Table 4
Cellular IoT technologies operating in licensed bands. Some of the data were cross-checked with [87].
Name Spectrum Bandwidth Peak DR UL Peak DR DL Range Modulation Access
EC-GSM 700–900 MHz 200 kHz ⇠10 kbps ⇠10 kbps ⇠15 km GMSK TDMA
LTE-M 700–900 MHz 1.4 MHz ⇠1 Mbps ⇠1 Mbps ⇠11 km QPSK, 16-QAM, 64-QAM OFDMA
NB-LTE-M 700–900 MHz 200 kHz ⇠144 kbps ⇠200 kbps ⇠15 km QPSK, 16-QAM, 64-QAM OFDMA
NB-CIoT 800–900 MHz 180 kHz ⇠36 kbps ⇠45 kbps ⇠15 km BPSK, QPSK, 16-QAM OFDMA

6.1. Scenario specific discussion

Wenowdiscuss research challenges and scenario specific possibilities using the technologies presented so far and related
to the use cases introduced in Section 3.3.

Clearly, short range communication is more suited for networks that do not need to span across considerable distances.
Rather, their characteristics make them useful for networks in need of local control, which may rely on other technologies
to bring the data at longer distances through the Internet. Long range communication technologies enable M2M devices to
communicate at longer distances, enabling novel possibilities for services requiring communication over different places
located farther apart.

Concerning Home Automation scenarios, short range technologies are certainly those which are better suited and more
widespread in the current deployments [118]. Typically, Home Automation systems require energy efficient communication
through devices and, possibly, communication either to a user device (e.g. a smartphone) or to the fog/cloud layer, thus
requiring an Internet connection. While intra-network communication may leverage specific technologies tailored for the
specific device and communication requirements, such as Zigbee and Z-Wave, the latter requires a shared technology
between theHome Automation devices and the smartphone, like BLE. Typically, a bridge device, generallymain powered, acts
as a central gatewaywhich is equippedwithmultiple technologies (i.e. the ones suited for the intra-network communication
and the ones for communicating with the user device or with the home router), which makes the communication possible.
The main research challenge here resides on making the communication efficient between different technologies, which
is typically realized in the gateway through a middleware which handles the heterogeneity between the connections, a
challenge tackled in the Fog Computing paradigm. In less critical scenarios, end devices may be all equipped with both
technologies, thus reducing energy efficiency, while cutting the need for an additional device. In contrast, long range
technologies are not the best suitable option forHome Automation due to the limited space inwhich the network is deployed.
However, they may still be viable for specific scenarios, such as connecting parts of the building that are either far apart
from each other or need different features not offered by short range technologies in order to overcome obstacle shadowing
(e.g. more transmitting power or lower frequencies). Another option for long range technologies is to be used as backups or
load balancing on the router, useful in case of problems on the main Internet connection. Nonetheless, there are companies
relying entirely on LPWAN deployments for their smart home products. One of the first examples was KingTing, a company
that relies on LoRa for its home automation solutions.7

Industry 4.0 nowadays heavily relies on short range communication technologies, mainly due to energy efficiency and
reliability. Among the possible scenarios which Industry 4.0 face, such as Predictive Analytics andMachine Internal Control, all
of them need long operational life, and resilience to malfunctions. For such reason, in the vast majority of deployments,
TDMA-based protocols (such as WirelessHART and ISA 100.10a) are chosen over others, due to their efficiency in time
and the fact that industrial scenarios are rarely subject to topology change. BLE has been taken into account as well due
to recent developments in its mesh real-time variant [119]. Here the challenge is the number of devices that can occur
in a limited space, since such technologies may not allow high numbers of connections, and will possibly need to form
independent networks. This is the case for the countless sensors installed inside different kind of industrial appliances,
which communicate between them to report the device behavior. While some of these may be connected through wires,
others may be more convenient to be connected wirelessly. Hence, control at the PHY or MAC layer have to be efficient,
always maintaining energy efficiency. Although Industry 4.0 does not normally rely on long range technologies, since the
majority of the nodes tend to be close to each other in the network, long range technologies may be used for scenarios
in which different buildings have to be connected or separate entities can be cut off from the network. In fact, the use
of unlicensed spectrum, as in LPWAN, has reliability issues, due to the lack of guarantee of service availability, mainly
because of duty cycling and Listen-Before-Talk (LBT) regulations. The coexistence problems introduced doubts on cellular
solutions as well [120]. For such reason, a union between short range and long range technologies is required and, again, the
challenges are on the optimization and on the efficiency for using technologies with different requirements, characteristics
and constraints together. A practical study on large deployments has been performed in [121], where a hybrid topology is
taken into account and local networks are interconnected by means of SigFox.

Healthcare is a broad scenario that makes large use of short range communication technologies. Apart from hospital
devices, which form networks on their own, more recent wearable computing devices also leverage these technology,
for continuous monitoring of the vital signs of human beings. These devices need a gateway to report data to the user,

7 http://www.yosmart.com/.

Main wireless communication
technologies on the market, used to 

enable Machine-to-Machine 
communication on IoT scenarios

F. Montori, L. Bedogni, M. Di Felice, L. Bononi, Machine-to-Machine Wireless 
Communication Technologies for the Internet of Things: Taxonomy, Comparison and 
Open Issues,  Pervasive and Mobile Computing (Elsevier), 2018.
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"A global network infrastructure, linking
physical and virtual objects through the 
exploitation of data capture and 
communication capabilities. This
infrastructure includes existing and 
evolving Internet and network 
developments. It will offer specific object-
identification, sensor and connection 
capability as the basis for the development
of independent cooperative services and 
applications. These will be characterised
by a high degree of autonomous data 
capture, event transfer, network 
connectivity and interoperability.”
By CASAGRAS
RFID and the Inclusive Model for the 
Internet of Things

Internet of Things: An Integral Part of the Future Internet
By Stephen Haller, SAP Research
"A world where physical objects are seamlessly integrated into the information 
network, and where the physical objects can become active participants in business 
processes. Services are available to interact with these 'smart objects' over the 
Internet, query and change their state and any information associated with them, 
taking into account security and privacy issues.”

Vision and Challenges for Realising the Internet of Things
CERP-IoT Edited by Harald Sundmaeker Patrick Guillemin Peter Friess and Sylvie 
Woelfflé
The Internet of Things links the objects of the real world with the virtual world, thus
enabling anytime, any place connectivity for anything and not only for anyone. It refers
to a world where physical objects and beings, as well as virtual data and environments, 
all interact with each other in the same space and time.

More than 20 IoT definitions at:
https://www.postscapes.com/internet-of-things-definition/
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https://www.iottechnews.com/news/2018/oct/08/softban
k-continues-spending-spree-35m-investment-iot-analytics-
platform/

https://www.iottechnews.com/news/2018/oct/23/oil-and-gas-
patience-key-begin-implementing-iot-pace-needs-increase-after/

https://www.iottechnews.com/news/2018/oct/25/
blue-vision-labs-lyft-uk-driverless-cars/
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Internet of Things: argomenti del corso
² OBIETTIVO: Apprendere fondamenti architetturali e metodologici alla base del 

nuovo paradigma dell’Internet of Things.
² Nuove applicazioni e casi d’uso
² Nuove tecnologie di:

² Comunicazione wireless (dagli oggetti alla rete)
[ IEEE 802.15.4, LoRA, Dash7, Spirit, Z-Wave, … ]

² Protocolli di networking
[ 6LoWPAN, MQTT, CoAP, AMQP… ]

² Data storage, management & analytics
² Nuovi dispositivi, linguaggi di programmazione & frameworks

[ Boards (Arduino, Nucleo STM32, ESP8266), Cloud technologies (AWS IoT, ThingSpeak), etc ]

² Nuove sfide di ricerca  (sicurezza, privacy, efficienza energetica, etc)

INTERNET OF THINGS – PRESENTAZIONE DEL CORSO
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Internet of Things: programma del corso

Esempio: Monitoraggio Impianti 1. DATA generation 2. DATA processing

IEEE 802.15.4 
+ 6LoWPAN 

3. DATA communication
(sensor à gateway)

4. DATA communication
(gateway à cloud)

Cloud

MQTT

5. DATA storage6. DATA analytics7. SOFTWARE deployment

IL CAMMINO 
DEI DATI
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Internet of Things: metodi del corso

LEZIONI FRONTALI DEMO ED ESERCITAZIONI
LIVE

ESAME: IL PROGETTO
(spazio alla creatività)

ESAME: IL SEMINARIO
(argomento a scelta)
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Internet of Things: metodi del corso
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DIGITAL COSANDO LAB

² Board (Arduino, Fishino, NodeMCU,
Nucleo STM, Galileo, Raspberry PI …)

² Kit di Sensori 
² Kit di prototipazione
² Rover mobili
² Stampante 3D + Fresa
² ….

Accesso libero a tutti gli studenti 
del corso previa registrazione

Via Ranzani, 14
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Internet of Things: metodi del corso

D. Guinard, V. Trifa
Building the Web of Things
MANNING Editions, 2016
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Internet of Things: what’s next
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² Tesi di ricerca in contesti di progetti di rilevanza nazionale/internazionale
(H2020 SWAMP, BRIC 2018 MAC4PRO, ALMAIdea BeeDrones)

² Tirocini presso aziende che operano nel settore dell’Industry 4.0
² Collaborazioni con gruppi di ricerca internazionali (USA, Francia, Svezia)

International PhD
Program in Structural

and Environmental
Health Monitoring and  
Management (SEHM2) 
https://phd.unibo.it/sehm2/en


