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To a large extent, the dependability of complex dis- 

tributed programs relies on our ability to effectively 

test and debug their executions. Such an activity re- 

quires that we be able to specify dynamic properties 

that the distributed computation must (or must not) 

exhibit and that we be able to construct algorithms to 

detect these properties at run time. In this article we 

formulate dynamic property specification and detec- 

tion as instances of the language recognition problem. 

Considering boolean predicates on states of the com- 

putation as an alphabet, dynamic property specifica- 

tion is akin to defining a language over this alphabet. 

Detecting a property, on the other hand, is akin to 

recognizing at run time if the sentence produced by a 

distributed execution belongs to the language. This 

formal language-oriented view not only unifies a large 

body of work on distributed debugging and property 

detection, it also leads to simple and efficient detec- 

tion algorithms. We give examples for the case of 

properties that can be specified as regular grammars 

through finite automata 
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1. INTRODUCTION 

Our inability to formally prove the correctness of all 
but the most trivial distributed programs leaves test- 
ing and debugging as the only viable alternatives for 
arguing about their dependability. A fundamental 
step in program debugging is specifying which set of 
executions are considered desirable and which ones 
are considered erroneous. Informally, a desired (or 
undesired) temporal evolution of a distributed pro- 
gram’s states is called a dynamic property. As such, a 
dynamic property (property for short) defines a sub- 
set of executions among all those that are possible 
for the program. Once the properties of interest for 
a distributed program have been defined, the act of 
debugging consists of verifying if its executions sat- 
isfy these properties. 

There are three possible times at which one can 
prove properties of a distributed program: prior to 
any execution, during an execution or after an exe- 
cution. The ability to prove a program property prior 
to executing it requires reasoning about the program 
itself as well as the distributed system. In other 
words, we need to characterize all possible execu- 
tions of the program given a formal description of its 
actions (the code) and the environment in which it is 
to be run. Model checking (Clarke et al., 1986) is 
one such technique where the program, modeled as 
a finite-state transition system, is analyzed by 
traversing the trees representing all possible execu- 
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tions, checking to see if they satisfy properties ex- 
pressed as temporal logic formulas. As an alterna- 
tive to proving properties a priori, they can be 
checked concurrently with an actual execution of the 
program through run-time property detection. With 
this technique, conclusions that are drawn are not 
about all possible executions of the program, but 
about all possible obseruations (Babaoglu and 
Marzullo, 1993; Schwarz and Mattern, 1994) of an 
actual execution. The third alternative-reasoning 
about program properties after an execution-is 
called post-mortem analysis and is similar to run-time 
property detection. The basic difference is that the 
analysis has to be based on data collected during the 
execution (traces) and is performed at program ter- 
mination, thus making it unsuitable for many appli- 
cations. 

Ideally, one would like to prove as many proper- 
ties as possible for a program prior to its execution. 
Unfortunately, techniques such as model checking 
may be infeasible or have prohibitive costs for com- 
plex programs. Furthermore, while these techniques 
are effective for proving program properties such as 
“is the program deadlock free?” they cannot address 
inherently run-time properties such as “has the pro- 
gram terminated?“. Much of distributed debugging 
is an inherently run-time activity in that, short of 
having proven that the program is error free, we can 
only hope to detect desired or erroneous sequences 
of states that result during an actual execution soon 
after their occurrence. Applications that have a re- 
active architecture (Hare1 and Pneuli, 1985) (of which 
distributed debugging is an instance) are yet other 
examples where the fundamental abstraction is run- 
time property detection. Clearly, run-time property 
detection and model checking can be seen as com- 
plementary techniques towards distributed debug- 
ging-the greater the number of properties that can 
be verified a priori, the fewer the number of proper- 
ties that need to be detected at run time. 

Early work in run-time property detection has 
concentrated on the detection of stable properties 
(Chandy and Lamport, 1985) including distributed 
termination (Dijkstra and Scholten, 1980; Francez, 
1980) and deadlocks (Chandy et al., 1983; Bracha 
and Toueg, 1987). Informally, these properties are 
stable in the sense that once verified during an 
execution, they remain true thereafter. Efficient al- 
gorithms have been developed that can detect stable 
properties of distributed computations at run-time 
(Chandy and Lamport, 1985; Helary et al., 1987). 
Unfortunately, stable property detection has limited 
utility in the context of distributed debugging. Most 
of the properties that characterize desirable or erro- 

neous executions for debugging purposes are tran- 
sient whereby they may be verified during some 
interval of the execution but cease to be satisfied 
later on. As such, the appropriate formalism for 
distributed debugging can be seen as unstableprop- 
erty detection. If erroneous behaviors are specified 
as unstable properties, then their detection during 
an execution reveals a fault in the corresponding 
program. Existence of many executions during which 
the unstable properties are not detected increases 
our confidence in the correctness of the correspond- 
ing program. 

In this article, we consider the problem of specify- 
ing unstable properties and detecting them at run 
time. We formalize the problem as the design of a 
decision algorithm that, when superimposed on a 
distributed execution, will answer “yes” if and only if 
the distributed execution satisfies a property speci- 
fied as a formula in some formal language. We 
develop a general framework for property specifica- 
tion and detection drawing on concepts from formal 
language theory. The framework, described in Sec- 
tion 3, is based on the labeling of a directed acyclic 
graph (DAG). Each node of the DAG is associated a 
set of labels from a given alphabet and each path of 
the DAG is associated a set of words constructed 
from the same alphabet. The set of all words corre- 
sponding to all paths terminating at a node defines a 
language. The language recognition problem is then 
defined in Section 3.4 as the decision procedure for 
determining if a given word belongs to this language. 
We instantiate this abstract problem for two possible 
models of distributed computations as a DAG-in 
Section 4 as the partially ordered set of local states 
and in Section 5 as the lattice of consistent global 
states. When the alphabet used for labeling these 
DAGs consists of boolean predicates, the formal 
language associated with the nodes of the graph 
effectively specifies dynamic properties of the corre- 
sponding distributed computation. In addition, run- 
time property detection reduces to the problem of 
language recognition. In Sections 4.3 and 5.3, we 
give examples of simple run-time detection algo- 
rithms that result for the case of properties that can 
be specified as regular grammars through finite au- 
tomata. This framework unifies a large body of work 
on distributed debugging and property detection in- 
cluding: linked predicates (Miller and Choi, 1988), 
conjunction of local predicates (Garg and Waldecker, 
1992), atomic sequences of predicates (Hurfin et al., 
1993b) relational global predicates (Tomlinson and 
Garg, 19931, unstable predicates on global states 
(Cooper and M arzullo, 19911, interval-constrained 
sequences (Babaoglu and Raynal, 1995), regular pat- 
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terns (Fromentin et al., 1994) and regular properties 
(Jard et al. 1994). The algorithms developed in this 
work are currently being implemented in the context 
of the EREBUS distributed debugging facility which 
is described in Section 6. 

2. DISTRIBUTED COMPUTATIONS 

A distributed program is one that is executed by a 
collection of sequential processes, denoted P,, . . . , P,, 
for some n > 1, that can communicate by exchang- 
ing messages. Processes have access to neither shared 
memory nor a global clock. Communication incurs 
finite but arbitrary delays. Without loss of generality, 
we assume that each process can reliably communi- 
cate with every other process. 

2.1 Distributed Computations as 
Partially-Ordered Sets 

Execution of process P, produces a sequence of 
events h, called its Zocaf history. Each event of the 
local history may be either internal, causing only a 
local state change, or involve communication with 
another process through send or receive events. Let 
h. = e?e! . . be the local history of process Pi. 
J&en& 6; h, are enumerated according to the total 
order in which they are executed by P, and ey is a 
fictitious event introduced for initializing the local 
state of Pi. 

Let H be the set of all events and let --f be the 
binary relation denoting causal precedence (Lam- 
port, 1978) between events defined as follows 

(i =j) A (b = a + 1) or 

(ef = send(m)) A (ef = receiue(m)) or 

3ei : (ey -+ e;> A (e; + ef). 

Formally, a distributed comparison can then be 
modeled as the partially-ordered set (pose0 3?= 
(H, -+ ). Figure 1 illustrates a distributed computa- 
tion consisting of three processes using a graphical 
representation of the partial order between events 
known as a space-time diagram. 

2.2 Distributed Computations as Directed Acyclic 
Graphs of Local States 

Let a,” be the local state of process Pi immediately 
after having executed event ef, and let S be the set 
of all local states. Analogous to the causal prece- 
dence relation between pairs of events, we define 
the binary relation < to denote immediately causal 
precedence between local states as follows 

(i=j)~(b=a+ 1) or 
a;” -C qb = ce?+l _ 

I - send(m)) A (e,h = receiue(m)). 

With respect to the set of local states, a distributed 
computation can be modeled as yet another DAG, 
denoted 9 = (S, + >. Figure 2 depicts such a DAG 
of local states corresponding to the distributed com- 
putation of Figure 1. 

Two local states of a distributed computation that 
are related through < are said to be adjacent in 
that computation. A control flow associated with 
some local state u of a computation 9 is a se- 
quence of local states that are pairwise adjacent in 
9 and the sequence begins at some initial state and 
terminates at V. 

2.3 Distributed Computations as Lattices of 
Global States 

A global state IX = (a,, . . . , a,> of a distributed com- 
putation is an n-tuple of local states, one for each 

Figure 1. Distributed computation as a partially-ordered set of events. 
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Figure 2. Distributed computation as a DAG of local states. 
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Figure 3. A distributed computation as a lattice of global 
states. 

process. Intuitively, a global state of a computation 
is said to be consistent if an omniscient external 
observer could actually observe the computation en- 
ter that state. More formally, a global state C = 
((T,,..., a,) is consistenl if and only+ if for all pa@ of 
its local+states (u;, ~~1, neither ui < a; nor uj < ai, 
where < denotes the transitive closure of the im- 
mediate causal precedence relation between local 
states. 

The set of all consistent global states for a dis- 
tributed computation has a lattice structure whose 
minimal element corresponds to the initial global 
state X0 = ((T:, . . . , a,‘). Let _.Y be this lattice. An 
edge exists from node C = ((T,, . . . , ai”, . . . , a,) to 
nodeC’=(u ,,..., via+’ ,..., u,,)in_Pifandonlyif 
there exists an event e that can be executed by Pi in 
local state u;“. Figure 3 depicts the lattice _Y of 

global states associated with the distributed compu- 
tation of Figure 1. In the lattice, an n-tuple 
(X i, . . . , x,) of natural numbers is used as a short- 
hand to denote the global state C = ((T;], . . . , u,“n>. 

Informally, a sequential obsenlation (obsenlation 
for short) of a distributed computation is the se- 
quence of its global states that could have been 
constructed by an omniscient external observer. 
Equivalently, an observation is a sequence of global 
states that would result if the distributed program 
were to be executed on a single sequential proces- 
sor. More formally, a sequence of global states 
X°C’C2 . . . ci-ic’ . . . is an observation if there ex- 
ists a sequence of events e’e2 -a. that is a linear 
extension of the partial order 2 (i.e., all events 
appear in an order consistent with the relation -1 
such that Xi is the global state that results after 
executing event e’ in Xi-‘. 

By construction, each path of the lattice starting 
at the minimal element and proceeding upwards 
corresponds to an observation of the computation 
and each observation corresponds to a path in the 
lattice (Babaoglu and Marzullo, 1993; Schwarz and 
Mattern, 1994). In other words, the lattice of consis- 
tent global states represents all possible observa- 
tions for the computation. Note that, internal to the 
computation, the actual sequence of global states 
that is produced cannot be known, and this lattice 
represents the best information that is available. 

3. PROPERTIES AS LANGUAGES OVER 
LABELED DAGs 

In the previous section, we showed that a distributed 
computation Z’can be represented either as Y, the 
DAG of local states, or as _Y’, the DAG correspond- 
ing to the lattice of global states. In this section, we 
will develop a general framework for specifying dy- 
namic properties based on labeling a generic DAG. 
In the following sections, we will instantiate this 
framework with the two specific DAGs for dis- 
tributed computations ~7 and 2, depending on 
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whether we are interested in sequences of local or 
global properties, respectively. Development of this 
framework helps us understand and unify a large 
number of proposals for detection of properties on 
local and global states as instances of a single prob- 
lem. 

3.1 Graph Labeling and Languages 

Let G = (V, E) be a DAG, and let A be a finite 
alphabet of symbols. We define a labelingfunction A 
that maps nodes of G to nonempty sets of symbols 
drawn from A. For each node u E V, the set ML’) is 
called the label of u.l Figure 4 illustrates a labeling 
for the DAG of ten nodes with the alphabet A = 
(a, 6, ~1. 

For each node L’, let G,: be the subgraph obtained 
from G by retaining only node L’ and all of its 
predecessors in G. Clearly if G is a DAG, then so is 
G,.. A direct path of G,. is a sequence of nodes 
starting at a source node (i.e., one with no predeces- 
sors) and ending at node c. Let II,. be the set of all 
such paths in G,,. We extend the notion of node 
labeling to paths by associating with them words 
constructed from the same alphabet used to label 
nodes. Let A be a finite alphabet, A be a labeling 
function, and rrI, = uOu, . . . uk be a directed path of 
G,.. The label of path r(,. is the set h(rJ of all words 
w = wow, . . . ok such that wi E A(u;) for each node 
ui in path v,,. 

Because each path label is a set of words, sets of 
path labels can be seen as defining a language. The 
language associated with node c of G under the 
labeling function A, denoted L”(u), is defined as the 
set of words that are the labels of all directed paths 

Figure 4. A directed acyclic graph and its labeling. 

‘We assume that the empty symbol E is implicitly included in 
every alphabet and constitutes the label of a node in case the 
labeling function defines no other symbols. 

of G,,. In other words, 

LVL’) = u II(7rJ. 

As an example, consider node L’~” of the labeled 
DAG of Figure 4. The set of all directed paths 
for subgraph G,.,” is KI,,l,i = {v,~‘~L~~c~u,~, 
1,‘1~,0, L’,u~~!~u~L!~~, u,u8u9c,,,}. Under the labeling 
function A that is illustrated, the language associ- 
ated with node uIO is 

L*(u,~,) = {abaac, abcac, ac, accac, bcaac. acaac, bccac. 

aaac , bum}. 

3.2 Dynamic Properties 

Informally, we would like dynamic properties to 
characterize the time evolution of states that arise 
during program execution. In our framework, a dy- 
namic property (property for short) defines a set of 
words over some finite alphabet. We find it conve- 
nient to distinguish the name of the property from 
the language that it defines. Let L(Q) be the set of 
words associated with property a. 

Informally, we think of each word in language 
J!,(Q) as satisfying property @. In defining properties 
for DAGs, we can extend this notion of satisfaction 
to the entire graph in two possible ways.’ 

Definition 1. Given an alphabet A, a directed acyclic 
graph G, a labelingfunction A, a node L’ of G and a 
property @ ouer A, we say that node 1% satisfies 
SOME @, denoted c k SOME 0, if and only if 
there exists some labeling of some directed path in 
G,. that defines a word in the language of @, In 
other words, cl k SOME @ = L*(u) f~ I!,(@) f 0. 

Definition 2. Given an alphabet A, a directed acyclic 
graph G, a labeling function A, a node L’ of G, and 
a property Q, over A, we say that node I! satisfies 
ALL @, denoted u k ALL @, if and only if all 
labelings of all directed paths in G,, define words in 
the language of @. In other words, I’ k ALL CD = 
L”(c) c L(Q). 

As an example, consider the two properties @, and 
@)2 defined over the alphabet A = {a, 6, c} associ- 
ated with the languages L(@,,) = aba*c(ac)* and 

2Satisfaction rules similar to these have been proposed in other 
contexts (Cooper and Marzullo, 1991; Garg and Waldecker, 1992; 
Fromentin et al., 1994; Jard et al., 1994, Fromentin et al., 1995). 
In particular, our definitions are in the same spirit as those of 
modal operators POS and DEF of (Cooper and Marzullo, 1991), 
strong and weak of (Garg and Waldecker, 1992) and POT, INEV, 
SOME, and ALL of more general transition systems (Clarke et 
al., 1986; Queille and Sifakis, 1983). 
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JC(@~) = (b + c)*u(u + b)*c(a + b + cl*, respec- 
tively.3 With respect to the DAG of Figure 4, the 
following assertions hold 

ui,, b SOME @,4 

u,o I= ALL q. 

3.3 Duality of Modal Operators 

As defined, the two modal operators SOME and 
ALL are duals of each other. This can be seen easily 
as follows. Let p be a language defined over some 
alphabet A and let p be the complement language 
of p over the same alphabet. In other words, p 
includes all words that are not included in /3. Then 
for any other language y over A, the following holds 

(YCP)=(ynp=0). 

Now let .@ be a property with its associated lan- 
guage L(Q) and let 5 be the complementary prop- 
erty with its associated language LX%;) = L(Q). 
Thus, Definitions 1 and 2 can be rewritten as 

(U b SOME @) = (L”(u) n L(a) # 0) 

(U FALL @I = (LA\(u) CL(@)) = (L*(U) nL(@) = 0). 

Finally, we obtain the desired 
by substitution 

u b SOME @ = T(U I= ALL s> 

u b ALL Cp = -I(U k SOME 5). 

duality relationships 

3.4 Detection of Dynamic Properties 

For the sake of concreteness, in what follows we 
consider only properties that correspond to regular 
languages. As we shall see, most of the existing 
proposals, including behavior patterns on local states 
(Miller and Choi, 1988; Fromentin et al., 1994) and 
global states (Cooper and Marzullo, 1991; Babaoglu 
and Raynal, 1995), happen to be special cases of 
such properties. Moreover, these properties admit 
simple and efficient detection algorithms. 

It is well known that grammars that specify regu- 
lar languages are equivalent to deterministic finite- 
state automata. Formally, an automaton is a 5-tuple 
(A, Q,qO,QF, G)where 

A is a finite alphabet 
Q is a finite set of states 

‘In specifying these languages, we use regular expressions with 
the usual syntax rules. 

4Words abunc and abcuc of L*(u,,,) are also in .L(@,). 
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q. is an initial state 
QF is a set of accepting states 
6 is a deterministic transition function. 

Let @ be a property such that L(Q) is a regular 
language. The finite state automaton that recognizes 
L(a) is given the same name as the property itself. 
Figure 5 illustrates the two automata recognizing the 
languages associated with the properties a1 and @‘2 
of the example of Section 3.2. In the figure, accept- 
ing states are shown as triangles. 

Given a property @ and DAG G, let R’(u) 
denote the set of states of the automaton recogniz- 
ing L(a) that are reached after processing all of the 
words in L”(v). Recall that L”(U) is the language 
associated with node u of G defined as the set of all 
words that are labels of all directed paths of G,. For 
example, given the automata of Figure 5 recognizing 
L(*,) and L(@Z), and the DAG of Figure 4, we 
have R’l(u,,) = {q3, q5) and R’Z(u,o) = (qJ. Note 
that R’r’l(u,o) n QF # 0, while R’~(u,,) L QF. 
From the previous section, we know that for this 
example u,~ K SOME aI and uro K ALL a2. In 
fact, this relationship can be shown to hold in gen- 
eral by rewriting the satisfaction rules of Section 3.2 
as follows after applying the definitions 

u ti SOME @ = (R*(u) n QF # 0) 

u k ALL @ = (R*(u) G QF). 

Expressing the satisfaction rules in terms of rela- 
tionships between the accepting states and the set of 
reachable states of the automaton gives us effective 
decision procedures for computing them. 

Given a property @, an automaton accepting L(Q) 
and a labeled DAG G, the problem of detecting the 
propety can be reduced to computing the sets R’(u) 
for each node v of G. We proceed inductively in 
defining R@(u). 

Base case. First, we augment G by adding a ficti- 
tious node u. and new edges such that u. becomes 

L(8,) = aba’c(ac)’ L(e,) = (b t c)*a(a + b)‘c(a + b t c)’ 

Figure 5. Two properties and their respective languages as 
finite automata. 
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KQ(i,,,) := is”) 
don1 := (V”} 
while (3~ E \” : (o f done) A (31 t dam : (u.v) t Ii) do 

,,nrlrrd::: {} 
foreach (1% # donr prrd(u) C done) do 

R@(c) := 1) 
for-each II E A(v) do 

foreach II E prra(u) do 
foreach q E R*(u) do 

R”(I,) ‘= R*(u) u {6(q.n)) 
od 

od 
od 
rrnrhrd := rrnchcciu {II] 

od 

clove := done U wachrd 

od 

Figure 6. A generic algorithm for detecting property @ in 
directed acyclic graph G(V, E) with labeling function A( ). 

an immediate predecessor of all source nodes in the 
initial graph G. The node labeling function is ex- 
tended such that h(c,) = {E}. Then, by definition 

R@(C)“) = (4”). 

ZnductirTe step. Let pred(u) be the set of nodes 
that are immediate predecessors of node I’ in G. Let 
RFr,Ju) be the set of reachable states of the au- 
tomaton recognizing ,5(Q) after processing all words 
associated with nodes in pred(u). In other words, 

RjPre<,(, j = u R*(u). 
II tpred(l,) 

Thus, by induction we have 

R@(P) = U Hq, a). 
4~ R&d,, ,. a= A([,) 

The above inductive definition can be easily trans- 
formed into a computation by doing a breadth-first 
traversal of G starting at node ug as shown in 
Figure 6. 

4. PROPERTIES ON CONTROL FLOWS 

In this section, we will instantiate the generic dy- 
namic property detection algorithm of the previous 
section in order to detect properties on control 
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flows. In other words, the directed acyclic graph of 
interest is the DAG of local states ,5” == (S, < ) de- 
fined in Section 2.2 and the alphabet of interest is a 
set of local predicates. 

4.1 Local Predicates 

A local predicate is a formula in propositional logic 
(boolean expression) naming only variables that are 
local to a single process. Let d, be such a local 
predicate. If the predicate holds in some local state 
v of 9, we say that (T satisfies C$ and write (T k 4. 
Let A be an alphabet consisting of a finite set of 
local predicates. We define a labeling function for 
the distributed computation 9 = (S, +) such that 
the labels of a local state are the local predicates it 
satisfies 

As an example, consider the distributed computation 
of Figure 7 where X, y and z are three variables 
local to processes P,, P,, and P,, respectively. Each 
local state u,’ is characterized by the value of the 
corresponding local variable. In Figure 7, values of 
the variables are shown next to each of the local 
states (e.g., in local state a: the local variable y has 
value 2). Let us consider the following four local 
predicates 4, = (x < 3), & = (x is prime), 4X = (y 
# 0) and +d = (z < 4). For the computation of Fig- 
ure 7, we have u: b &, a: b &, (T,’ k +,, (T,~ I= 

g:, I= 43, a: I= 43, ff2’ t= 43, a; I= 43, a:) I= 

::: a: I= 4 4 and a: k +d. Thus, .Y labeled with 
the alphabet A = I&, &, &, &) is as shown in 
Figure 7. 

4.2 Behavior Patterns on Local States 

Consider the class of properties that can be specified 
as a set of predicates that need to be satisfied in a 
particular order during a computation. Each such 
sequence is called a behavior pattern. Recall that in 
Section 2.2 we defined a control flow associated with 

Pl 

p2 

p3 

Figure 7. DAG of local states annotated with values of three variables and node labels. 
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some local state u as a sequence of local states that 
are pairwise adjacent in 9 and the sequence begins 
at some initial state and terminates at V. In other 
words, control flows of a computation correspond to 
directed paths of 5 Given an alphabet of local 
predicates, the language L(@,) associated with the 
control flows of a local state is able to express 
behavior patterns that are admissible by the prop- 
erty @. 

The satisfaction rules introduced in Section 3.2 
have the following meaning when interpreted in the 
context of distributed computations as a DAG of 
local states. 

Definition 3. Given a computation 9 and property @ 
on controlflows, a local state (+ satisfies SOME @ 
if and only if there exists a control flow r, terminat- 
ing at local state CT such that h(~~) includes at least 
one word of L(Q). That is, 

(+ k SOME @ = (L”(a) n L(m) f 0). 

Definition 4. Given a computation 9 and property @ 
on controlfiaws, a local state u satisfies ALL Q, if 
and only if for each control flows rC terminating at 
local state g, every word of /$rV,) is included in 
L(Q). That is, 

u b ALL CD = (L*(a) c L(Q)). 

For example, consider the properties CD, = &+l, 

a2 = 4,4: A, a3 = A& and a4 = (4 + dd*@ 
on control flows specified as regular expressions over 
the alphabet A = I&, &, &, 4J as defined before. 
For the computation of Figure 7, the following rela- 
tions hold 

Recalling the duality results of Section 3.3, we can 
immediately conclude that u: k ALL s3 and ~2 b 
SOME &,. 

4.3 Run-Time Detection of Properties 
on Control Flows 

As discussed in Section 3.4, regular languages can be 
recognized through deterministic finite state au- 
tomata. In the case of properties on control flows, 
we can instantiate the generic algorithm of Figure 6 

such that detection can be done at run time without 
introducing any delays and without adding any con- 
trol messages to the distributed computation. All 
that is necessary is to piggyback control information 
onto the existing messages of the computation as 
described below. 

Let @ be a property such that L(a) can be 
recognized by the finite state automaton @ = 
(Q, A, qO, QF, S>. A controller is superimposed on 
each process Pi of the computation that maintains 
an array BJQ] of boolean values with the following 
semantics: For each state q E Q, the element B,[q] 
is set to true if and only if there exists a control flow 
rfl terminating at the current local state u of Pi 
such that at least one word in i((,) places automa- 
ton @ in state q. Initially, only Bi[qO] is defined to 
be true. The algorithm executed by each controller 
can be easily derived from the generic algorithm and 
is shown in Figure 8. Note that the detection algo- 
rithms presented in (Miller and Choi, 1988; Hurfin 
et al., 1993; Fromentin et al., 1994) are particular 
cases of this generic algorithm. 

Let B, denote the value of array B at local state 
u as maintained by the algorithm of Figure 8. Then, 
the satisfaction rules for SOME and ALL applied to 
properties on control flows can be easily computed 
through the following relations that are obtained 
from the definition of array B 

The duality relations can be interpreted in terms of 
these definitions as follows. Let @ = 
(A, Q, qO, QF, 6) be the finite state automaton ac- 
cepting the language L(a). Then, the automaton 
& = (A, Q, q,,, Q - Qr, 6) accepts the language 
L(q) which, by definition, is L(a). Thus, the duality 
relations take on the following form when inter- 

when P, enters a new local state CT,: 
foreach a t X(0,) do 

O”[Q] := (false, , false) 
foreach (q E Q : B,[q] = he) do 

foreach I‘ E 6(q, a) do B”[r] := trtlr od 
od 

od 
foreach q E Q do B,(q] := v E”[q] od 

06iCO., 

when P, sends a message m: 
piggyback B,[Q] on m 

when Pt receives m conlairling B,,: 
foreach q E Q do B.[q] := S[q] v &[q] od 

Figure 8. Algorithm executed by the controller of process 
Pi in order to detect properties on control flows. 
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preted with respect to properties on control flows 

ak=SOME@ 

= 7Wq E Q: ((B,[q] = true) 3 q E Q - QFI> 

CTk=ALLd, 

= T(3q E Q:((B,[q] = true) A q E Q - Qr)). 

5. PROPERTIES ON OBSERVATIONS 

There are many interesting properties of distributed 
computations that cannot be specified in terms of 
control flows, which only consider local predicates. 
Properties such as deadlock, termination, and mu- 
tual exclusion require us to reason about global 
states of distributed computations. Thus, we will 
instantiate the generic dynamic property detection 
algorithm of Section 3.4 in order to detect properties 
on observations, which are in terms of global states. 
The directed acyclic graph of interest is the lattice of 
global states 2 defined in Section 2.3 and the alpha- 
bet of interest is a set of global predicates. 

5.1 Global Predicates 

A global predicate is a formula in propositional logic 
that can name any variable of any process. It is 
meaningful to evaluate global predicates only in 
global states that are consistent. As such, the appro- 
priate model for interpreting global predicates is the 
lattice 2. If a global predicate cp holds in some 
global state C of _Y, we say that C satisfies cp and 
write C b cp. 

Given a finite alphabet A of global predicates, a 
labeling function A is defined on global states in a 
way analogous to that for local states 

VC:A(C) = {cpEA:I: b cpl. 

Consider for example the lattice of Figure 9 corre- 
sponding to the distributed computation of Figure 7 
and the two global predicates 

cp] = ((x >y) A (y > 2)) 

(p* = ((x + y) 3 (x > 2)). 

We can see that global state C, = (cr,‘, ai, CT: 1 (in- 
dicated as 111 in Figure 9) satisfies both cp, and (p2, 
thus obtaining the label {cp,, (pJ. The labeling of the 
entire lattice with the alphabet A = {cp,, cpJ is 
shown in Figure 9. 

5.2 Behavior Patterns on Observations 

In Section 4.2 we defined behavior pattern as a 
sequence of predicates that a computation satisfies 
and considered properties that could be specified in 
terms of behavior patterns on local states. We now 

p2 

p3 

I!!+ S 
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tf} 

000 100 200 
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Figure 9. Lattice _Y of global states labeled with predi- 
cates. 

consider properties on global states specified as sets 
of behavior patterns on observations. In this case, a 
sequence of global predicates defining a behavior 
pattern must be satisfied by a sequence of global 
states in order for the corresponding property be 
recognized. In other words, a global property Cp, 
through its associated language L(a), defines a set 
of admissible behavior patterns on observations. 

With respect to the lattice of global states, an 
observation is the analog of a control flow for local 
states. As such, we can define the modal operators 
SOME and ALL in terms of global properties and 
observations in a manner analogous to those for 
local properties. 

Definition 5. Given an alphabet A of global predi- 
cates, lattice 2, labeling function h, node Z of 2 
and a property @ over A, X k SOME @‘, if and 
only if there exists some labeling of at least one 
observation terminating in Z that defines a word in 
L(Q). 

Definition 6. Given an alphabet A of global predi- 
cates, lattice 2, labeling function A, node C of 2 
and a property @ over A, 2 k ALL Q’, if and only 
if all labelings of all observations terminating in 2 
define words in L(a). 

For the example of Figure 9 and the global predi- 
cates cp, and (p2 as defined above, we have 
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(Viz, g;, a;> K SOME (cp: ql & with alphabet A 
= { qo,, 50~) while (a:, ~2, a:) b ALL vOZ’ with al- 
phabet A = {cp,l. 

5.3 Run-Time Detection of Properties on 
Observations 

A fundamental requirement for detecting properties 
on observations is the construction of consistent 
global states so that global predicates may be evalu- 
ated over them. In the most general case, the entire 
lattice of global states, representing all observations 
of the computation in question has to be constructed 
and traversed. To achieve this, each process Pi of 
the computation is augmented with a controller that 
sends local states produced by Pi to a monitor. The 
monitor pieces together local states received from 
the processes in order to construct consistent global 
states and to incrementally build the lattice. Several 
algorithms are known for doing such constructions 
based on a mechanism of vector clocks to ensure 
consistency of the global states (Cooper and 
Marzullo, 1991; Diehl et al., 1993). 

Construction of the lattice and checking of prop- 
erties can be performed at run time (i.e., concur- 
rently with the distributed computation) by the mon- 
itor through the algorithm shown in Figure 10. Note 
that this is simply the generic algorithm of Figure 6 
instantiated with the lattice L? as the DAG. 

As indicated in Section 3.4, we consider only the 
detection of properties corresponding to regular lan- 
guages (and thus each property @ can be recognized 
by a finite state automaton @ = (A, Q, q,,, QF, 8). 
With each global state I: of the lattice, we associate 
a boolean array B,[Q]. For each state 9 E Q of the 
automaton, element B,[q] is true if and only if 

previous := {C-l} 
current := {CO} 
while (current # 0) do 

foreach C E current do 
foreach q E Q do &,d[q] := v Bx,[q] od 

PEP-Cd(B) 

foreach (I E X(C) do 
E"[Q] := (false,. , false) 
foreach (q E Q : E&q] = true) do 

foreach r E 6(q, a) do B”[r] := true od 
od 

od 
foreach q E Q do Bx(q] := v E”[q] 

.EAW 
od 
previous := current; 
current := {global states directly reachable from those in previous} 

od 

Figure 10. Algorithm executed by the monitor in order to 
detect properties on observations. 

there exits an observation terminating at C whose 
labeling puts the automaton in state q. A fictitious 
global state Z-r is added to the lattice as the unique 
predecessor of the initial global state Co and 
B,-,[ qo] is the only element of B,- I that is initially 
true. Function pred(2) returns the set of global 
states that immediately precede X in the lattice. The 
algorithm needs to consider only the global states of 
two adjacent levels of the lattice maintained in sets 
previous and current (the immediate predecessors of 
a global state in current belongs to the set previous). 
For each state Z of current, the algorithm computes 
BJQ] from the values associated with pred(X) and 
the labeling of 2. 

As with properties on control flows, the satisfac- 
tion rules for SOME and ALL can be easily com- 
puted from B, through the following relations 

The duality relations of Section 4.3 can be applied to 
global properties in a completely analogous manner. 

Note that this general detection algorithm for 
behavior patterns on observations can be simplified 
in case the properties of interest are not as expres- 
sive as regular languages. For example, Cooper and 
Marzullo (1991), consider properties on single global 
states rather than behavior patterns. Babaoglu and 
Raynal (1995) consider properties specified through 
simple sequencing and interval negation. For these 
special cases, our modal operators SOME and ALL 
correspond to Pos and Def of (Cooper and Marzullo, 
1991; Babaoglu and Raynal, 1995). 

6. THE EREBUS DISTRIBUTED DEBUGGER 

In the previous sections, we have presented a model 
of distributed computation, a unified framework to 
specify dynamic properties of these computations 
and algorithms to detect properties either on control 
flows or on observations. This work has been carried 
out in the context of a project to design and imple- 
ment a distributed debugging facility called ERE- 
BUS (Hurfin et al., 1993a). We now briefly describe 
this system. 

EREBUS is a debugger for distributed programs 
running on a 32-processor Intel hypercube written in 
Estelle (Estelle, 1989) an ISO-standard language 
particularly well suited for protocol descriptions. Es- 
telle is a cross between Pascal and communicating 
automata: a program is composed of processes that 
interact through message passing on FIFO channels. 
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Each Estelle program is an automaton described as 
a set of transitions from one local state to another 
local state. Each transition has a guard stating a 
condition on the local states or on the type and field 
value of the first message on some input port, and 
an action block formed by a Pascal-like instructions. 

EREBUS consists of three main components: 

l An observation tool that, during the first execu- 
tion of an Estelle program, logs control informa- 
tion in order to be able to replay it later (i.e., to 
reproduce the same partial order of events). 

l The replay tool, which takes the same program 
and the previously logged control information so 
as to reproduce an execution equivalent to the 
first one. Actually this re-execution can be repro- 
duced on the same machine (Intel hypercube), or 
on a local-area network of workstations or even on 
a single workstation. This component is similar to 
the one described in Lebanc and Mellor-Crummey 
(1987); we consider the message passing model 
whereas Lebanc and Mellor-Crummey (1987) con- 
siders the shared-variable model. 

l The final component of EREBUS consists of the 
run-time detection (either during the initial execu- 
tion or during a replay) of dynamic properties as 
described in this article. 

The first two components are fully implemented 
and functional. Some experimental results are de- 
scribed in Hurfin et al. (1993a) and Gerstel et al. 
(1994). The last component is partially implemented 
in that we can detect properties on control flows. 
The main problem with properties on observations is 
the building of the lattice. Because the size of the 
lattice can be exponential in k (where k is the 
maximum number of events produced by a single 
process), it appears that detection of properties on 
observations may be infeasible. With this motivation, 
we have investigated detection of restricted proper- 
ties on global states that do not require the con- 
struction of the lattice (Fromentin and Raynal, 1995). 

The lessons learned from the implementation ef- 
fort of our run-time detection algorithms can be 
summarized as follows: detection of properties on 
control flows is feasible while detection of properties 
on observations appears not to be. Thus, from a 
practical point of view, we are lead to two possible 
strategies: 

l First, properties should be expressed on control 
flows, whenever this is possible. 

l Second, to be feasible, detection of properties on 
observations has to be augmented with certain 

heuristics such that construction of the full lattice 
can be avoided. In this case, however, the notion 
of “detection” has to interpreted as “approximate”. 

EREBUS has been used to detect control flow 
properties of protocols for implementing RPC-like 
mechanisms and causally-ordered communication. 

7. CONCLUSIONS 

We have presented a general framework that allows 
us to express a large class of properties for dis- 
tributed computations as languages over alphabets 
of predicates. We have shown that if the predicates 
are on local states, the behavior patterns are on 
control flows of the computation; if the predicates 
are on global states, the behavior patterns are on 
observations of the computation. A control flow 
satisfies a behavior pattern if the sequence of local 
states defining it satisfies the sequence of local pred- 
icates of the pattern. Similarly, an observation satis- 
fies a behavior pattern if the sequence of global 
states defining this observation satisfies the se- 
quence of global predicates of the pattern. This 
language-oriented approach to dynamic property de- 
tection allows us to understand a large number of 
existing algorithms as special cases of a generic one. 

We have seen that the detection of behavior pat- 
terns on control flows can be done at run time and 
without requiring additional messages; only piggy- 
backing of an array of bits (one for each of the finite 
state automaton accepting the language associated 
with the property) is necessary. Thus, detection of 
these properties can be rather efficient. Detection of 
behavior patterns on observations, on the other hand, 
can also be done at run time; however, in its full 
generality it requires an additional monitor process 
to construct all possible observations of the compu- 
tation. As such, detection of such properties can be 
rather expensive. This is the cost to be paid for 
being able to specify and detect a larger class of 
properties. The detection algorithms we have pro- 
posed can be seen as on-the-fly model checkers in 
the sense that they have no a priori knowledge of 
the model against which to check a property but 
have a infer it on the fly. 

From a practical point of view, run-time detection 
of dynamic properties is a fundamental problem 
when one is interested in analyzing or debugging 
distributed executions. The work presented in this 
article originated from the EREBUS distributed de- 
bugger project (Hurfin et al., 1993a). The algorithms 
that have been described in this work are currently 
being implemented within the debugging facility. 
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