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Abstract

Internet is changing. The adoption of IPv6 is only one change. The number of mobile hosts connected to
the network is increasing also due to the wide application of the wireless technology. In this scenario there
are also new threats to user privacy.

This paper analyzes how to protect the user privacy in a global view from the data link level up to
the applications. In fact, several information about user habits in terms of identity, physical location
and movements as well as corresponding hosts and visited sites can be inferred by eavesdropping the
data exchanged on local networks at the data link layer. We describe a method to compute dynamically
changing unique hardware addresses of network interfaces for the anonymization of data-link traffic and
how to integrate this protection with those available at the upper layers.
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1 Introduction

1 Introduction
Security and privacy have always been two sides of the same problem. A lot of work has been
done so far to enhance the authentication of communicating peers [KA98a] [MC02] and to pre-
serve the integrity and the privacy of data exchanged between them [KA98a] [DA99, HK95,
FKK96] [CD01]. However, the effort for preserving the privacy about the location and the identity
of a mobile host is a quite novel research issue.

The result of a projection of the Internet (and its underlying IP technology) growth shows
that mobile computing will be one of the main issue tomorrow. The World Wireless Research Fo-
rum in its “Book of Visions” [WWR01] foresees that in the future wireless units (portable phones
with capabilities that go far beyond those of third generation/UMTS devices) will be IPv6-only
devices capable of using software-radio technology to access all kinds of possible wireless com-
municating infrastructures (GSM, UMTS, LPD, 802.11, bluetooth to cite some in use nowadays).

In this scenario privacy must be intended also as untraceability, i.e. the right for users to keep
their identity and location private. In short, while in the past the main focus has been put only
on the privacy of data, today we must also consider the privacy of users.

Users move carrying their portable devices and navigating through different and heteroge-
neous wireless infrastructures: public telecommunication networks as well as hot spots [HS] or
service networks for info in public places. The users’ devices communicate through several net-
works under different administrative domains, with in general no guarantees of fairness and
correctness about the management of data. Providers of connectivity could use any transiting
packet to collect information about user habits, interests, standard move schedules.

To preserve users’ privacy at least the following information must be kept secret:
� identity. Information about the identity of the user (in terms of her name) are not directly

included in the communication protocols but can be inferred by analizing the pattern of
traffic generated by the user. In fact, a host (which is owned in the common case by a
single person) can be identified by its hostname or even by the unique hardware address
of its NIC, thus revealing these information is in some sense similar to revealing the user
identity. There are also many other sources of data that can provide significant information
about the identity of the user (e.g. the address of her home agent or the prefix of her home
network). In general, it is possible to collect data about habits of users by tracking their
machines.

� location. Clearly it should not be possible to track where the user is currently.
� data and pattern of traffic. Not only the privacy of data must be preserved but also the

pattern of traffic (i.e. visited sites, endpoint of connections, etc...), as it may carry important
information that could be used to identify the user. A common academic example is the
spying attack to a stock exchange agent: in this case the timing of a stock order is a priceful
information itself, regardless to the content of the message. Recent studies have shown that
also encrypted web traffic can carry interesting information [SSW

�

02].

The rest of the paper is organized as follows: in section 2 we analyze in details the untrace-
ability problem; then we present a new technique to achieve untraceability at the data-link level
in section 3; we describe limitations and open problems of the proposed technique in section
3.1 and finally we show how to extend this data-link layer solution to a global approach to the
privacy problem in section 4. A comparison with related works in section 5 and the section of
conclusions and future works complete the paper.

2 IPv6 untraceability weakness
At the moment of writing, the problem of untraceability in the new IPv6 protocol remains unre-
solved.
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3 A proposal for untraceable hardware addresses

In fact, IPv6 stateful address autoconfiguration [DBV
�

02] does not guarantee full anonimity
and untraceability for a host, as its network layer address must be negotiated with a potentially
untrustful entity which mantains a table of associations between network layer and data-link
layer addresses of all statefully-configured hosts. Besides, the hosts keep using their unique hard-
ware addresses as data-link layer addresses and this makes them traceable by on-link attackers
and off-link attackers who have access to the association table data.

With IPv6 stateless address autoconfiguration [TN98] the situation is even worse. The hard-
ware address of the user’s device is directly included in the interface identifier portion (the last
64 bits) of public unicast addresses, so significant information about the user’s identity can be
collected by simply eavesdropping the traffic in any position inside the links of the two commu-
nication endpoint or along the communication path.

Moreover, this behaviour allows a potentially dangerous correlation of the data collected at
the hand-off that follows a movement of a mobile host from a (typically wireless) link to another.
In fact, the interface identifier portion of the initial addresses (the address before the movement)
and that of the final address (the address after the movement) of the host are coincident. So,
it is possible for probes (programs that put interfaces in promiscuous mode or read-only state)
to collect data about user habits, standard transit times on a network or standard paths of the
user in terms of visited network cells. (See [Air] as an example of method used to spy wireless
networks).

To solve these traceability problems, IETF has published in early 2001 an interesting proposal
[ND01] that adds privacy extensions to the existing stateless address autoconfiguration mecha-
nism. Unfortunately, this proposal works at the network level, and this leaves the host traceable
by on-link attackers. Moreover, it has been showed that this proposal does not provide full un-
traceability to hosts [Pas01, Pas02], and that it does not provide an acceptable degree of privacy
if the network prefix is univocally assigned according to the hardware address of the device (e.g.
the dialup ISP scenario) [DS02].

From the previous analysis, it is clear that the anonimity and untraceability problem must be
handled at the data-link layer. In fact, even if there were a mechanism providing perfect network
layer anonimity and untraceability, it would always be possible to reconstruct the user’s identity
(and thence, her location) not only by analyzing patterns of the generated traffic (e.g. accessed
sites, home addresses, home network prefix, etc), but also from its unique hardware address. In
fact, a wireless interface, as well as a IRlan infrared node, sends its hardware address along with
each packet, and it is possible to force the trasmission of a packet (e.g. by a ping to a broadcast
address). It is certainly true that hardware addresses are visible only to directly connected hosts
(thus hosts are prone to local attacker only), but nowadays the users get connected (sometimes in
an unaware manner) to several untrusted network, so this is a problem to take into consideration.

3 A proposal for untraceable hardware addresses
As already stated, to achieve a reasonable degree of untraceability, we need to develop a mecha-
nism to create unique, random and dynamically-changing hardware addresses.

In fact, to be untraceable an hardware address must have the following characteristics:
� it must be unique in a scope that is at least wide as the link scope if the network layer ad-

dress is obtained by stateful address autoconfiguration [DBV
�

02] or if other techniques are
used to provide untraceability of the network layer address [ND01], and at least wide as
the scope of the widest-scoped network prefix published by the routers which are on the
same link of the host if network layer addresses are obtained by stateless address autocon-
figuration [TN98]

� it must depend from the prefix of the network where the host is and it must change when
the host moves from a network to another (in order to achieve spatial untraceability)
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3 A proposal for untraceable hardware addresses

� it must change in time (in order to achieve temporal untraceability and to prevent attackers
from being able to perform a thorough study of the user’s habits, which could eventually
bring them to the identification of the user)

� when the address is changed, the new address must be hard to calculate for external ob-
servers while computationally easy to calculate for the host.

Besides, if we want to implement a real-world solution which is based on these considera-
tions, then our hardware address must satisfy the following conditions too:

� its format must be compatible with the one of the hardware addresses already in use, not
to require the current implementations of upper and lower layer protocols to be modified;

� nodes that make use of generated hardware addresses should be able to communicate with
all those nodes that do not support the privacy extensions at the data-link layer presented
in this paper;

� it should be possible, with the authorization given by the user, to go back to the hardware
address used in a specific period of time (legal traceability).

There are two possible ways to obtain a procedure that generates unique addresses: by de-
veloping a technique that guarantees the a priori unicity of generated addresses or simply by
generating random addresses and detecting conflicts with the other hardware addresses used on
the same link.

Duplicated address detection at the data-link layer (which must not be confused with the du-
plicated address detection procedure specified in [TN98] or with the new duplicated interface
identifier detection procedure being developed by IETF - in fact both of these work at the net-
work layer) is certainly not a common practice nowadays, at least in the most used networking
technologies for local area networks, and we are quite confident that there would be at least a
few problems to solve in order to develop a robust conflict detection procedure that works in a
wide range of cases. Furthermore conflict detection should be avoided on mobile hosts as it is a
time and energy consuming task: it requires energy as it requires more in terms of transmission
time and also time as the conflict detection protocol must terminate before sending data on the
channel. Energy is a critical issue on battery operated units and handoff time must be minimized
for the mobility to be effective.

Thus we will focus our attention on methods that provide a priori unicity for the generated
addresses.

Different proposals can be made:
� assigning a large-enough range of hardware addresses to every interface and using the

network prefix as a parameter for the computation of the generated address.

The generated hardware address would then be:
���������	��

�����������

where NP is the net-
work prefix and HWn is one of the hardware addresses of the interface, chosen at random
in the range of addresses assigned to the interface. The lifetime of each generated address
should be chosen randomly between a given minimum and maximum value, which could
be administratively configured.

This solution is easy to implement and it safisfies nearly all of the conditions above, but
it presents a problem: spatial untraceability requires the interfaces to be assigned a wide
range of addresses (otherwise in a few changes the interface would be assigned a generated
address already used recently) and this would limit the maximum number of interfaces that
can be allocated in a limited address space (e.g. the 48-bits address space of EUI48).

� assuming the existence of a synchronized clock, using both the network prefix and the cur-
rent time as parameters for the computation of the generated address. This is a somewhat
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3 A proposal for untraceable hardware addresses

reasonable assumption, as the WWRF’s “Book of Visions” [WWR01] forecasts that next-
generation mobile devices will have GPS capabilities.

Moreover, there is no need of having strong syncronization and we are quite confident that
a well-configured NTP client should provide a level of synchronization which will be more
than enough for the normal use.
In fact, if � is the maximum bias between the local time of two interfaces, it is possible to
guarantee the unicity of hardware addresses by setting a minimum address lifetime of ��� ,
losing only one bit in the unique hardware address space of the interfaces.
Actually, this scheme makes use of unique hardware addresses that are 1 bit shorter than
usual (e.g. 47 bit for EUI48 interfaces). Given



as the number of bits reserved for the

hardware address we reserve the first

����

for the hardware address while the last one is
kept to avoid collisions due to clock de-synchronizations.
Let �	�
��� be the lifetime of a generated address, which is equal for all the interfaces of a
single data-link defined network, then the generated address will be:

���������	��

��� ��� �����
� ��
���� � ������� � ��� � ������� � � � � where NP is the network prefix, N is the lenght in bits of the
hardware address, HW is the hardware address of the interface (which is unique in an
address space of N-1 bits), t is the interface time in units of T size, and odd(t) is the oddity
value of t (that is

����� � � ��� ��
���� �����
).

The generated address is always unique, as in every network two nodes with different
hardware addresses will produce different generated address.
���������

must be an encryption function: mathematically for each given key it is a permu-
tation of the set of hardware addresses. The inverse function must be computationally
hard to compute. With 64 bits hardware addresses DES could be effectively applied; other
algorithms can be applied to encode 48 bit. Even if a 48 bit message can be decoded in
some weeks by brute force, it is ineffective for computing all the real hardware addresses
needed to collect data on a number of users. Clearly the use of 64 bit hardware addresses
would give a better degree of privacy but it is not compatible with the majority of network
interfaces today (IEEE802 compliant).

With the authorization of the user and the knowledge of the address HW, it is possible to
find out which generated hardware address has been used in a specific period of time (with
an accuracy of ��� ). So, the legal traceability requirements specified above are fully satisfied.
Notice that during the address update process there can be a de-syncronization between
the interfaces that can bring some of them to have a wrong value of t. Anyway, as the de-
syncronization of the interfaces never lasts more than ��� and t never differs of more than
one unit from its correct value, the proposed algorithm is still successful in providing a
unique generated address. In fact, if two nodes are de-synchronized (that is, if they have
different values of t), the hardware addresses of node 1 may produce a value of

� � �	� �
�!����
"��� � � ����� � which is equal to the the value

����� � � � � ��
"��� � � ����� � produced by node 2,
but the generated address of the two nodes will be different as

���#� � �!���%$�&����� � � � � .
Notice that this procedure does not present the same counterindications of the previous
one.

This generated hardware address can be used to obtain a unique and untraceable interface
identifier, according to the rules specified in [HD98].

Thus, the network layer address can be configured by stateless address autoconfiguration
[TN98], and there is no need to resort to any kind of privacy extensions [ND01] or to stateful
address autoconfiguration [DBV

�

02], as the privacy and the untraceability of the network layer
address is already guaranteed by the use of the generated hardware address.

The security of this procedure can be incremented by introducing a random delay in the up-
date of the addess (and by incrementing the minimum lifetime T of the generated addresses as
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3 A proposal for untraceable hardware addresses

well), to make sure that the synchronization of the clock cannot be used to recognize an invariant
pattern in the traffic.

3.1 Known problems
The proposal introduced above presents a few minor problems.

First of all, there is a non-zero probability that the generated address of a host will conflict with
a ordinary hardware address assigned to another host that does not make use of our procedures
and is on the same link of the former one. Although we expect this situation to be very rare, the
address generation protocol must handle this case too.

This problem should be addressed either

� by avoiding collisions by cutting off a specific range of addresses for untraceable devices,

� or by forcing everyone to use untreaceable address on a specific network (excluding the
others)

� or by detecting collisions and changing duplicated addresses.

The former approach leads to a narrow address space thus it weakens the protocols for brute-
force attacks. The latter should be avoided for efficiency. The second solution has an implemen-
tation problem: the traceable host should be ostracized by the network, so a method to exclude
an interface from the network is needed.

There is also a minor annoyance with stateless address autoconfiguration [TN98]. Actually,
as the network prefix is an indispensable parameter for the calculus of the generated address, it
is imperative for a node implementing our hardware address untraceability protocol to retrieve
this information before the actual generation of the address.

A possible solution could be putting the interface card in promiscuos mode, sending a few
Router Solicitation ICMPv6 messages [NNS98] on the channel medium with a broadcast source
address, and waiting the correspondent Router Advertisement response from the router. Notice
that there are no problems if the network prefix is administratively configured on all hosts.

Besides, as nobody has studied so far the interactions between dynamic-changing hardware
addresses and stateful address autoconfiguration, an extensive testing phase is needed in this
case.

Finally, this method is critical for physical networks using several global scope prefixes. In
fact, it is not possible to compute a physical address for each prefix as each interface must have a
single physical address. If we allowed in theory the use of multiple hardware address per inter-
face, this would have lead to the possibility of collision between addresses for different prefixes.

A proposed workaround is simply choosing the highest network prefix value among all those
assigned to the physical network (published by routers or administratively configured). Notice
that there is a possible attack to this method: by agreeing to publish the same fictitious global
scope (but not routed) network prefix, malicious entities could force the encryption key to be the
same on several networks (thus hosts moving from one of these networks to another one would
have always the same generated address, regardless from the network they are visiting).

Another way to address this problem could be to use a key cryptographically obtained from
the prefixes assigned to the network instead of a particular prefix in the computation of the gen-
erated address. We could use the same cryptographic method to generate the addresses and to
compute the key. E.g: ��� � � ����� � �	� � � ������� �

� ���������	� � � �	������
 � ��� ��� �	���
���
� ��� where
� � �	����� �

����� ��������
 �
���
are the network prefixes, sorted according to a well-defined criterion. In this way, as it is statis-
tically very rare to find two different networks with the same set of assigned prefixes, it is also
computationally hard to find, among several networks, two set of network prefix that produce
the same key.

It is our opinion, anyway, that in a secure and private network it is possible in many cases to
introduce the constraint to have one single global scope network prefix.
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4 The road to full untraceability

4 The road to full untraceability
As already stated, untraceability of the hardware address is not enough to provide a real solution
to the untraceability problem.

In fact, the privacy can also be violated by reading and analyzing the data exchanged through
the network and the pattern of traffic.

For what concerns the privacy of the data, they can be encrypted using standard crypto-
graphic techniques like IPsec Encapsulated Security Payload [KA98b]. Unfortunately, this ap-
proach is not enough to guarantee an acceptable level privacy. In fact IPsec encrypts only the
payload portion of the packets data, while keeping the header portion (and thence the addresses
of the connection endpoint) in cleartext.

Here the problem is a structural one, because, as the IP routing architecture is completely
based on the use of routable addresses, the network prefix portion of the addresses contained in
the header of each packet carries a significant information about the location of the communica-
tion endpoints and the identity of the communicating users

This is a structural characteristic of IP-based networks and cannot be subverted. Hence, an
alternative (trusted) anonymization mechanism is needed, maybe with a distributed method.
Each packet must be sent to the anonymizer with destination address and payload independently
crypted.

The packets sent to the anonymizer should be encoded this way:
��� ��� �������	������� � � �	� ��
 ��� � � ��� ��� �������	������
 ����
 ��� ��
 � ���

or � ���	� ��� �	� ����� � � � ��� ��
 �#� � ��� ���	� ��� �	� ����

� ��
 ��� ��
 � � ���

where
� ��� �������

is a public Key encryption function (e.g. RSA),
�����

and
����


are the pub-
lic keys of the anonimizer and the destination host, respectively. The anonymizer decrypts the
destination address and sends the payload unchanged to its final destination.

In this schema the real destination is hidden in the path from the sender to the anonimizer,
the real sender is hidden in the path from the anonymizer to the destination, and the anonymizer
itself is able to see the traffic pattern but not the data tranferred.

Anomizers are commonly used today in the Internet as commercial services (e.g [Ano]).
They are provided by private companies, many of them small and unknown, and they are used
mainly to anonymize web navigations (thus unencrypted data). Users must trust completely
the anonymizing service as data and destination are encrypted together. Needless to say, unfair
companies could collect the history of all the navigation of their users.

It is possible to envision two different designs for the anonimization mechanism:
� Trusted anonymizer: provided by a well known company, maybe as a side-service by the

telecom company which provides connectivity. The service (maybe implemented in a dis-
tributed manner) tends to give a good level of anonymity if the amount of exchanged data
is quite high. In fact only the aggregate load pattern is externally visible.

� Peer-to-Peer solution: a big number of anonymizers are spread all over the network. Poten-
tially all the privacy-enabled hosts can act as anonymizers for the others. In this way many
anonymizers can be used at the same time (e.g. a different anonymizer can be randomly
choosed in a large set for each transmitted packet). In such a way the information needed
by an attacker to trace the network load is extremely distributed.

5 Related work
Privacy of users has been discussed in many research works. The privacy of the network layer
address (IP level) has been recognized as a problem for mobile users in RFC3041 [ND01]. Then
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6 Conclusion and Future Work

the proposed solution has been criticized by [DS02] and [Pas01, Pas02]. All these methods pro-
tect the network address thus preserve privacy on all networks but the one where the mobile
host is directly connected. In fact, the hardware address (e.g. the IEEE802 address) is fixed and
unchangeable for each interface: if a spying host is on the same network all the protocols above
are useless, the mobile host can be recognized by inspecting its hardware address.

Also the very recent internet draft by Montenegro and Castelluccia [MC02] addresses the
problem of the anonymization at the network layer. The paper shares with our solution the idea
to generate unique addresses by using cryptography techniques, but the method is applied to
different protocol layers.

The web-surfing anonymity is another perspective of the privacy problem. This problem
has been addressed by many authors: LPWA [GGK

�

99] is a centralized solution providing also
temporary identities for a web-mail integrated service; Onion routing [STRL01], Crowds [RR98]
and Hordes [SL00] are distributed solutions. Onion routing makes use of several level of en-
cryption for the messages: each router makes cryptographic transformation on the messages and
forwards them to the next hop making the traffic correlations hard to compute for an external ob-
server. The anonimity of a single individual when it is in a crowd is the idea used by the Crowds
project. The routing idea is similar to that we proposed above as the peer-to-peer approach to
anonymity. Here the method is used at the network layer as a general solution instead of a ser-
vice for web only. Hordes is an evolution of Crowds; it uses multicast to increase performances
(and anonymity).

Another method to preserve privacy on web is P3P [RPMD
�

97]. Proposed by the W3C, P3P
is a way to configure and manage the privacy on the web. P3P enables an agreement between
web-sites and clients. Users can define their personal data and privacy policy by defining a
persona. The policy is defined by a specific language named appel. Even if P3P has been criticized
to facilitate web-sites to gather data instead of protecting personal information giving to users
only an illusion of privacy [Coy99], methods à la P3P are not alternative to our method but
instead complementary solutions: privacy at web level (or any other application layer protocol)
is effective if it is impossible to read sensible data using the underlying layers and viceversa.

6 Conclusion and Future Work
This paper has introduced a unified view of the privacy problem, ranging from the physical layer
up to the data-link and tranport layer.

Obviously, untraceability of data-link layer addresses and network traffic alone cannot pro-
vide by itself a good level of privacy. A careful design and implementation of upper layer ap-
plicative protocols is needed.

As an example, an application layer protocol that reveals the real hardware address of a host
makes useless all the efforts to keep it secret. Similar considerations can be applied to HTTP
cookies [KM00]: it is useless to change the addresses on the net if it is possible for a web site to
store a private information client-side and reread it later. The same problem applies to stored
data accessible by downloaded code (e.g. Java or ActiveX).

For what concerns the procedure for the generation of untraceable hardware addresses pre-
sented in this paper, it is certainly an interesting technique but there are still many problems to
solve: to cut out a reserved hardware address space to avoid collisions or to detect and handle
incidental collisions between generated addresses and ordinary addresses, to retrieve experi-
mental data about the cost of this method in terms of memory and energy requirements. The
performance of the methods must be extensively tested as well.

There is also an orthogonal question: does the use of such a high degree of protection really
always make sense? Nowadays the telecommunication companies can trace the position of all
their customers in every moment, but this is a minor problem as those companies are considered
to be trusted: they should not analyze our traffic and habits.
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The method proposed in this paper could be applied only to untrusted links, e.g. sponta-
neous or public networks. The user can ask for an anonymous connection and, if the protocol
is unavailable, she is aware that the public network management can violate her privacy, thence
she has the right to choose whether to accept the risk or not. Maybe she can decide to use the
untrusted connection for specific purposes, using a virtual machine or a sandbox not to reveal
private information. Surely she is revealing her hardware address and this is a privacy violation
by itself.
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