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Preface

Thistechnical report describes results from research activities within the AVANTEL project. The first
author of this report, Otto Wittner, was engaged as researcher for the project for a period of 8 months,
ref. contract titled “ Svermrintelligens for optimal konfiguragon av distribuerte teletjenester” signed
by Item, NTNU 2001-01-07 and Telenor 2001-01-09. A description of the major results from the
engagement follows this preface. The description is presented in the format of a paper suitable for
publishing in a conference or ajournal. Other contributions in the AVANTEL project made by the first
author are asfollows:

Development of example user scenarios for AMIGOS (see AMIGOS document repository)
Development of example profile descriptionsin XML. Profile suggestions for users, services
and terminals were developed (see AMIGOS document repository).

Participation in misc. meeting and discussions where basic concepts and principle of the
AMIGOS service were treated.

The mgjor results, i.e. the paper following this preface, isintended to be submitted to a suitable
conference before end of January 2003.
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Abstract

Future user controlled development of telecommunication services combined with powerful terminal
equipment results in many heterogenous services running in a peer-to-peer execution environment. Lo-
cating adesired service in such an environment is challenging. In this paper a swarm based optimization
algorithm is presented capable of nding paths of resources in acomplex network environment. Thealgo-
rithmisfully distributed and may beimplemented using simple ant-like mobile agents. On the contrary to
existing localization mechanisms for peer-to-peer systems the algorithm considers all accessed resources
between (and including) the client side and server side when a resource path is evaluated. Scalability
is achieved by enabling agents to cooperate during search when they have overlapping search pro les.
Results from simulations are promising. The expected cooperative behavior is shown to be present, i.e. a
set of near optimal resource paths conforming to a set of different but overlapping search pro les may be
found without performance degradation.

Keywords Telecommunications, distributed optimization, resource paths, ant-like agents, peer-to-peer.

1 Introduction

Asthe number of user categories and terminal equipment types are increasing steadily, telecommunication
operatorshave recognized apotential for arange of new telecommunication services.> One service category,
which has quickly gain popul arity, is peer-to-peer systemswhere users devel op and provide servicesto other
users with little or no centralized management. User controlled development of services quickly produce
a large range of services where both the number of services and service categories are highly dynamic.
Users with powerful terminals take the role as service providers, while other users may chose to initiate
their services on dedicated servers in the network. The combination of a dynamic set of services and a
peer-to-peer environment for service execution makes locating a relevant service challenging.

Many directory systems for peer-to-peer environments have been developed during the last decade [3].
Common for these systems are limited functionality for specifying quality of service (QoS) parametersin
servicelookup requests. In most cases only some identity of the service requested can be speci ed and very
few (or no) parameters indicating minimum requirements to resources needed to access the service. The
result is often an over al uninteresting service offer. For instance when regquesting a multimedia stream,
access to a high quality version of the stream may be offered but due to lack of network bandwidth the
stream becomes uninteresting.

Several bio-ingpired algorithm have shown promising resultswhen applied to telecommunicationrel ated
problems. A class of bio-inspired algorithms known as swarm intelligence systems [4] are potentially
robust and may scaled well due the their use of distributed autonomous components. In this paper we
present a swarm intelligence based algorithm which enables implementation of improved QoS controlled
service lookup and access. Related work on bio-inspired methods for service component management can
be found in [5, 6, 7, 8, 9]. Our agorithm expects a service lookup request to contain a pro le which in
addition to indicate constraints and preferences for the service type being requested, indicate constraints
and preferences for other resources necessary to access the service. The algorithm seeksto nd a path of
resources from a client terminal to a service providing server such that all resources in the path conforms
(aswell as possible) with the constraints and preferences of the request pro le speci ed by the user.

1To enable rapid realization of new heterogenous services, Telenor, Ericsson and NTNU have chosen to move from the traditional
call centric approaches to a more service centric approach as well as involving users and user innovation in the service development
process [1]. Peer-to-peer is adopted as a potential environment for distributed service execution. The overal initiative has resulted in
the AVANTEL project [2]. This paper presents results form research sponsored by the AVANTEL project.



Our agorithmis based on the concept of swarm intelligence which inherits behavior aspectsfrom social
insects and animals. Swarm intelligence has successfully be applied to a range of optimization problems
[10], some typical in the domain of telecommunications[11, 12, 13, 14]. Swarm intelligence systems use
a high number of simple autonomous agents to search for problem solutions. Groups of (or al) agents
cooperate by sharing experiences gained during search. Information is shared by asynchronous indirect
communication, i.e. messages (pheromones) left in shared databases in the search environment.

Our algorithm is based on work previously published in [15, 16, 17]. Scalability in terms of number
of parallel tasks handled by agents has so far only been addressed to a limited extent. In this paper we
introduces mechanisms to manage large scale use of our algorithm. On the assumption that service request
pro lesin many cases will be overlapping, i.e. contain similar constraints and preferences, we let agents
share information about the overlapping parts of the pro les. Assuming alimited total number of possible
congtraints and preferences the new sharing strategy reduces the total amount of storage space required
for pheromones to a manageable level, and increases the search ef ciency. To nd a desirable ranking of
solutions cost functionswith implicit constraints are devel oped which output a quality measure of how well
apath of resources conformwith apro le request.

The reminder of this paper has ve section. Section 2 presents background information and introduces
the search domain with related terminology and formalisms. Section 3 introduces the behavior foundations
for the agents, describes the cost functions which evaluates criteria during the search process, presents
reformulationsand additions required to realize extended pheromone sharing between agents, and describes
the new agent algorithm. Section 4 describes our experimental setup consisting of ve simulation scenarios,
and reports and discuss simulation results. Finally Section 6 summarize and indicate future work.

2 Resource Pathsand Pro les

In this paper we view all components in a network environment as resources with individual pro les, i.e.
service components (created by usersor operators) as well as links and network nodes for network transport
areview asresourceswith arelated pro le. An ordered sequence of resources are denoted a resource path.

2.1 Motivation

The motivation for adopting a resource view is the heterogeneity of the expected network environment
where one of the AVANTEL project'sroot services, AMIGOS[1], is running.

211 AMIGOS

Advanced Multimedia In Group Organized Services (AMIGOS) provides the basic functionality required
for users to manage and visit a Meeting Place (MP). A meeting place is a user (or operator) composed
and con gured telecommunication service providing a connection point between aspeci ¢ set of users. A
meeting place may aso act asarepository for multimediaobjectsto be shared between the usersvisiting the
meeting place. Technically a meeting place is a software process running on some server in the AMIGOS
network environment.

2.1.2 The AMIGOSEnvironment

Figure 1 illustrates the expected heterogeneity of the environment where the AMIGOS service will be
running. Software processes provide MP service resources which again providing access to multimedia
objects. A mix of terminals controlled by different users and a mix of servers own by different operators
provide processing power. And nally a range of transmission technologies provide transmission links
interconnecting terminals and servers.

Both terminals and servers shown in Figure 1 are typically connected (by different transmission tech-
nologies) to several other terminals and/or servers, i.e. network nodes in the AMIGOS environment often
have a connection degree greater than one. A degree greater than one enables a node to act as a router or a
relay in addition to its other capabilities.

All terminals, users and services in the AMIGOS environment are expected to have individual pro les
which describe their capabilities and limitations in the form of QoS parameters.

Figure 1 does not illustrate the expected scale of the AMIGOS environment. The following rough
estimations indicate a more realistic scale considering potential usersin Norway only:



Figure 1. A example network environment where AMIGOS is expected to run.

Total number of users: (i.e. in the same order as the number of GSM subscribers)
Number of signi cantly different terminal / server / router types:

Number of network transport services:

In the following sub-sections we establish formal terms for describing components in the AMIGOS
environment.

2.2 Resource Paths

We view the AMIGOS environment as a composition of telecommunication resources. A resource is de-
noted . Inarea instance of the environment, resources we consider will be only those which can be
accessed, con gured and controlled (see Section 5 for details on implementation issues).

When users are active in the network environment they will access a set of resources. We denote such
an ordered set of resources a resource path

where  isthe number of resourcesin the path.
We have chosen to dividetheindividual resourcesfound in apath into three categories: Client, Transport
and Peripheral resources.

A client resources, the rst resource in a path, enables a user to access other resources in the
environment by providing a suitable interface. Typical client resources are terminals running client
applications (e.g. abrowser).  isthe set of al client resources.

A transport resource, anintermediate resource where , provides atransport ser-
vice of some quality. Typical transport resources are internal and external transmission links (clouds
in Figure 1) and network nodes acting as routers or switches.  isthe set of all transport resources.

A peripheral resource thelast resource in apath, provides some value added service. Users
will normally desireto accessaspeci ¢ type of peripheral resource. Typical peripheral resources are
AMIGOS meeting places, multimedia libraries, processing power, multimedia sensors, positioning
SEeNsors etc. isthe set of all peripheral resources.



In our view access to minimum two resource will be required for any user activity, at least one client
resource and one peripheral resource. Thus

where and

In general aresource path will only contain asingle client and a single peripheral resource, but may contain
a sequence of transport resources. Thus where

isthe set of all resource paths. isthetotal number of resourcesin a path.

A common limitation of today's lookup services for peer-to-peer systems is that the complete resource
path required to access a peripheral resource is not taken into account during search. In formal terms this
means ignoring the sub-path or parts of it. Our agorithm in this paper takes into
account the complete path of resources, i.e. .

2.3 Pro lesand QoS Objectives

In the AMIGOS environment, users, terminals and services are expected to have individua pro les con-
taining QoS parameters. When auser initiates arequests for a service, a user request pro le is
generated. For aresource  in the environment we denote the pro le of the resource. Thus there
areto classes of pro les:

Pro les of the user request class contain QoS parameters specifying constraints and preferencesin
the request, i.e. QoS objectives.

Pro les of the resource class contain QoS parameters specifying limitations and capabilities of a
resource
2.3.1 User Request Pro le

In general, a user request pro le may include a large set of QoS parameters. To maintain scalability, we
have de ned a nite and ordered set  of QoS objectives from which a speci ¢ request pro le may be

constructed. Each element  in , where ,isaspeci ¢ QoS requirement, e.g.
may be a range of maximum end to end delays of seconds,
may be arange of minimum bandwidth of bits/s,
may be speci ¢ types of resources , €.0. types of peripheral equipment.
A user request pro le may now be expressed as . Inthisinvestigation, abinary user

request pro leisused, i.e,

when requirement  should be met
otherwise

however in general (Section 3.3) arbitrary values may be used to balance the importance of the
various requirements.

In the cases where we have arange of QoS parameters of the same kind to choose from, e.g. the delays
and bandwidths above, only one value in the range should be set.

2.3.2 ResourcePro le

When used, a resource may introduce QoS impairments with respect to the QoS requirements of a
user request . These impairments may for instance be excessive delays, limited bandwidth, processing
or storage capacity, or lack of required peripheral equipment, services or information. Impairments are
denoted the loss introduced by resource  with respect to a QoS parameter in the user request
pro le. Hence, the resource pro le associated with resource  isrepresented as aloss vector



where . Resource pro le and loss vector are used interchangeably throughout the rest of this

paper.

Examples of how the various loss elements may be determined are presented in Section 4, how-
ever we consider two extreme values aready here. In cases where a QoS requirement  isirrelevant with
respect toresource  , wesimply have . Incaseswherearesource  refusesto reved (e.g. for
security reasons) its Ioss valuerelated to a QoS requirement  , we have

Assuming that in nitelossisin general undesirable, we may now de nethe warch space for

auser request pro le by

i.e. the set of all resource paths consisting of resources which reveal all loss values relevant for the user
request. The subscripts and of  areleft out for readability in the remaining of the paper unless this
causes ambiguity.

24 Environment Simpli cation
Recall that and

In generdl, resources ~ where can be aternating transmission links and router nodes
in any combination. Although, in a future dynamic network, a probable scenario will be to have several
aternativelink resources between two different router nodes, we simplify by assuming that only one unique
transmission link between a pair of router nodes exists. Asaresults of thissimpli cation for therest of this
paper weconsider  torepresent the th router node together with its corresponding outgoing transmission
link, i.e. represents a pair of resources, one node resource and one link resource.

3 Agent Behavior

Our search algorithm is based on swarmintelligence which can bede ned as: “... algorithmsor distributed
problem-solving devicesinspired by collective behavior of social insect coloniesand other animal societies’
[4]. Our agorithm mimics the foraging behavior of ants, thus:

uses a high number of agentswith simple behaviors.

generates one species of agents (i.e. one type of agent) for every user request. A species of agents
have the only mission of searching for resource paths conforming with the criteriagiven by thepro le
of aspeci Cuser request.

lets multiple species of agents search in paralel.

Our algorithm provides a general method for generating solutionsto combinatorial multi-criteria optimiza-
tion problems (CMCO problems). A range of nature inspired systems for CMCO exist where many arein
the category of evolutionary programs[18, 19].

A few CMCO systems are base on swam intelligence [20, 21, 22]. Most of these build on Dorigo &
a.'s Ant Colony Optimization system [10] which requires centralization and batch oriented operations to
generate solutionsef ciently. Our agorithm however, isfully distributed with no central control component.
All agents are created, executed and terminated asynchronously of each other, and have weak dependencies
to each other. Section 3.1 describes the behavior foundations of our agentsin more detail.

Recall that to ensure scalability our algorithm is based on the existence of only a limited number of
unique QoS parameters for describing resources and specifying user request. By taking advantage of this
limitation our agentsare ableto cooperatein building ashared distributed “road map” which indicateswhere
to nd resources with speci ¢ QoS parameters and what quality the resource has. Section 3.3 describesin
detail the behavior componentsrealizing this inter-agent cooperation.



3.1 Foundations

The concept of using multiple agentswith abehavior inspired by foraging antsto solve problemsin telecom-
munication networkswas introduced by Schoonderwoerd & al. in[11] and further developedin [12, 23, 24].
Schoonderwoerd & al.'s work buildson Dorigo & a.'swork on Ant Colony Optimization (ACO) [25]. The
overal idea is to have a number of simple ant-like mobile agents search for paths between source and
destination nodes. While moving from node to node in a network an agent leaves markings imitating the
pheromone left by real ants during ant trail development. This results in nodes holding a distribution of
pheromone markings pointing to their different neighbor nodes. An agent visiting a node uses the distri-
bution of pheromone markings to select which node to visit next. A high number of markings pointing
towards a node (high pheromone level) implies a high probability for an agent to continue its itinerary to-
ward that node. Using trail marking agentstogether with a constant evaporation of all pheromone markings,
Schoonderwoerd and Dorigo show that after arelatively short period of time the overall process converges
towards having the majority of the agentsfollowing asingle trail. The trail tends to be a near optimal path
from the source to the destination.

3.1.1 TheCrossEntropy Method

In [26] Rubinstein devel ops a search agorithm with similarities to Ant Colony Optimization [10, 27]. The
total collection of pheromone markings in a network at time is represented by a probability matrix
where an element (atrow andcolumn of the matrix) re ectstheintensity of pheromones pointing
fromnode towardsnode (oneof 'sneighbor nodes). An agent's stochastic search for a sample path
resemble a Markov Chain selection process based on

In a large network with a high number of feasible paths with different qualities, the event of nding
an optimal path by doing a random walk (using a uniformly distributed probability matrix) israre, i.e. the
probability of nding the shortest Hamiltonian cyclic path (the Traveling Salesman Problem) in a 26 node
network is — . Thus Rubinstein develops his algorithm by founding it in rare event theory.

By importance sampling in multiple iterations Rubinstein alters the transition matrix, i.e.
and ampli es certain probabilities such that agents eventually nd near optimal paths with high probabll-
ities. Cross entropy (CE) is applied to ensure ef cient alteration of the matrix. To speed up the process
further, a performance function weights the path qualities (two stage CE agorithm [28]) such that high
quality paths have greater in uence on the ateration of the matrix. Rubinstein's CE algorithm has 4 steps:

1. Atthe rstiteration , Select a start transition matrix (e.g. uniformly distributed).

2. Generate pathsfrom  using some selection strategy (i.e. avoid revisiting nodes, see section 3).
Calculate the minimum Boltzmanntemperature  toful |l average path performance constraints, i.e.

st — (1)
where
is the performance function returning the quality of path . isthe cost of using path  (see
Section 3.2 and 3.3). is a search focus parameter. The minimum solution for

will result in a certain ampli cation (controlled by ) of high quality paths and a minimum average
of al path qualitiesin the current batch of  paths.

3. Using fromstep 2 and for , generate a new transition matrix which
maximizes the “closeness’ to the optimal matrix, by solving

— @)
where isthe transition probability fromnode to atiteration . The solution of (2) isshownin
[26] to be

©)
which will minimize the cross entropy between  and and ensure an optimal shift in probabil-

itieswith respectto  and the performance function.



4. Repeat steps 2-3 until where isthe best path found.

3.1.2 Distributed Implementation of the Cross Entropy Method

Rubinstein's CE algorithm is centralized, synchronous and batch oriented. All results output from each
step of the algorithm must be collected before the next step can be executed. In [15] a distributed and
asynchronousversion of Rubinstein's CE algorithmis devel oped. By afew approximations(3) and (1) may
be replaced by the autoregressive counterparts

4
and
st ®)
respectively where
and . Step 2 and 3 in the algorithm can now be performed immediately after a single new path
isfound and a new probability matrix can be generated.

The distributed CE algorithm may be viewed as an a gorithm where search agents eval uate a path found
(and calculate by (5)) right after they reach their destination node and then immediately return to their
source node backtracking along the path. During backtracking pheromones are placed by updating the
relevant probabilitiesin the transition matrix, i.e applying through (4).

The distributed CE a gorithm resembles Schoonderwoerd & al.'s original system. However Schoonder-
woerd's ants update probabilities during their forward search. Dorigo & al. realized early in their work on
ACO that compared to other updating schemes, updating while backtracking resultsin signi cantly quicker
convergence towards high quality paths. Dorigo & a.'s AntNet system [12] implements updating while
backtracking, thus is more similar to the distributed CE algorithm than Schoonderwoerd & al.'s system.
However none of the earlier systems implements a search focus stage (the adjustment of ) asin the CE
agorithms.

3.2 Cost Functions

Cost functions applied in this paper output a measure for the level of QoS loss introduced by none-
conformance between a speci ¢ QoS parameter in a user request and service capabilities of a sequence
of resourcesin aresource path.

Recall that is denoted the search space of arequest for user . In this section we use
solution and resource path interchangeably. Both indicate elementsin arelevant search space.

3.21 Constraintsand Ordering

The set of valid QoS parameters  isdivided into to subsets: Constraints and best-value parameters. Con-
straint parameters, of the set denoted |, requireaserviceto have alevel of quality withinaspeci crange,
i.e. aminimum and/or a maximum acceptable QoS level is speci ed. Best-value parameters, of the set
denoted , indicate only that better QoS levels are preferred (no upper or lower limits are given).

In the next section we compose an overal cost function which measure impairments to constraint as
well as best-value QoS parameters. To achieve thiswe require two classes of termsin the function.

Implicit constraint checks These are termsthat implicitly checks constraints given by the constraint QoS
parameters, i.e. terms which perform aclose to binary conformity check between the requested level
of QoS and the service capabilities offered by resources. By returning a high penalty (a high loss
value) whenever a resource violates a constraint given by a constraint QoS parameter, the implicit
constraint terms will provide a rough sorting of the search solutions in feasible and infeasible so-
lutions. High penalty will contribute to that infeasible solutions rapidly become uninteresting and
disappear from the search focus area of solution space. Due to the fact that infeasible solutions are



not totally excluded, thereis, in atransient phase, a none-zero probability for ending up with search
results (resource paths) where some relevant constraint QoS requirements are violated. However, as
shown in [16] for swarm based system and in [18] for evolutionary algorithms, the strategy of al-
lowing infeasible solutions may provideimportant intermediate “ stepping stones’ in the search space
and help the search process converge faster and towards better solutions.

Solution ordering These terms providea ne grained and continuous measure for the quality of confor-
mance between requested level of QoS speci  ed by best-value QoS parameters and the provided level
of QoS. Thus the terms enable a detailed ordering of the candidate solutions found.

Torealizeimplicit constraint checks and solution ordering, we de netwo support functions. Both functions
perform a sense of rough normalization by mapping values onto the domain . By applying these
function, we avoid the need for individual rescaling of QoS loss values, thusvalues of very different original
scale may be compared and/or summarized.

To enable ordering of solutions on acommon scale we de ne

(6)
which normalize any real value to the range where isagenera scaling parameter. Further we
de ne

if ™
otherwise
which mapsany rea value into or ,i.e theupper and lower limits of the range of . Hence

may work as an implicit constraint check by introducing a normalized penalty when undesirable QoS loss
is experienced.
3.2.2 Search Space Smoothnessand Overall Cost

Since our agorithm is of a stochastic nature and is based on cross entropy, good performance is ensured
by making the search space  “smooth” , i.e. ensurethat contains a wide range of resource paths of
different qualities. To realize smoothness we enforce additivity (as shown ef cient in section 5.1 of [26])
when deriving an overall quality measure for aresource path.

Hence, during asearch for aresource path , we accumulated an overall loss vector with one cost value
for each QOS parameter speci ed:

®)
where additivity is preserved by having

)

Further to create an overall cost measure for the QoS loss with respect to the requirements, we summa-
rizeall elementsin and produce a scalar cost . Since the different elementsin may relateto
very different QoS parameters, we apply our support functions (6) and (7) appropriately to normalize and
give correct focus to the different elements, thus et

(10
where and

The overall scalar cost of aresource path becomes

11

where, as presented in Section 2.3, the various  are specifying the QoS parameters of the user request
pro le which initiated the search for a resource path. may be viewed as an overall measure
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Figure2: Moving from uniqueid based (scalar) pheromonesto vectors of pheromoneswhere each elements
relate to a unique QoS parameter that may be shared by user requests.

for the level of conformance between the request pro le and all the resource pro les for dl

The rationale for accumulating all loss values in the vector during a search and not use (11)
directly, is that this enables a more ef cient collection and dissemination of QoS information through
pheromone values in the nodes as further outlined in the next section.

3.3 Path Quality Vectors

As mention in section 2.3.1, our algorithm ensures scalability by taking advantage of the assumption that
only alimited set of unique QoS parameters are available for building request pro les. In earlier published
work [15, 16, 17] the distribute CE algorithm allocated one unique pheromone type to every agent species
in operation. Reapplying this allocation strategy would mean on unique pheromone type for every user
request. In the AMIGOS environment the number of unigque user requests to be managed may be very large
(c.f. scaleindication in Section 2.1.2). Allocating unique pheromoneswill result in:

alarge amount of pheromone data to be managed by each resource in the network.

a need for alarge number of agents per species to ensure convergence towards relevant solutionsin
reasonable time.

alarge amount of network traf ¢ generated by agents (c.f. previous pin).

To manage scalability we make different agent species cooperate (on the contrary to work in [17]) in updat-
ing ashared set of pheromonevalues. Instead of auniqueid identifying a user request (and a corresponding
agent species) we construct a vector containing an element for each QoS parameter in the user request
pro le. Figure 2 shows how three ant-like agent species (generated by three user requests) may place
pheromonesin anetwork. Theleft gureillustrate use of traditional unique pheromones per species, while
theright gureillustrate how less unique pheromones are required when pheromones relate to QoS param-
eters. Two relevant QoS parameters exist in the scenario of Figure 2. Both parameters apply to speciesy
while only a single parameter apply to x and z.

By controlling the total number of unique QoS parameters  available, we can keep the number of
unique pheromones requiring storage space in resources to a manageable level. Note that the total number



of possibleuniquepro les  will bestill belarge,

e.g. to enable atotal of different pro lesonly unique pheromones are required?. In
reality lessthan  pro leswill be valid since (as mentioned in section 2.3.1) several QoS parameterswill
be mutually exclusive, e.g. “maximum delay = 70 ms” excludes “maximum delay = 80 ms’.

The basis for generating pheromones are cost values output from the cost functions described in the
previous section. Now recall the algorithmic step calculating the temperature, i.e. (5). The existence of
a unique pheromones for each QoS parameter implies that a separate temperature parameter  must be
calculated for each cost value. Thus two vectors, one with temperatures and one with performance values,

are generated by applying (5) for each cost value foundin (10) :
(12
where
Weaso caculate by (5) where
o 13

for reasons described bel ow.
Path backtracking and pheromone placing activities performed by agents, i.e. step 3 of the algorithm
from Section 3.1.1, now generates an updated vector of probability distributions, i.e. (4) becomes

(14
During forward search however the agents require to select which node to visit next (step 2 from
Section 3.1.1), i.e. the probability matrix built from the over all scalar cost measure appliedin (13).
By (13) and (11) we have
o (15
thus just by carrying ,  and the request pro le agents can reproduce

during forward search.

3.4 Discovery of Destination Node

Recadll that an agent builds a path in a Markov Chain fashion. After adding one resource to the path, the
next resourceto includeis selected (using the probability vector ) from the set of neighbor nodes of the

last resource added. Since a user request pro le do not specify a speci ¢ destination resource, we
have connected a loopback link resource to every potential destination node, i.e. every peripheral resource
is connected to themselves by a link resource where . If an agent traverses a loopback

link and visits the same peripheral resource twicein arow, the resourceis selected as the agents destination
resource, and the path found is considered complete.

This “trick” of introducing loopback link resources is equivalent to adding one unique destination re-
source to the environment and connecting all peripheral resources to by zero cost link resources
(similar to ). Hence the formal foundations hold.

2By introducing none-deterministic requirements, i.e. weighting of alternatives by having , the pro le space becomes
even richer/larger.

10



3.5 Agent Algorithm

The most intuitive implementation of our algorithm reguires to types of components: mobile agents and
network nodes running mobile agents platforms. See section 5 for a technical discussion. The nodes are
only required to provide storage for pheromone values with their related autoregressive history
variables (see [15] for details on autoregression), and basic arrival, departure and execution functionality
for the mobile agents. Rest of the algorithm is implemented in agents. An agent roughly performs the
following steps after being created at its client resource (home node)  with user request pro le
describing its search mission:

A: Forward search

1. Clear tabulist containing resources already visited. Clear . Fetch , ,and from
client resource's database.

2. Record visit to current resource  in tabulist. If current resource has been visited twice in a row,
proceed with step B-1, path eval uation and backtracking (see below).

3. Reconstruct relevant row of by (15) using , , and . Build a next-hop
probability table based on . Usethe tabulist to avoid revisiting none-peripheral resources.

4. Select next resource to visit using the next-hop probability table.
5. Update by adding , i.e. implement (9).
6. Moveto resource and proceed with step A-2.

B: Path evaluation and backtracking

1. Caculate nale path cost values by (10).

2. Increase search focus, i.e decrease , if no new best path was found among thelast  paths.
3. Calculate new temperatures and using (5), cost valuesin and (11).
4

. Backtrack every hop towards the client resource. At each hop update the transition matrix (leave
pheromones) by use of (12) and (14)

5. When backtracking has completed, fetch and recalculate the temperatures and (in case
other agents have updated the client resource's database while this agent was searching forward).
Store the new values of and

6. Goto step A-1 and start anew search.

Minimum one agent is required to complete a search mission speci ed by a certain user request pro le.
However the algorithm allows for many agentsto search in parallel for paths satisfying the same (or differ-
ent) user request pro |e(s) aslong as atomic update operations for resource database variables are provided
by all resources.

When the search mission converges, paths found by the agents driven by the same user request pro le
will appear as paths of high probability valuesin the transition matrix (i.e. an intensetrack of pheromones).

4 Experiments

To investigate the performance of our algorithm a simulator has been implemented based on an Active
Network (AN) [29] enabled version of “Network Simulator 2" (NS2). NS2 is an open source simulator
package capable of simulating realistic 1P-based scenarios [30]. The AN extension makes it convenient
to implement simulation scenarios where multiple mobile ant-like agents solve problems by exploring a
network topology [31]. AN isin addition a potential technology for implementing the algorithm in a real
world system (section 5).
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Figure 3: Thetest environment which is a graph representation of the environment illustrated in Figure 1.
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41 TheTest Environment

All our test scenarios described below where run in atest environment based on the illustration in Figure
1. In Figure 3 the same environment is shown as a graph where link bandwidths, link delays and node
RPI/RPQs (see next section) of links and nodes are indicated. All nodes with connection degree greater
than one where enabled as routing nodes, i.e. they forward traf ¢ destined for other nodes. Some classes
of node resources, e.g. battery powered terminals, would in a real situation not wish to use energy on
forwarding traf c. We have chosen to ignore this fact because most simulation scenarios would become
uninteresting if we disable routing in only afew nodesin our relatively simple environment.

4.2 QoS Parametersin the Test Environment

For our simulation test scenarios we have chosen to apply user request pro les containing six QoS param-
eters, i.e. for al requests . In all cases the six parameters include a precision criteria for the
peripheral resource (have we found what we are looking for), a quality index for the peripheral resource
and four criteria describing the required quality of the client and transport resources. More speci cally a
parameter  from one of each of the following parameter groups exist in arequest pro le.

, resource correctness: - is arequested resource pro leindex (RPI) which acts as a summary
index for some set of resource capabilities. In our test environment, RPIs are irrelevant for all re-
sources except for peripheral resources. An RPI classi es a peripheral resource, e.g. all web cameras
have similar RPI. isthe set of al valid RPI parameters. RPI parameters are integer values.
Two similar RPIs which may substitute (in part) for each other, have similar values, i.e. the absolute
differenceis small.

, delay constraints: - is the maximum accepted delay induced by a resource path. In our test
environment only link resourcesinduce delay. isthe set of all valid maximum induced delay
parameters.

, bandwidth constraints: - is the minimum accepted bandwidth provided by a resource. In our
test environment only link resources have limited bandwidth. isthe set of all valid minimum
accepted bandwidth parameters.

, resource quality: - isthe preferred resource pro le quality (RPQ) which isavalueindicating
the quality of an RPI, e.g. several web cameras my have the relevant RPI, however cameras with a
quality (e.g. resolution) closeto RPQ are preferred. isthe set of all valid RPQ parameters.
An RPQ parameter has an integer part equal to the relevant RPI and a decimal part indicating alevel
of quality, i.e. isarea value. Low decimal valuesindicate good quality.

, relativedelay: - isthe delay expected to be experienced when relative delay (expected v.s. mea-
sured) equals one. isthe set of all valid expected relative delay parameters.

, bandwidth utilization: - is the bandwidth expected to be provided by a resource when 100%
bandwidth utilization is experienced. is the set of al valid expected bandwidth utilization
parameters.

Table 1 showsthe set of all QoS parameters(i.e. ) used in our simulation scenarios. The rst column lists
valid parameter indices, the second indicate which group a parameter belongs to, the third shows the value
of a parameter, the fourth indicate which category a parameter belongsto and the nal column gives a short
description of the parameter.

Consider an example of auser request pro lefor request  with six QoS parameters. Let RPl be
and be , and be ,and RPQ be ,whichresultinthepro le

Since only some of the QoS parameters are relevant for router-link resources (recall simpli cations from
Section 2.4), and othersfor peripheral resources, two variants of resource pro lesexist:

(16)
and

17
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Table1: Theset of al valid QoS parameters used in the simulation scenarios.

Index | Group | Value, |  Categori | Description

1 12 Constraint, MP multimedia resource

2 40 Consraint, Sensor resource

3 20 Consraint, Animation output

4 Consraint, Long delay

5 Consraint, Longer delay

6 Consraint, Medium delay

7 Consraint, Low bandwidth

8 Consraint, Low+ bandwidth

9 Consraint, Medium bandwidth

10 12.1 Best value, Top quality MP multimedia resource

11 40.1 Best value, Top quality sensor resource

12 20.1 Best value, Top quality animation output

13 Best value, Long delay

14 Best value, Longer delay

15 Best value, Medium delay

16 Best value, Low bandwidth

17 Best value, Low+ bandwidth

18 Best value, Medium bandwidth
are the loss vectors for router/link resource  (where ) and a peripheral resource
(where ) respectively. Note however that in our test scenarios only loss values corresponding to
the QoS parameters having in the request pro le are considered. This minimum processing of loss

elements (i.e. processing only elements relevant for an agent's search mission) is implemented as part of
the agent behavior. Thus continuing the example above we may reduce (16) and (17) to

and

respectively (where and ).

In general, as captured by (9) and (11), the whole range of loss elements may be process by an agent,
i.e. an agent may calculate and carry loss information related to QoS parameters not relevant for its search
mission and itsrequest pro le. Thiswould implement atype of “ super cooperative’ behavior where agents
not only cooperate with agents having similar request pro les, but even help other agents with potentially
digoint request pro les. Creating test scenarios for “ super cooperative” behavior is future work.

4.3 Cost functions

Asindicated in Table 1 QoS parametersinthe rst three parameter groups described in the previous section,
i.e areclass ed as constraint parameters, hence

Parameters in the three last groups of QoS parameters, i.e. areclass ed as
best-value parameters, hence

By (9) and (10) we may derive the general cost vector applied on apath in our test scenarios. For all
best value QoS parameters we set in(6). The elementsof the cost vector arethefollowing,
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The calculations required to derive aloss value for the resource pro leof aresource  imple-
ments an interpretation of QoS parameter . In our test scenarios we interpret and implement the different
QoS parameters described above ( ) asfollows:

, resource correctness. A peripheral resource  in our scenarios have aresource pro levalue

registered. The RPI part of is checked against the requested RPI givenby . Inthe

current implementation, the absolute distance between  and the integer part of isreturned
as the loss value,

(18)

, resource quality: The ratio of the distance between requested RPQ value  and of
resource , and the decimal part of s calculated,

(19

, bandwidth constraints. The capacity of a router-link resource is checked against the
minimum bandwidth requirement given by . If the capacity is below  a non zero contribution
equal to the exceeded capacity isreturned asloss. Otherwise, zero lossis returned. Thisloss element
adds signi cant value to the nal cost function when the absolute bandwidth requirements are not
met, i.e. thepath isnot feasible

(20)

, bandwidth utilization: The utilization of aroute-link resource  is estimated by the ratio be-
tween the minimum bandwidth requirement  and the router-link capacity . Observethat dueto
the summation in (9) we give a preference to short paths with high capacity

(21)

, delay constraints. The delay induced by router-link resource  is estimated by adding the prop-
agationdelay  of thelink and thetimeit takes to transmit bitsontoa  capeacity link.
isthe number of bitsin an active packet containing one of our agents. Total delay is estimated by

— (22)

Wewant the cost element to represent acomparison of the sum of all induced delays,
and the maximum delay requirement given by , thus

— (23

where is the number relevant delay constraints for path . Thus if exceeds the
maximumvaluegivenby ,path isnotfeasbleandasigni cant valueisadded to the cost function.
Note that knowledge of the complete path is required to apply (23), hencein practice will
return only and further calculations are postponed until the agent reaches the peripheral resource
of path

, relativedelay: We want the cost element to represent the ratio between the sum of induced
delays by al resourcesin the path, i.e , and the maximum delay requirement givenby
thus

— (24)

where is estimated as described above.
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Table 2: Simulation scenarios parameters

Scenarios | Noof | No of | Client User request pro le
species| ants / | resource

species| (node #)

A 1 12 4 {1,0,0,1,0,0,1,0,0,1,0,0,1,0,0,1,0,0}

B 1 12 1 “

C 1 12 5 _
4 4 _

D 3 4 1 N
4 5 -
6 4 {1,0,0,1,0,0,1,0,0,1,0,0,1,0,0,1,0,0}
6 {0,1,0,0,1,0,0,1,0,0,1,0,0,1,0,0,1,0}

E 6 6 {0,1,0,0,0,1,1,0,0,0,1,0,0,0,1,1,0,0}
6 {0,0,1,1,0,0,0,1,0,0,0,1,1,0,0,0,1,0}
6 {1,0,0,0,0,1,0,0,1,1,0,0,0,0,1,0,0,1}
6 {0,0,1,0,1,0,0,0,1,0,0,1,0,1,0,0,0,1}

4.4 Scenarios

To verify correctness of the implementation of the algorithm, we rst created a simple scenario where a
set of agents of the same species search for one type of peripheral resource. Since discovery of peripheral
resources do not introduce new moments (section 3.4) this scenario should produce results comparable to
scenariosfor previousimplementationsof the algorithm. A set of simulations gave such comparableresults.
The results are omitted from this paper.

Further, to get an impression of the algorithms stability, i.e. to verify that pheromone sharing resultsin
cooperativebehavior (and not interference or disturbance) between agent species, wecreated vesimulation
scenario. The following sections describe two test cases using the ve scenarios.

4.4.1 Full OverlapinPro les

The rst four scenarios, A,B,C and D, test cooperation between three agent species. Table 2 shows the
parametersin use for the scenarios. Scenario A,B and C are similar. One agent species search for resource
paths by applying a speci ¢ user request pro le. The same request pro leis applied by AB and C, i.e.
full overlapin pro les, however search isinitiated from three different client resources. In scenario D three
species search simultaneoudly. They all still apply the same user request pro leasin A,B and C.

For all scenariosthetotal of agentsreading and updating arelevant QoS parameter is12, i.e. in scenarios
A, B and C there are 12 agents per species while in scenario D there are 4 agents per species.

If full cooperation between the agents species exist, results form scenario A,B, and C should be compa-
rable with resultsfrom D, i.e. there should be little differencein convergence speed and quality of the paths
found.

4.4.2 Partial Overlapin Pro les

The last scenario, scenario E, tests how the algorithm performs when only a partial overlap in user request
pro les exist. Table 2 shows the parameters used in the scenario. Six agent species search in parallel
applying amix of user request pro les. The rst species, which we denote E , has the same client resource
(node 4) and request pro le as the speciesin scenario A. The other ve species differ from E , aswell as
among themselves, in both client resourcesand request pro les. However for every QoS parameter relevant
for species E , one of the ve other species has a pro le containing that same parameter (see bold face
pro le bitsin Table 2), i.e. for al QoS parameters relevant for E there are in total two agent species
reading and updating pheromones related to the parameter. To ensure that the comparison of the species
of scenario A and species E is as correct as possible, 6 agents per species is created, i.e. again 12 agents
will be reading and updating relevant QoS parameters. Further, an effort was made to ensure that the results
obtained for E are at least to some degree independent of which client resources the ve last species of
scenario E use. The“order” of the client resources (marked with a* in column 4 of Table 2) where shuf ed
for every simulation initiated while the related request pro les (column 5 in Table 2) are kept in the same
order. The results were averaged over 20 simulations based on 20 different orders of the client resources.
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Table 3: Simulation results

Client Average con- | Average path | Best path | Convergence
Scenario | resource | vergencetime | cost cost to best in
(node #) simulation
A 4
B 1
C 5
4
D 1
5
E 4

If cooperation between the speciestakes place even when only apartial overlapin request pro lesexists,
performance results for species E  should be comparable with results for the speciesin scenario A and the
rst species (with client resource at node 4) in scenario D.

4.4.3 Agent Parameterization

Our agorithm, as earlier versions, requires a small set of general parametersto be con gure. All scenarios
were con gured with the following parameter values:

Initialization phase . Toinitialize pheromonelevels (build andinitial probability matrix) all agents
start off with a random search behavior, i.e. after excluding previous visited resources they choose
their next resource using a uniform random distribution. After an agent species collectively have
found paths, all agents of that species change behavior and continue searching now guided by CE

(pheromones).

Search focus, . The search is concentrated towards the approximate best of the paths found
and “remembered” (see parameter), i.e. atight focus.

Search focus adjustment, . Search is tightened by by applying if no new best
solution existsamong thelast  solutions found.

History, . The system “remembers’ a collection of paths found. However asthe “age” of a path
increases the quality decreases following a geometric distribution controlled by , i.e. about
paths are “clear” in memory (weighted by ) at any time.

Convergence probability, . Convergence for an agent isde ned to be complete when the proba-

bility of re-traversing the last path found by the agent is greater than

The values are heuristically chosen to avoid premature or slow convergence.

45 Results

Table 3 summarizes results from the simulation scenarios described above. Results are based on 20 simu-
lation runs for each scenario. Thetwo rst columns identify the scenario and the relevant client resource.
Column 3 and 4 presents average convergencetime in seconds (simulated real time) and average path cost
of nal path found respectively, both with standard deviations in brackets. Column 5 presents the cost of
the overall best nal path found during al simulations, with the number of simulations that converged to
this path in brackets. The last column presents the number of simulations that converged to the best path
found during the simulation, i.e. how often agents report the best path they can nd asthe nal path. The
average differencein cost between nal paths reported and the best path found is given in brackets.

45.1 Full OverlapinPro les

Resultsfor scenarios A, B and C are comparablewith resultsfor scenario D. Average path costs differsonly
to a little extent and they are al close to the best values found. Low standard deviations indicate limited
spread among the solutions found. For most simulations the nal path found after convergenceis also the
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best path found during simulation (last column). For al simulations the average difference between nal
and best paths are very small, .i.e nal pathsin general tend to be good solutions.

Average values for convergence times differs more than the cost value, and large standard deviations
indicate signi cant spread. Figure 4 compares the convergence progress of scenarios A, B and C with
scenario D. Both diagrams show average values as straight vertical lines, and the accumulative convergence
as lines increasing by steps. In both diagrams it can be observed that 60-65% (12-13 out of 20) of the
simulations have converged before the average convergence times. The last 10-20% of the simulations
produce along tail in the distribution of convergencetimes. Thisismoresigni cant for the scenarios A, B
and C than for scenario D. Thelong tails are much due to the simple convergence criterion we have chosen.
As shown in Figure 5, when two very similar near optimal solutions exists in the search space, agents can
oscillate between nding the one or the other solution for quiet afew iteration before one solution is chosen
asthe better one. Thus our (too) simple convergence criterion forces the agents to choose only one out of a
set of solutionswhich in practice should all be presented to the users as potentia resource paths.

Average convergence times increase by around 100% when we compare A,B and C with D, i.e. they
double. However considering that there are in total three times as many agents in operation in scenario
A,B and C asin D, our simulations indicate that ef ciency is preserved, and even improved, when unique
pheromones per species are replaces by a pheromone per QoS parameter. We observe a 33% reduction in
“agent seconds’ (no. of agents in operation multiplied by convergencetime). Thus reduction in the total
number of unigque pheromonesrequired is possible without loss of performancewhen full overlapin request
pro lesexists.

45.2 Partial Overlapin Pro les

Only results for species E , the species using node 4 as client resource, from scenario E are show in Table
3. (Results for the other 5 species in scenario E have little value due to the shuf ing of client resources.)
Again results are comparable. Average path cost is somewhat higher for E than for scenario A and D (the
speciesin scenario D using node 4 as client resource), however 45% of thethe simulationsfor E  converges
to the same best solution as found in A and D

Figure 6 shows a comparison of the convergence progress for scenario A, D and E . Similar to what
we observed in the previous section, 60% of the simulations have converged before average convergences
times, and the slowest 10-30% of the simulations create along tail in the distribution of convergencetimes.
Asin the previous section, long tails results from the simple convergence criterion.

Examining the ratios between the averages convergence times, again it can be observed that a less
than 100% increase exist when scenario A is compared with D and E . Again this can be interpreted
as preservation of performance considering that in A all twelve agents contribute in  nding solutions to
one request while in D twel ve agents contribute to three pro les and in E eighteen agents contribute to six
pro les, i.e while performanceis less than halved, the number of pro les covered isincreased by a factor
of 3and 4, implying areduction in “agents seconds’ by 33% and 50% respectively.

Hence we can with reasonable con dence conclude that cooperation between species take place both
when thereis full overlap and partial overlap in user request pro les. For rm conclusions more tests are
required. However our simulation scenarios indicate that pheromone sharing may contributein realizing a
fully distributed and scal able resource locations system.

5 Implementation I ssues

Even if the formal foundations for our algorithm may seem complex, a limited effort is required for im-
plementing an ant-like agent. The agent behavior presented in Section 3 is ssimple, and the set of services
required for an agent to be able to visit aresourcesis very limited.

The following are examples of technologieswhich may be suitable for implementing an ant-like agent:

A message containing only agent state. Agent code must be preinstalled or loaded on demand by
resourcesto bevisited, e.g. aJavaclass.

Mobile agent technology, i.e. both code and state is encapsulated in an object which transmits itself
from host to host. This technology reguires dedicated mobile agent platforms to be running in al
resourcesto be visited.
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Active packets, i.e. state and a limited amount of code is wrapped in an tagged |P packet. This
technology requires resources to be active network enabled.

Ericsson' s Java Frame, which extends Java and provides mechanismsfor ef cient encapsulation and
migration. Java Frame can easily be extended to implement an mobile agent platform.

An ant-like agent system may be operative evenif only alimited number of resource are capable of handling
agent visits. The number of resources seen by the agent, i.e. the search space , would simple be the
capableresources. Independent upgrading of individual resourcesin anetwork should be possible, and may
be performed whenever aresourceis considered relevant for the search space.

However a less straight forward part of putting the system into operation within a realistic setting are
the de nition of loss functions (c.f. Section 2.3.2). Each class of resource reguire a customized loss func-
tion. To provide a smooth and ef cient search space as possible, loss functions should be continuous and
preferably return values with a physical relation to the resource in question. Establishing a design process
for composing such function is future work.

6 Summary

As the overall heterogeneity of user equipment and provided services in telecommunication environments
increase, the need for new management techniques are required. As more users take the role as service
providers, a peer-to-peer type of execution environment will continue to emerged. Locating speci ¢ re-
sources or sets of resourcesin a manner which captures requested levels of QoS has so far been addressed
only to alimited extent.

In this paper we propose a swarm based distributed multi-criteria optimization algorithm which is capa
ble of searching, in an ef cient manner, for near optimal paths of resourcesin alarge and complex network
environment. The algorithm inherits its formal foundations from Rubinstein's work on cross-entropy and
combinatorial optimization, and from extensions of Rubinstein'swork introduced by Helvik and Wittner. In
this paper a new pheromone sharing scheme isintroduced to improve scalability. On the contrary to earlier
version of the algorithm, the proposed version |l ets agents share the knowledge stored in pheromones across
the network to a greater extent. Care is take not to invalidate the formal foundations, and to construct cost
function providing an ef cient search space.

Results from a set of test scenariosindicate that pheromone sharing lead to cooperation between agents.
Compared to a none-pheromone-sharing system, a lower total number of unique pheromones can be used
without loss of performance. Indications exists that cooperation even lead to increased performance.

The test scenariosin the paper only evaluate the algorithm to a limited extend, thus further testing is re-
quired. Firstly, larger network environments must be constructed to enable a better evaluation of scalability.
Secondly, scenarios testing search in dynamic networks where resources come and go should be imple-
mented. Injecting smulated user traf c into the network is also relevant when examining the algorithms
adaptability.

Finally, taking the step from simulations to a real world implementation of the algorithm is on our list
of future research activities.
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