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Abstract

This document describes the characteristics of the models that have been developed so far in
BISON in relationship to the management of advanced functions in dynamic networks. In
order to cover a wide spectrum of possible dynamic networks scenarios, in this phase of the
project we have investigated a number of different models. The models include various load
balancing schemes and schemes to efficiently distribute contents across the network. Moreover,
a modular approach through which advanced functions are realized by combining various
basic functions is also proposed. The schemes are inspired by different biological concepts like
epidemics, ants, chemotaxis, immune system etc. In each of the models, fairness criteria have
been defined to compare the model with state of the art technology. Initial experimental results
are also provided along with each model. The preliminary evaluation results that have been
studied so far appear promising according to the BISON's objectives.
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1 Introduction

This deliverable deals with advanced functions. The “advanced” functions to be studied by
BISON differ from the “basic” functions (discussed in DO05) in their complexity. They involve
the integrated performance of multiple, more basic functions. Hence advanced functions can
be generally "decomposed” in terms of more basic functions. We consider three advanced func-
tions in our discussion. The functions are namely distributed processing, distributed storage
and distributed content sharing. In this deliverable, we present a brief description of each of the
functions. The brief description is also contained in D01, however, we present it here also for
the sake of completeness of the deliverable. The state of the art is described next which brings
forward the necessity of biologically inspired algorithms. Three initial works have been under-
taken till now. The basic schemes and preliminary results of these works are next discussed.
Finally, we summarize the deliverable in the ‘Outlook” section.

The advanced functions have historically been considered almost solely in the context of over-
lay networks built over the Internet. The reason for this is that these functions involve the
sharing, and hence more effective utilization, of various types of capacity (processing, storage,
bandwidth) present at the participating nodes. The collective capacity (processing, storage and
bandwidth) of all the PCs connected to the Internet is enormous. In contrast, ad-hoc networks
tend to be small (and confined to the research stage)—and the typical mobile terminal partici-
pating in an ad-hoc net has (again, historically) relatively limited capacities of all three types.
Hence, we believe in the near future, except for some partial implementation of distributed
content, none of the other functions will be important in ad-hoc networks.

Distributed processing

Here the capacity to be shared is processing power. Distributed processing is best suited for
processing tasks that can be broken into nearly-independent pieces so that there is need for
little coordination between the processes going on at different nodes. In other words, the em-
phasis is on the utilization of highly distributed processing power, with the attendant practical
constraint that the resulting parallel processing must seek to minimize the interprocessor com-
munication needed to support the computation. Several functions are necessary to implement
this advanced function. The functions are noted one by one.

(i) Whole jobs are generated at participating nodes, and must be subdivided into workable
) 25 p paung
pieces (termed here partial jobs) before they can be distributed.

(ii) A load balancing function is crucial: one wants to effectively utilize available capacity by
holding the local load as close to capacity as possible.

(iii) Results for partial jobs (belonging to a single whole job), obtained at a large number of
nodes on the network, need to be gathered in some fashion that eventually transports
them back to the initiating node.

Function (i) here is carried out at a single node. Function (ii), in contrast, is a good candidate
for application of CAS-like mechanisms. Function (iii) is likely best coordinated with (ii): the
gathering function basically must invert the distribution that was done in (ii).
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Distributed storage

Here the capacity to be shared is storage capacity. This is the principal difference from the pre-
vious function. Distributed storage may also be thought of as a utility, in this case analogous
to distributed warehousing: participating nodes seek to utilize efficiently their shared pool of
data storage capacity. The more basic functions needed to implement a distributed storage sys-
tem differ somewhat from the previous list. One major reason for this is that, with distributed
storage, the gathering step is initiated by the user, rather than by the nodes providing the ca-
pacity. And the user will likely not want to wait to retrieve the warehoused data. This means
that the reliability of on-demand retrieval will be an important consideration here—in contrast to
the distributed processing case (where retrieval is typically not on-demand by the source).

Some basic functions involved are:

(i) Subdivision (of files, data sets, etc) is still needed, although here the task is relatively
simple.

(ii) Load balancing is again the crucial, and challenging, task.

(iii) Because of the need for reliable on-demand retrieval—along with the unreliability of the
individual nodes—there needs to be some strategy and mechanisms for replication of
the stored results. This strategy may seek to employ information, in the form of (for
example) statistical correlations of downtimes among the various nodes. Gathering such
information is a distinct function (in fact, an example of collective computation).

(iv) Retrieval of the distributed data is also of course a needed function.

It seems clear that functions (ii)—(iv) need to be coordinated, while (i) is again a single-node
function.

Load balancing

As seen from the description of the above two services, load balancing forms a very important
backbone for the implementation of the ‘services’. The criterion for an effective load balancing
function is not only ensuring even utilization of the capacity of the system, but also accomplish-
ing it fast enough. Moreover, a load balancing algorithm should also consider the unreliability
of the peers participating in the network and model the algorithms according to it.

Distributed content

The distributed capacities utilized here are storage and bandwidth. The utility analogy is that
of a distributed library, rather than a distributed warehouse. That is: the stored material is
not “owned” by any one node—instead, the most essential sort of sharing involved is that of
content or information. Content may be injected into the library by any participating node, and
requested by any other. Hence the seeking node normally has no historical connection to the
sought resources. Therefore, the most important/challenging task is the “retrieval” task.

Furthermore, the specification of the sought resources is typically much broader in the case
of the library than is the case for the warehouse. In the latter case, the seeking node wants a
specific object (whose placement was initiated by that node). In the former (library) case, one
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may seek a specific object (which other nodes have placed on the net). Or, one may seek many
objects (hits), specified in a broad way by criteria such as keywords.

For these reasons, search over a distributed information base, built up via decentralized con-
tributions, is a challenging task. Furthermore, it is of great practical interest. Because of this
combination of interest and challenge, a great deal of work has been addressed to this problem.
Also, a number of supporting functions have been invoked.

Some of the basic functions which may be used to support this advanced function are:

(i) Indexing. It is likely to be useful to store, at some or all nodes, not only content, but
also information about where other content may be found. Indexing is frequently used in
current peer-to-peer content-sharing systems—both working systems (e.g. Gnutella [30]),
and those under study in research.

(ii) Again, a replication strategy may be employed. A good strategy will place copies of
content in a way that facilitates subsequent search. A working example of an effective
replication strategy is that used in the Freenet [17] system.

(iii) One needs to route queries (Q routing) from an initiating node, in a way that efficiently
finds satisfactory content without overloading the network’s links.

(iv) Each node must test for search criterion satisfaction, so that it can decide how many hits
(if any) are found in its content (or index).

(v) Information about hits must be routed back to the source of the query ("Reply routing” or
R routing).

(vi) Testing for the termination of the search (via sufficient number of hits, or expiration) must
be done. This function is easily implemented if the queries do not branch. If they do, some
coordination is required. This function, plus (iii) through (v), make up the “basic” search
function.

(vii) Retrieval of a selected subset of the hits is also needed.
Moreover, there can be some additional desirable function.

(viii) A recommendation function may be used to allow information, which does not strictly
satisfy the presented search criteria, to be presented to the searching node. The rec-
ommendation may be thought of as arising from the network itself—i.e. from meta-
information, in the form of structure or correlations present in the stored content.

2 State of the Art

In this section, we present a brief overview of the state of the art about the three advanced
services - distributed storage, distributed processing and distributed contents. The review is
however not exhaustive keeping in mind the huge literature available and the plethora of ap-
proaches adopted to develop scalable algorithms. Moreover, many of the works are targeted to
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achieve multiple goals. Thus, it is difficult to differentiate them for a particular service. There-
fore, in the following survey, when we are reporting about some algorithm /schema/protocol
pertaining to some services, we are simply implying it to be most effective for that service.

A vast repository of literature illustrating both the research and commercial progress of grid
computing is available. We are not summarizing that portion of development. Although dis-
tributed processing is synonymous to grid computing, the spirit of BISON is to deal with dy-
namical systems, with peers which are unreliable, with topology which is constantly changing
and peers which are not owned by any single organization/consortium. This is not a classic
case of grid computing. In a grid computing environment, the peers generally agree to collab-
orate for a particular job and guarantee some reliability. In a dynamic environment, peers al-
though may have agreed to collaborate for some jobs but the agreement is very ‘loose” and they
are only ready to perform when they don’t have any ‘real” work. So although we have a lot to
learn from grid computing, essentially our perception of distributed processing is slightly dif-
ferent. A very good survey on grid computing is available in [2]. In this section, we separately
report the state of art of distributed processing, distributed storage and distributed content.
While reporting the state of the art about distributed processing, we only present a survey of
load balancing schemes which form the backbone of distributed processing. The other related
issues like reliability, routing etc. are more or less covered when we present the state of the art
of distributed storage.

Distributed processing and load balancing: The efficiency of load balancing is interpreted
both (i) from the system’s point of view and will be ensured through the fair load distribution
across all peers in the system, and (ii) from a user’s point of view, by facilitating short response
times to user requests. The basic challenge which lies ahead is achieving these goals through
distributed algorithms - algorithms which don’t have any global information at their disposal.
A brief review of some of the schemes is given.

Looking at the literature, one discovers that load balancing is a problem that has been studied in
detail in the field of distributed computing. Unfortunately, many of the results are not directly
applicable to the field of p2p systems. The reason is that many of these results ([19, 20, 39], but
the list could be very long) are often limited to static networks (meaning either with the load
defined at the beginning of the computation, or systems with no failures). There are however
a few notable exceptions like [1], where load-balancing is obtained by randomly selecting two
nodes and moving load from one to another, if necessary. The algorithm can be executed in
both synchronous and asynchronous mode. For unstructured p2p networks, the authors in
[53] use fairness criteria to distribute load across nodes. Fairness is determined both in terms
of the amount of processing a particular job needs and the computational capacity of the node
involved. The authors show that their algorithm takes care of differing processing power and
transient nodes. Moreover, the algorithm can be used to balance load for distributed storage
and content.

The system Anthill, builds p2p systems using ideas from nature-inspired computing and de-
velops load balancing applications [40]. In this paper, ants drop pheromone to set the path
from highly loaded nodes to lightly loaded nodes which ensures fast transfer of load.

More interesting is the fact that the load-balancing problems are an open issue in distributed hash
table (DHT), where the load may not always be evenly spread over the nodes. This can lead
to hotspots and degraded performance. In particular, flash crowds, when sudden large spurts
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of offered load are targeted for a particular item or service of interest, can easily overwhelm
individual nodes. For these reasons, DHT should be able to adaptively rebalance the load
when a temporary imbalance arises. Such adaptive algorithms must respond quickly to flash
crowds and other temporary overloads, but must also not incur much overhead during more
routine operations, and must be able to cope with node heterogeneity. Two papers [4, 43]
provide two initial approaches for load balancing for DHTs. The scheme proposed in [43], uses
the concept of virtual server transfer to balance load. Virtual Server represents the contiguous
region of the identifier space of a hash table and is considered as unit of load. The scheme
uses the concept of light and heavy nodes and develop greedy algorithms to transfer load from
light to heavy nodes. Three mappings between light and heavy nodes are considered. The
mappings are respectively one to one, one to many and many to many, whereby one or multiple
nodes are used to transfer load from heavy nodes. The authors show that the algorithms fairly
successfully (80 - 95%) achieve the goal of ultimately making all the nodes light. The work in
[49] addresses the problem of load balancing in order to face flash crowds in a static system
architecture and assumes global knowledge.

Distributed storage: Today’s exponential growth in network bandwidth, storage capacity, and
computational resources has inspired a whole new class of distributed, peer-to-peer storage
infrastructures. Systems such as Farsite [3], Freenet[17], Intermemory [5], OceanStore [32], CFS
[10], and PAST [15] seek to capitalize on the rapid growth of resources to provide inexpensive,
highly-available storage without centralized servers.

The standard requirements which distributed storage is dealing with are as follows: Availability:
Information can be accessed 24 hours a day, seven days a week; Durability: Information entered
into the system will last virtually forever; Access control: Information is protected. Access
control includes privacy (unauthorized entities cannot read information) and write-integrity
(unauthorized entities cannot change information); Authenticity: Adversaries cannot substitute
a forged document for a requested document; Denial-of-service (DOS) resilience: It is difficult for
an adversary to compromise availability.

Moreover, several interesting desirable goals are also discussed recently: Massive scalability: The
system should work well with thousands, millions, or even billions of clients; Anonymity: Itis
impossible or very difficult for an outside observer to ascertain who has produced a document
and who has examined it; Deniability: Users should be able to deny knowledge of data stored
on their machines. Resistance to censorship: No one can censor information once it is written to
the system [42]. It is an open question whether all of these properties can coexist.

However, till now, availability and durability remain the fundamental focus of research. The
designers of these systems propose to achieve high availability and long-term durability, in the
face of individual component failures, through replication and coding techniques. Wide-scale
replication, although increases availability and durability, introduces two important challenges
to system architects. First, system architects must increase the number of replicas to achieve
high durability for large systems. Second, the increase in the number of replicas increases the
bandwidth and storage requirements of the system. Excessive replication can incur high stor-
age and bandwidth overhead. Thus, several p2p systems, such as Intermemory, OceanStore
and FreeHaven, have utilized an efficient form of redundancy called erasure coding in which
each chunk of data is transformed into many fragments. The essential property of this trans-
formation is that only a fraction of the fragments must be recovered to reconstruct the data
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[22]. The availability also introduces the problem of retrieving the data on demand to the peer
which has stored them. This is conceived as a routing problem. Several protocols like Pastry
[15] and Tapestry [23] are proposed to tackle the problems. The protocols are also taking care of
the fact that there will be node failures which are potentially capable of damaging the routes.

Many p2p storage systems are repositories of read-only information. The biggest barrier to
providing a writable system is establishing consistency about the identity of the latest copy of
data. To address such active decision making as consistency establishment among nodes, sev-
eral recent systems, such as OceanStore and Farsite [3], have employed Byzantine Agreement
[33]. Byzantine Agreement allows a set of peers to come to a unified decision about something,
even if some of them (less than one third) are actively attempting to compromise the process.
Should the correct number of nodes agree, the result can even be signed in aggregate with
threshold signatures [32] to permit others to verify the decision at a later date.

However, an important limitation of all the models is that they are built upon the belief that
components fail independently. When this assumption is violated, many purported guarantees
are lost. For instance, replica placement schemes do not protect data when servers holding
replicas fail together (are correlated). As another example, Byzantine Agreement algorithms
do not function when many servers are corrupted simultaneously. Unfortunately, correlations
exist in all real systems. Peers may share the same subnet, owner, software release, operating
system, or geographic location. Most p2p systems rely on random component placement and
increased redundancy to combat correlated failures. While effective, these heuristics are not
the best way to avoid correlations. A more rigorous search is required and we can learn from
nature and society how to readjust in case of a series of correlated failures.

Distributed content: The distributed content and its associated search algorithms should
maximize the goals of efficiency in terms of resources (bandwidth, storage facility, processing
power), quality of service (number of results, response time) and robustness. Side by side it
should provide the peers more autonomy (in terms of with whom it wants to be neighbor
and/or in which machines it is ready to share its content) and expressiveness (how differently
can a user express his search). Different protocols which have been developed are trying to
maximize these interests. A brief sketch is provided.

One of the most recent models of peer-to-peer systems, as described in the survey about p2p
systems from HP [38], is the document routing paradigm. This paradigm is now the predomi-
nant model for many kinds of p2p applications [6, 10, 15, 26, 32, 46, 50]. All these novel appli-
cations are based on the concept of distributed hash tables, or DHTs. Examples of DHTs include
Chord [51], CAN [44], Pastry [45], Tapestry [23], Viceroy [36], and Koorde [29]. Alternative
names are distributed lookup services, location-independent routing services, structured over-
lay networks, etc.

In the DHT model, each object of interest (either documents in a file-sharing application [15],
blocks of data in a storage-sharing application [10], “topics” in a publish-subscribe applica-
tion [46], etc.) is assigned a key in a m-bit virtual address space. This key may be obtained in
several ways, such as hashing the name of a document in a file-sharing application, or map-
ping the blocks of a distributed file system in a storage-sharing application. The virtual address
space is partitioned into cells, which form contiguous regions of this address space. Depending
on the design of the specific DHT algorithm, either a single host or a set of hosts is assigned
to each cell of the virtual address space. Each host is assigned to one or more cells, and main-
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tains copies of those key-value bindings whose key values lie within its assigned cells. The
partitioning of the address space and the assignment of hosts to cells is dynamic and, in partic-
ular, changes whenever a node enters, departs or fails, or whenever load balancing is required
to match the capabilities of nodes with the bandwidth, storage and processing requirements
assigned to them.

These systems maintain highly structured overlay infrastructures that rely on a symmetric dis-
tributed design. However, they can reach Internet scales without incurring undue overhead.
There is one basic operation, lookup(key), which returns the identity (e.g. the IP address) of
the node storing the object with that key. This operation allows nodes to put and get files based
on their key, thereby supporting a hash-table-like interface. The lookup() operation typically
requires only O(log n) steps, where n is the number of nodes to find a search item. How-
ever, although it is quite fast, its ability to operate with extremely unreliable nodes has not yet
been demonstrated. Moreover, the systems built upon distributed hash tables cannot deal with
partial-match queries (e.g., searching for all objects whose titles contain two specific words).

In comparison to highly structured overlay network maintained by DHT, the loosely struc-
tured p2p networks, Freenet [17], Free Haven [14], Mojo Nation [37], are extremely robust but
the search time is quite slow. Flooding and random walk are two of the methods used to per-
form search in these networks. In order to improve the performance, the loosely structured
networks employ different schemes to replicate data, so as to develop a correlation between
the network structure and data and consequently enhance the speed of search. There is Freenet
which replicates data as soon as they are searched. However, the replication mechanism needs
not be initiated by search. For example FastTrack [16] takes more proactive measures of repli-
cating the data even if not searched. FastTrack utilizes the heterogeneity of the nodes capacity
and bandwidth to store indices more and more on the high bandwidth nodes (also termed
as superpeers). It is believed that Kazaa [31] is also following the same mechanism (Since,
all the algorithms of Kazaa are proprietary in nature, the exact features of the algorithms are
not known). Different systems use different replication strategies like proportional replication,
uniform replication and square root replications [35]. However, still now, none of the replica-
tion strategies has been proven to be the best. There is a wide scope of research in this area.
Different biological processes can be explored in this area.

Moreover, there are works on semantic overlay networks (SON) which propose clustering
nodes on basis of the same semantics [47]. That is, nodes having identical semantics form
neighbors to each other. The semantics can consider the network to be a flat structure [8, 52]
as well as a super-peer structure [34]. There are many challenges when building SONSs. First,
we need to be able to classify queries and nodes. We need to decide the level of granularity for
the classification (e.g., just rock songs versus soft, pop, and metal rock) as too little granularity
will not generate enough locality, while too much would increase maintenance costs. We need
to decide when a node should join a SON (if a node has just a couple of documents on rock, do
we need to place it in the same SON as a node that has hundreds of rock documents?). Finally,
we need to choose which SONs to use when answering a query.

10
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3 BISON Models

During the previous year of the BISON project, there have been several initial attempts to de-
velop advanced services for p2p networks. The works include exploring different load bal-
ancing algorithms and developing an effective strategy to search distributed contents in p2p
networks. Moreover, there has been a proposal to build up system model which will integrate
the basic and advanced functions and also simultaneously re-enforce each other’s efficiency.
The load balancing protocol is being explored in two different ways by Bologna and Telenor.
The algorithms related to distributed contents are primarily developed by Dresden. The system
approach has been propounded by researchers in Bolgna. We are noting them one by one.

3.1 Modular Approach for Building Advanced Functions

One important dimension along which the workplan of the BISON project is layed out is the
dichotomy of basic and advanced services. Advanced services are envisioned not only to be
simply more complicated than basic services but they also rely and build upon basic services. In
this section we elaborate on this difference emphasizing the possibility of a modular approach
to design fully distributed self-organizing applications.

The promises of p2p technology have already been partially fulfilled by numerous applications.
Unfortunately, the underlying protocols on which they are built are often complex and unpre-
dictable. Their behavior is not fully understood, and often, can be explained only in terms of
the theory of complex networks or dynamic systems. Given the lack of traditional hard guaran-
tees regarding expected outputs, users outside the scientific community—especially engineers
and application developers—might experience difficulties in exploiting the growing body of
available knowledge.

In our opinion, a more significant exploitation of p2p technology requires a modular paradigm
where well-understood and predictable components with clear interfaces can be combined to
implement arbitrarily complex functions. The goal of this section is to report on our ideas and
initial results towards this objective.

The first step in our advocated paradigm is to identify a collection of primitive components,
that is, simple p2p protocols that can be used as building blocks for constructing more complex
protocols and applications. An informal classification of these building blocks in two broad
classes is possible:

Overlay protocols maintain connected communication topologies over a set of nodes. We refer
to such topologies as overlays, as they are built over underlying networks like the Internet.
An example is NEWSCAST [27], that maintains a random overlay.

Functional protocols are aimed at implementing basic functions for other components. An
example for such a function is aggregation [54], a collective name for functions that provide
global information about a distributed system. These functions include finding extremal
values, computing averages and sums, counting, etc.

A modular approach offers several attractive possibilities. It allows developers to plug different
components implementing a desired function into existing or new applications, being certain

11
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Figure 1: A simple example network. The environment consists of a set of numeric values, one
at each node. Two protocols, Max and AVG, find the maximum and the average of these values,
respectively. They are based on protocol TorO, whose task is to maintain an overlay topology
(represented by the connections between nodes).

that the function will be performed in a predictable and dependable manner. An even more
interesting possibility is to combine building blocks to form more complex applications that
perform relatively sophisticated functions like file sharing or load balancing.

Building blocks must be simple and predictable, as well as extremely scalable and robust. In
this way, research can focus on self-organization and other important emergent features, with-
out being burdened by the complexity of the protocols. Our building blocks that are described
in deliverable D05 are typically no more complicated than a cellular automaton or a swarm
model which makes them ideal objects for research. As a result, practical applications can
also benefit from a potentially more stable foundation and predictability, a key concern in fully
distributed systems.

3.1.1 System Model

Figure 1 illustrates our system model. We consider a network comprising a large collection of
nodes that communicate through the exchange of messages and are assigned unique identifiers.
The network is highly dynamic (new nodes may join and old ones can leave at any time) and
subject to failures (nodes may fail and messages can be lost).

Each node runs a set of protocols. Protocols can be standalone applications, or may provide
some service to other protocols. Each protocol instance may communicate with other protocols
located at the same node (e.g., to import or export a service) and with other instances of the
same protocol type located at remote nodes (e.g., to implement a function).

We assume that nodes are connected by an existing physical network. Even though the proto-
cols we suggest can be deployed on arbitrary physical networks, including sensor and ad-hoc
networks, in the present work we consider only fully connected networks, such as the Internet,
where each node can (potentially) communicate with every other node. In this way, arbitrary
overlay topologies may be constructed, and a functional protocol may deploy the most appro-
priate overlay for implementing its functions.

12
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do forever do forever
wait(T time units) sp < receive(*)
p < GETRANDOMPEER() send s to sender(s))
send stop S «— UPDATESTATE(S, Sp)

sp « receive(p)
S <— UPDATESTATE(s, sp)

(a) active thread (b) passive thread

Figure 2: The skeleton of a push-pull epidemic-style protocol. Notation: s is the state of this
node, s, is the state of the peer p.

The physical network provides only the possibility of communication. To actually communi-
cate with its peers, a node must know their identifiers. At each node, the task of an overlay
protocol is to collect and maintain up-to-date identifiers in order to form a connected topology
with some desired characteristics. Given the large scale and the dynamicity of our envisioned
system, these collections are normally limited to a rather small subset of the entire network.

Apart from communicating with other peers, protocols may also interact with their environ-
ment. Any input that originates from outside the protocol set falls into this category. The
environment may include user interactions, sensor information, and any application-specific
data such as load in a load balancing system and free space in a distributed storage system.

In our model, modularity is implemented at the level of protocols. Protocols must provide
and implement well-defined interfaces, in order to allow developers to plug different imple-
mentations of the same protocol into their applications. For example, as explained in the next
section, the aggregation protocols illustrated in Figure 1 make use of an overlay protocol to
communicate with peer nodes so as to compute the aggregates. Any implementation of over-
lay can be used, as long as it provides standard interfaces and a topology with the appropriate
characteristics.

3.1.2 Example Building Blocks

Let us briefly mention two building blocks described in deliverable D05, NEwsCAST and epidemic-
style aggregation. Additional information can be found in the related papers [27, 28]. In Section
3.2 we show the importance of these basic building blocks, when aggregation is used to evaluate
a more complex function: load balancing.

Both protocols are based on the push-pull epidemic-style scheme illustrated in Figure 2. Each
node executes two different threads. The active one periodically initiates an information ex-
change with a peer node selected randomly, by sending a message containing the local state
and waiting for a response from the selected node. The passive one waits for messages sent
by an initiator and replies with its local state. The term push-pull refers to the fact that each
information exchange is performed in a symmetric manner: both peers send and receive their
states.

Method UPDATESTATE builds a new local state based on the previous local state and the state

13
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received during the information exchange. The output of UPDATESTATE depends on the specific
function implemented by the protocol. The local states at the two peers after an information
exchange are not necessarily the same, since UPDATESTATE may be non-deterministic or may
produce different outputs depending on which node is the initiator.

The period of wall clock time between two consecutive information exchanges is called the cycle
length, and is denoted by T'. Even though the system is not synchronous, it is often convenient
to talk about cycles of the protocol, which are simply consecutive wall clock time intervals of
length T" counted from some convenient starting point.

In the case of NEWSCAST the state is a fixed sized set of peer addresses and UPDATESTATE is a
merging operation: the output of UPDATESTATE is the freshest addresses from the union of the
two address sets with respect to creation date. This protocol results in an adaptive and robust
unstructured overlay topology.

In the case of aggregation the state is a numeric value. For example, in the case of averaging
UPDATESTATE returns the average of the two states. The protocol can be proven to exponentially
converge to the true average of the values held by the nodes [28]. We use this protocol to
develop load balancing algorithm in the next section.

3.2 Load Balancing Using a Modular Paradigm

Let us define the load balancing problem, which will be our example application for illustrating
the modular design paradigm. We assume that each node has a certain amount of load and that
the nodes are allowed to transfer all or some portions of their load between themselves. The
goal is to reach a state where each node has the same amount of load. To this end, nodes can
make decisions for sending or receiving load based only on locally available information.

Without further restrictions, this problem is in fact identical to the averaging problem described
in Section 3.1.2. In a more realistic setting however, each node will have a limit, or quota, on the
amount of load it can transfer in a given cycle (where cycle is as defined in Section 3.1.2). In our
present discussion we will denote this quota by () and assume that it is the same for each node.

3.2.1 The Optimal Algorithm

For the sake of comparison, to serve as a baseline, we give theoretical bounds on the perfor-
mance of any load balancing protocol that has access to global information.

Leta;1,...a; N represent the individual loads at cycle ¢, where N is the total number of nodes.
Let i be the average of these individual loads over all nodes. Note that the global average
does not change as a result of load transfers as long as work is “conserved” (there are no node
failures). Clearly, at cycle 7, the minimum number of additional cycles that are necessary to
reach a perfectly balanced state is given by

max |Gi,j—ﬂw
ﬂ Q M

14



Models for Advanced Services (Final)

Leta;,,...,a;, be the decreasing order of load values a1, ... ,ayx
J—1
while (a;;, > pand a;y,, ; < p)

ai; < a;; — Q

Wingr_y < Qigyy_; + @

J—Jj+1

Figure 3: One cycle of the optimal load balancing algorithm. Notation: p is the average load in
the system, NN is the network size, () is the quota.

and the minimum amount of total load that needs to be transferred is given by

Zj |aij — pl

; @

Furthermore, if incycleiall a; ; — i (j = 1,..., N) are divisible by @, then the optimal number
of cycles and the optimal total transfer can both be achieved by the protocol given in Figure 3.
This algorithm is expressed not as a local protocol that can be run at each node, but as a global
algorithm operating directly on the list of individual loads. It relies on global information in
two ways. First, it makes a decision based on the overall average load (1) which is a global
property and it relies on globally ordered local load information to select nodes with specific
characteristics (such as over- or under-loaded) and for making sure the quota is never exceeded.

It is easy to see that the total load transferred is optimal, since the load at each node either
increases monotonically or decreases monotonically, and when the exact global average is
reached, all communication stops. In other words, it is impossible to reach the balanced state
with any less load transferred.

The algorithm also achieves the lower bound given in (1) for the number of cycles necessary for
perfect balance. First, observe that during all transfers exactly () amount of load is moved. This
means that the property that all a; ; — i (j = 1,..., N) are divisible by @ holds for all cycles,
throughout the execution of the algorithm. Now, we only have to show that if max; |a; j — p| =
k-@Q > 0 (k is an integer) then

max |aij — pl = max laiv1; — pl = Q. 3)

To see this, define J = {j*| max; |a; ; — p| = |a; j~ — p|} as the set of indices which belong to
nodes that are maximally distant from the average. We have to show that for all nodes in J, a
different node can be assigned that is on the other side of the average. We can assume without
loss of generality that the load at all nodes in J is larger than the average because (i) if it is
smaller, the reasoning is identical and (ii) if over- and under-loaded nodes are mixed, we can
pair them with each other until only over- or under-loaded nodes remain in J. But then it is
impossible that the nodes in J cannot be assigned different pairs because (using the definition
of J and the assumption that all nodes in J are overloaded) the number of under-loaded nodes
has to be at least as large as the size of J. But then all the maximally distant nodes got their
load difference reduced by exactly (), which proves Eq (3).

Motivated by this result, in the following we assume that (a) the initial load at each node is an
integer value, (b) the average is also an integer and (c) we are allowed to transfer at most one
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do forever GETOVERLOADEDPEER(q, 1)

q— Q (p1,-..,Pc) < GETNEIGHBORS()
wait(T time units) Let p;,.a, ..., pi. .a be the decreasing
14 < GETAVERAGELOAD() order of neighbor load values p;.a, ..., pc.a
if (¢ = 0) continue forj=1toc
if (Ja — pu| < Q) FREEZE() if (p;;.a > pand p;;.q > q)
if (a < p) return p;;

P < GETOVERLOADEDPEER(q, /1) return null

if (p # null) TRANSFERFROM(p, q)
else

p < GETUNDERLOADEDPEER(q, /1) GETUNDERLOADEDPEER(q, 1)

if (p # null) TRANSFERTO(p, q) / / Defined analogously

(a) active thread (b) peer selection

Figure 4: A modular load balancing protocol. Notations: a is the current load, @ is the total
quota, q is the residual quota and c is the number of peers in the partial view as determined by
the overlay protocol.

unit of load at a time. This setting satisfies the assumptions of the above results and serves as a
tool for simplifying and focusing our discussion.

3.2.2 A Modular Load Balancing Protocol

Based on the observations about the optimal load balancing algorithm, we propose a protocol
that is based purely on local knowledge, but that approximates the optimal protocol extremely
well, as we show in Section 3.2 .4.

Figure 4 illustrates the protocol we propose. The basic idea is that each node periodically
attempts to find a peer which is on the “other side” of the global average and has sufficient
residual quota. If such a peer can be found, load transfer is performed.

The approximation of the global average is obtained using method GETAVERAGELOAD, and the
peer information is obtained using method GETNEIGHBORS. These methods can be implemented
by any appropriate component for average calculation and for topology management.

We assume that in each cycle, each node has access to the current load and residual quota of its
peers. This latter value is represented by local variable ¢ at each node, which is initialized to @
at the beginning of each cycle and is updated by decrementing it by the actual transferred load.
This information can be obtained by simply asking for it directly from the peers. This does
not introduce significant overhead as we assume that the load transfer itself is many orders
of magnitude more expensive. Furthermore, as we mentioned earlier, the number of peers is
typically small (¢ = 20 is typical).

Note that once the local load at a node is equal to the global average, the node can be excluded
from future considerations for load balancing since it will never be selected for transfers. By
excluding these “balanced” nodes, we can devote more attention to those nodes that can benefit
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do forever GETPEER(q, a)
qg—Q (p1,...,pc) «— getNeighbors()
wait(T time units) Let p;,.a, ..., pi. .a be the decreasing
if (¢ = 0) continue order of neighbor load values p;.a, ..., pc.a
p < GETPEER(q, a) according to the ordering defined by
if (p.a < a) TRANSFERTO(p, q) la —pr.al,...,|la—pc.al
else TRANSFERFROM(p, q) forj=1toc

if (pi;.q > q) return p;;
return null

(a) active thread (b) peer selection

Figure 5: The basic load balancing protocol. Notations: a is the current load, @ is the total
quota, q is the residual quota and c is the number of peers in the partial view as determined by
the overlay protocol.

from further transfers. The protocol of Figure 4 implements this optimization through the
method FREEZE. When a node executes this method, it starts to play “dead” towards the overlay
protocol. As a result, the node will be removed from the communication topology and the
remaining nodes (those that have not yet reached the average load) will meet each other with
higher probability. In other words, peer selection can be more efficient in the final phases of
the execution of the balancing protocol when most nodes already have reached the average
load. Although the optimization will result in a communication topology that is partitioned,
the problem can easily be solved by adding another overlay component that does not take part
in load balancing and is responsible only for maintaining a connected network. Note also that
the averaging component uses the same overlay component that is used by the load balancing
protocol.

A key feature of the averaging and overlay protocols is that they are potentially significantly
faster than any load balancing protocol. If the quota is significantly smaller than the variance
of the initial load distribution, then reaching the final balanced state can take arbitrarily long
(see Equation (1)). On the other hand, averaging converges exponentially fast as described in
Deliverable D05. This fact makes it possible for load balancing to use the approximation of
the global average as if it were supplied by an oracle with access to global information. This
scenario where two (or more) protocols operate at significantly different time scales to solve
a given problem is encountered also in nature and may characterize an interesting general
technique that is applicable to a larger class of problems.

3.2.3 A Basic Load Balancing Protocol

In order to illustrate the effectiveness of using the averaging component, we suggest a protocol
which does not rely on the average approximation. The protocol is shown in Figure 5.

This protocol attempts to replace the average approximation by heuristics. In particular, in-
stead of choosing a peer from the other side of the average, each node picks the peer which
has a maximally different load (larger or smaller) from the local load. The step which cannot
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be replaced however is the FREEZE operation. Performing that operation depends crucially on
knowing the global average load in the system.

3.2.4 Empirical Results

Empirical studies have been performed using PEERSIM, the simulator we developed and de-
scribed in deliverable D11. We implemented the three protocols described above: the optimal
algorithm, the modular protocol that is based on the averaging protocol and NEWSCAST and
the basic protocol that has no access to global average load. As components, the methods of
Figure 4 were instantiated with the aggregation protocol of Section 3.1.2 for averaging and
NEWSCAST for the overlay.

In all our experiments, the network size was fixed at V = 10* and the partial view size was
¢ = 40. We examined two different initial load distributions: linear and peak. In the case of
linear distribution, the initial load of node i (: = 0, ..., N) was set to exactly « — 1 units. In the
case of peak distribution, the load of exactly one node was set to 10* units while the rest of the
nodes had no initial load. The total quota for load transfer in each cycle was set to one load
unit (Q = 1).

During the experiments the variance of the local load over the entire network was recorded
along with the amount of load that was transferred during each cycle. We do not show the
data on variance—which would give information about the speed of reaching the balanced
state—because all three protocols have identical (i.e., optimal) convergence performance for
both initial distributions.

4000
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(a) linear load distribution (b) peak load distribution

Figure 6: Cumulative average load transferred by a node until a given cycle in a network of
size 10%. The curves corresponding to the optimal algorithm and the modular protocol overlap
completely and appear as a single (lower) curve. The final point in both graphs (5000 and 10000
cycles, respectively) corresponds to a state of perfect balance reached by all three protocols.

Figure 6 presents results for total load transferred during the execution of the three solutions.
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Each curve corresponds to a single execution of a protocol, as the variance of the results over
independent runs is diminishing. As can be seen from the figures, the load transferred by the
modular protocol is indistinguishable from the amount that is optimal for perfect balancing in
the system.

3.3 Load Balancing Using Diffusion, Chemotaxis and Ants

Here the aim is to test two well known biological concepts against simple classical diffusion,
for efficient load balancing. Diffusion is included as a reference case: it is a decentralized
algorithm, but without any claim to swarm intelligence or emergence of any kind. Diffusion is
also a well-studied method for load balancing in parallel processing applications [7, 9, 12, 13,
24,25,48, 55, 56]. Typical works in this direction focus on regular topologies; in contrast, BISON
seeks methods which work well in dynamic topologies, which are not necessarily regular. In
this section, we assume no knowledge of the topology, and that no global information (such as
the average load) is available.

We want to carry out a “fair” comparison of three distinct mechanisms, in an attempt to an-
swer the question: Which is the most “smart” (efficient) system of all? The concept of “fairness”
will be specified in detail below; the principal idea is that each system should have the same
basic “brute force” ability to move load, so that a more efficient (ie, faster) approach to load
balancing is achieved through “smartness” rather than brute force. The three schemes for load
balancing—through diffusion, using ant algorithms, and using chemotaxis—are elaborated be-
low. Since the schemes are decentralized, algorithms are given for arbitrary node . All the
nodes execute the same algorithm.

3.3.1 Diffusion

For all models in this section, including diffusion, the load at node i is denoted ¢;. Also, each
node is assigned a capacity C;. The aim of load balancing then is to seek an even distribution
of the difference quantity ¢; — C;. Ideally, this difference would be zero everywhere. However
in some cases, and in the models considered here, the total load is a constant—there is no
mechanism modeled for creating or eliminating load—and the node capacities, and hence the
total capacity, is also constant. For reasons given below, these two constants will be set equal.

The discrete version of the diffusion equation is
Ap=c-L-¢ 4)

where A¢ is the discrete-time change in the vector of loads ¢, c is a diffusion constant, and L is
the Laplacian matrix; or equivalently

Agp;=c- (j:%;(i) b5 — ki - ¢z) )

Here k; is the degree of node i, and nn(i) denotes the nearest neighbors of i. The average over
i’s neighbors may be written as
2 j=nni) i

i ©®)

¢av,i =
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hence we see that our diffusion rule gives no change in load at ¢ when ¢; = ¢q,,;.

One way of decomposing the discrete diffusion equation above, is as follows. At a given time,
we define the change in load moving from i to j as A¢;—.;. Then we can obtain the above
diffusion rule by setting

Agij=c-¢; (7)

where c is the same diffusion constant. Now we want to get the total movement of load out
from node i at a given time. This is

AQZ)i,out = Z AQZ)zH] =c-ki- ¢ (8)

j=nn(i)

This equation may be viewed as the basic equation for discrete diffusion (although, in fact, only
the net change in ¢; has any independent meaning in these models). We focus on this equation
because we will use it to quantify our “fairness criteria” for comparing the various models
here. That is, a fair comparison should give each system the same “strength” or “brute force
ability” for moving load; then the more efficient system or algorithm will achieve its advantage
from “smart” movement of load, rather than brute force. We believe that it is reasonable to take
something like Eq. (8) as defining the brute-force load-moving ability for diffusion. Our goal
will then be to define promising models for efficient load balancing, and then to ensure that
each such model will have, as nearly as possible, a brute force load-moving ability equal to that
found here for diffusion.

Finally, we must correct the above equations for capacity. Eq. (7) becomes
Agij =c- (¢ — Ci) )

and Eq. (8) becomes
Adiout = ¢ ki (i — Ci). (10)

Similar corrections for the other equations are easily made. Note that, even though the capac-
ities C; amount to a simple shifting of the zero point for the loads, they affect our measure of
brute-force load-moving ability: the amount of load moved in Eq. (8) can differ significantly
from that moved according to Eq. (10). Hence—since we will use capacities in the other models
considered—we take Eq. (10) as our reference level for brute-force load-moving ability.

3.3.2 Chemotaxis (CT)

The basic idea here is to use a signal in order to accomplish the load-distribution task faster
than diffusion. We illustrate this idea with a simple figure which shows the initial distribution
of load on a one-dimensional plane.

Note the large load at the center of the simple, one-dimensional distribution. The standard
diffusion mechanism will send load equally in both directions (left and right) from this site—
even though it is clear from our global view that more load should be sent to the right. The
diffusing system will only discover this after left-diffusing load from the large central piece
collides with right-diffusing load from the left.
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) ~1 =

Figure 7: Distribution of Initial Load

This kind of inefficiency for standard diffusion is not just valid for networks which resemble a
1D (or higher-dimensional) space. That is, the net load transferred (flow) over each link, from a
static starting distribution to convergence, is known to satisfy an optimality criterion; however
in general the total movement of load is much larger than this net flow [12, 25]. One method
for combating this inefficiency is to compute the flow using a diffusion algorithm, but without
actually moving the load. Then, in the second phase of the procedure, one carries out the flow
[11, 12]. This two-phase approach is suited for static problems. However, in our chemotaxis
model, we will present an approach in the same spirit, but meant for dynamic load balancing
problems. That is, we give the load a chemotactic signal, which is constantly emitted by the
load. The signal diffuses much faster than the load could diffuse. The load itself moves down
gradients of signal. Thus, if the signal diffuses quickly enough, it will guide the load in Figure
7, for example, more to the right than to the left—eliminating much of the wasted movement.

In a real network, movement of both signal and load is limited by the network’s effective band-
width. However, the signal represents a quantity of data on the order of bits; while the load
may be considerably larger. Hence it is plausible that the signal could move more rapidly than
the load. The existence of these two time scales—one for signal, and one for load—is a crucial
aspect of this proposed load-balancing mechanism.

Now we express the above idea in equations. We again assign capacity C; to each node .

The signal emitted at node i, at each time instant, is
SEMI = ¢y - (¢ — Cy). (11)

Here we see the utility of assigning capacities to each node: the emitted signal can be either
positive or negative. If there were no capacity terms, so that loads were always positive or
zero, there would be only sources of signal, and no sinks. In a real chemotactic system, there are
sinks: diffusion away to infinity, and consumption of signal by bacteria. In our closed network,
with only sources, the average signal level must grow steadily with time. Even though the
load is only sensitive to gradients of signal, it is impractical to have to manage ever-growing
real numbers; and a rescaling of the zero level of signal is a global problem.
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We will thus set the total load ¢:+ equal to the total capacity Ci,. This ensures that the aver-
age signal level is zero at all times. This is a global constraint, and thus somewhat artificial.
However it allows us to compare these load-balancing mechanisms on equal terms.

In a more realistic system, load can be created and destroyed. In such systems, the artificial
constraint is removed. The use of signal, emitted from load, should however still be useful,
in fact more so: the local signal level, along with its time derivative, can serve as a form of
feedback to the nodes that may create or destroy load.

Equation (11), along with the constraint ¢;,; = Ciot, gives us a system with balance between
sources and sinks.

The movement of the load from node i to j is guided by the difference in signal level between
the two participating nodes ¢ and j:

A¢i_>j = C3 - (Sz — Sj) (12)

This difference is simply the discrete form of the gradient.

Finally, the signal itself obeys standard diffusion:
ASi—»j =Cq4 - SZ (13)

Now we come to the question of two time scales. For a continuous system, to ensure that
diffusion of signal is much faster than diffusion of load, we would set ¢4 >> ¢. For discrete
systems, the choice is much less simple. In fact, it is a current research problem to find the value
for the diffusion constant which gives the fastest diffusion; see for example Refs. [9, 11, 55, 56].
In particular, the optimal diffusion constant (or constants—see below) depends on the topology,
with analytical results only available for regular topologies. Also, in general knowledge of the
eigenvalues of the Laplacian matrix is needed to find the optimal value [9, 11, 56], or even to
find a good but suboptimal value [25].

These ideas are clearly not suitable for a nonregular and highly dynamic topology. Instead,
we seek a way to ensure fast diffusion of signal, without global knowledge, and in the face of
a dynamic topology. We recall our basic assumption: signal (unlike load) requires negligible
bandwidth, and so we can send as much as we like in each time step. The problem is then, how
much to send, so as to ensure that the resulting diffusion is indeed fast.

Cybenko [9] defines a diffusion matrix M, obtained as follows. First one generalizes equation
(5) (also replacing ¢ with S) to the form

ASZ' = Z Qg - (Sj — Sz‘)% (14)
J

that is, the fraction of the difference which is transferred between i and j can vary for different
links 7j. This more general (“anisotropic”) diffusion law gives

g+ — (1 - Zaz-j)sf +3 St (15)
J

J

which in turn may be written in matrix form as

Sttl — MS'. (16)
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This anisotropic diffusion rule is weight-conserving if o;; = «j;. Also, one takes the off-
diagonal elements M;; = «;; to be zero when there is no link between ¢ and j, and «a;; > 0
otherwise. Finally, the diagonal elements M;; = 1 — >, «;; represent the fraction of signal
S; that is not transferred away in one time step. Cybenko, and others, wish only to work with
nonnegative values; hence it is common to take M;; > 0. All these constraints make M a doubly
stochastic matrix—a type for which much is known.

A diffusion process driven by Eq. (16) converges to a uniform distribution under the conditions
that (i) the induced network (formed by those links with «a;; # 0) is connected, and (ii) either
the network is nonbipartite, or at least one M;; > 0. The rate of convergence is determined by
the gap between the largest eigenvalue of M (which is 1) and the magnitude of the eigenvalue
with second largest magnitude. The convergence condition (ii) ensures that A = —1 (which
would make the gap = 0) is not in the spectrum.

One implication of the constraints in the above two paragraphs is that one should never send
out more signal than one finds at a node. This constraint, although apparently motivated by the
wish to keep to positive signal (load) values, may be necessary for first-order diffusion systems
as represented by Eq. (16); however it can be violated in other schemes [21].

One way to hold to this constraint is to set
Qi = Qjj = mln(l/k:l,l/k]) (17)

This choice fulfills all of Cybenko’s criteria, without requiring any global knowledge of the
network topology. In fact, it also adapts easily to changes in topology, since it only requires
communication among neighboring nodes. We will call this scheme "FCDL": “fast Cybenko
diffusion with a local criterion’. FCDL has not, to our knowledge, been tested; we present it as
a simple, decentralized candidate for (possibly) fast signal diffusion.

One might be more greedy and send, at each time step, all signal that is found at a node i. That
is, set
AS; ;= Si/ki, (18)

so that
ASi,out = Sz (19)

Let us call this scheme "SOE’ (send out everything). SOE does not conform to the general
scheme of Cybenko, since it gives a rule

as- ¥ (-7 (20)

this is not in the form of Eq. (14). Nevertheless this process is weight-conserving, and it con-
verges. We can see this by normalizing the S vector so that the total signal )", S; = 1. Then
we see that we can view S, as a probability fluid, and that iterations of Eq. (18) correspond
to iterations of a random walk on the network. This process converges [41] to Sif inal _ 1. /2L,
where L is the number of links in the network. When |S| is not normalized to one, the final
value for S; is simply rescaled (and the interpretation of .S; as a probability is lost).

SOE thus lies outside of the Cybenko constraints. Its speed of convergence will still depend on
the size of the gap of the resulting (asymmetric) matrix. However it has the undesirable feature
that it converges to a nonuniform distribution.
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We can fix this problem by noting that the converged values for SOE are proportional to k;.
Hence we define o; = S;/k;. We use the same rule as in SOE: Eq. (20) then becomes

Ao = (1/k;) > (05— 03). (21)

j=nn(i)

This is of the form of Eq. (14); but now the symmetry requirement on the «;; is violated, since
a;j = 1/k;, while aj; = 1/k;. The result is that this rule is not weight-conserving. It is still
somewhat interesting, however. The rule (21) implies that

ot =(/k) Y oh =0l (22)

j=nn(i)

In other words, this rule amounts to replacing the “signal” o; with its neighborhood average,
in each time step. Hence we call this rule RNA (replacement by neighborhood average).

The RNA rule is of course just a rewriting of the SOE rule, in terms of the new variables o;.
However this rewriting has meaning—for we can choose to let the movement of true load be
guided by the rescaled o; values, rather than by the S;, in Eq. (12). Also, even though the rule
is not weight-conserving, we know that it converges (because SOE does); and we can find the

final (uniform) value, as follows. We know that the final S; values are (}_; S (0))(k / 2L) where

SJ( ) are the initial values. Then the final value for o; is just af inal _ Sf inal g — (25 S ) /2L =

(2 kiot”)/2L.

The SOE rule is not suitable for a signal diffusion law, because the load cannot converge to a
uniform distribution if the signal does not. However it is not obvious that the signal move-
ment must be weight-conserving. We want the signal to diffuse quickly, and to guide the load
(which is assumed to move slowly), in a way similar to the two-phase approach, but one that
runs both ‘phases’ in parallel and online. Weight conservation is not obviously necessary for
the signal diffusion law. Hence we retain both FCDL and RNA as candidates for fast signal dif-
fusion. Both depend solely on local information, and both can be quickly updated in response
to topology changes.

We have discussed at some length the question of fast diffusion of signal, because the limit
of fast diffusion is quite different in the discrete case from the same limit in the continuum
(where nothing special happens). Now we have some candidates for fast diffusion, which
amount to replacing rule (13); these candidates need to be evaluated under various conditions
of topology and dynamics. It remains then to set up a “fairness criterion”. That is, we want the
load-moving ability of this chemotactic system to be calibrated, via the constant parameters cy
and c3 in equations (11) and (12), so that it is the same as that of plain diffusion. In other words,
we want

DG g = Dot (23)

r,out —

We consider the FCDL rule (17) first. The LHS of our fairness criterion (Eq. (23)) is given in Eq.
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(10). The RHS is

Adlgn = D Ddiy (24)
J=nn(i)
= > e (Si—8) (25)
j=nn(i)
= 03-k:i-Sl-—03- Z S (26)
j=nn(i)
= C3- kz : (S'L - S(w,z)a (27)

where the last line defines the quantity Sg, ;.

For FCDL, at any given time ¢, the signal at node i obeys
So= S E (1= ai)SIT D ag S (28)
’ J

=S¢t My - S+ Z M;; -S4 (29)
J

Now we consider the extreme case that
ki > kj, Vj = nn(z), (30)

thatis, node i has higher degree than any of its neighbors, so that (for FCDL) all of its a;; = 1/k;,
and consequently M;; = 0. Then we get
St =S +(0) + Siy g (31)

(ZUT,

Hence, for this case,
St st

avz

- Siemit (waz St 1) (32)

av,?

That is, a node which is a local maximum of node degree k; has the two properties, under
FCDL, that it sends out all its signal in one time step, and receives in return the average over
its neighbors. Thus it is locally both SOE and RNA.

If we now consider the other extreme, namely that

ki < k‘j, Vi = TL’I’L(Z), (33)
we get that
Si=5m+ (- Y, St R Z 75t L (34)
j:nn(z) j=nn(i)

This differs from the result in (31) in that S ' gets more weight, and the S;f_l get less weight.
For the purposes of finding a fairness criterion, we will treat these differences as roughly can-
celing, so that both extremes (and all cases in between) may be approximately represented by
the results (31) and (32).
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Now we make one further approximation. The two last terms in (32) may be of any sign, and
have a time average of zero. Hence we will ignore them, in order to find a way of calibrating
our FCDL chemotaxis rule against simple diffusion. This gives

St =Sl ~ S5 (35)
= ¢ (¢ — Cy); (36)

hence the RHS (27) of our fairness test becomes
AGSL mcy ko (i — ). (37)

This equation is readily compared with the LHS of our fairness test, see Eq. (10). We can then
give the same brute force capacity to both plain diffusion and our chemotactic system by setting

c=c3-C. (38)
Now we can eliminate one unnecessary constant by setting
co=1; (39)

that is, we measure signal in the same units as load and capacity. Our final result for enforcing
fairness is then
c = cs. (40)

Finally we want a fairness test for the RNA rule, which is our second candidate for fast signal
diffusion. We need the RHS of Eq. (27) (replacing S; with o; everywhere). Including emission,
we have

t _ _emit t—1
o5 =07+ 0h s 41)

and so

t t __ __emit
0 = Oquvi = 04 -

(ol . —ol-hy. (42)

Here we make the same approximation as we did for Eq. (32), namely, we neglect the final two
terms. Then we get (as before)

ot — ot ~ gmit (43)

= c2- (¢ — Ci), (44)

and hence we get Egs. (37) and (38) again. Now we can in principle take a different value for c;
for RNA; but we see no reason not to use the same as for FCDL, ie co = 1. This gives us, finally,
the result Eq. (40), so that RNA and FCDL can use the same values for their constants.

This is a simple result. We recall now the conditions under which our CT approach is expected
to be useful: that the typical size of the load, compared to the typical bandwidth of the links,
does not allow sending out most or all of the load in one time step—hence the need for signal
(which can diffuse rapidly) to help the load as much as possible. Above, we expressed this
condition as ¢ << ¢4. However, in our two candidate rules for fast signal diffusion, ¢4 is not
a constant. Instead, it is of order (in the case of FCDL), or exactly (in the case of RNA), 1/k;.
Thus, if we want to simulate a coupled load/signal system, where the load moves much more
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slowly than the signal, we want c to be less than, or much less than, the smallest “c4” in the
network, ie, we want
¢ < C4min = l/ki,max- (45)

If there is a wide range of k; values, then the simple inequality may suffice. For systems with lit-
tle variation in k;, it makes more sense to set ¢ much less than 1/k;. Then, once ¢ is determined,
c3 is determined as well.

3.3.3 Ants

Ant rules are typically known to perform aggregation algorithms. In this case, inverse rules are
proposed, whereby the opposite effect—namely, load dissemination or load balancing—can be
accomplished. The ants which roam about in the network pick up and drop the load following
some rules. The rules are formalized by the set of simple algorithms.

First we give a rule for loaded ants.

Algorithm 3.3.1 Loaded ants
If Loaded
Move to node i, using Loaded Walk Rule
If (pi — Ci) < (¢ — Ci)aw and (¢; — C;) < 0
Drop load = Unloaded

Here (¢; — Ci)aw = (1/ki) > j=nn(i) (¢; — Cj) is simply the quantity ¢, ;, corrected for the pres-
ence of capacities.

Now the rule for unloaded ants.

Algorithm 3.3.2 Unloaded ants
If Unloaded
Move to node i, using Unloaded Walk Rule
If (pi — Cs) > (¢i — Ci)aw and (¢; — C;) > 0
Pick up load ¢py (i) = cpy(¢; — Ci) = Loaded

These rules are similar in spirit and simplicity to those shown by Resnick to give aggregation
behavior. Here the rules are designed to “anti-aggregate”. We have not specified the rules
for movement yet. The reason for this is that we will find it useful to define two different
ant models: “blind” ants and “smart” ants. For blind ants we will be able to find and resolve
the fairness test in a reasonable way. Then the smart ants” fairness test will be automatically
resolved, since they have the same brute-force load-moving capacity, according to the above
rules.

Now we tell how the ants move.
Algorithm 3.3.3 Loaded Walk Rule

Blind ants: random choice of neighbor
Smart ants: walk from j to i such that (¢; — C;) = ming_p,;)(¢r — Ck)
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Algorithm 3.3.4 Unloaded Walk Rule
Blind ants: random choice of neighbor
Smart ants: walk from j to i such that (¢; — C;) = maxy_p,j)(¢x — Ck)

In other words, blind ants move load randomly, while smart ants seek, if loaded, the least
loaded neighbor, and, if unloaded, the most loaded neighbor. Note that all of our ant algo-
rithms presuppose that every node possesses information about the loads and capacities of its
neighbors. This information is needed for the Drop and Pick-up tests for all ants; so it is not
unreasonable to let the same information guide the movement of the smart ants.

Now we need a fairness test. We want

A¢diff _ Ad)ants (46)

i,out — i,0out*

We will seek a way to enforce this criterion for blind ants.

We define a,,; to be the number of unloaded ants at 7 at a given time (time index suppressed);
and let ppy (i) be the probability that an unloaded ant at ¢ will pick up some load. Since the
load test is deterministic, this probability is simply 0 or 1, depending on the load at i and
its neighbors. However, we will use time-averaged quantities here, in order to simplify our
fairness test.

With these definitions we have the RHS of Eq. (46) as
Agfaes = aui - pru(i) - dpu(i). (47)

Now we replace the product a,; - ppy(¢) by its time average a,; - ppy(2); and then, for blind
ants, we note that the two terms in the product are uncorrelated—the random movement of
the blind ants ensures that this is so. Then the product becomes @,; - ppr/(i), and we get

AGIES x5 Gy - ppu(i) - pu(d). (48)

The average number of unloaded ants at node i should be one half of the average number of
ants at node i: a,; = @;/2. Also, the two parts of the pickup test (the sign of the load-capacity
difference, and how it compares to that difference averaged over neighbors) are uncorrelated.
Hence ppy (7) is the product of two probabilities, each of which is 1/2.

Finally, we know the quantity @;. For ants whose movements are uncorrelated (blind ants), it is
just the total number of ants A on the network, times the probability prw (i) that one random
walker will be at node i. This latter probability is known [41]: it is prw (i) = k;/(2L) where L
is the total number of links on the network.

Now we put all of these pieces together into Eq. (48):

Ak, 1
ants L . L .
i,out ~ 4L 4CPU ((bl Cl) (49)

This expression is readily compared with Eq. (10). Equating the two gives

A

C:ﬁ‘CPU. (50)
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Here we find two parameters constrained by one. That is, only the product A-cpy is determined
by this result. It is interesting to note an implication of this result: namely, that if we wish to
set the ants’ “diffusion constant” cpyy equal to that (c) for our reference pure-diffusion system,
we must have 16 ants on the network for each link of the network! No doubt having a high
number of ants gives good performance, as it allows a more nuanced response to variations in
(load — capacity). The overhead required for so many ants may be greater than that for simple
diffusion, however.

In any case we have some freedom of choice from our result (50). We will take A = 16L and
cpy = c as a good starting point for simulations.

Finally, we repeat our argument for smart ants: we claim that they have the same brute-force
ability as long as they have the same pick-up test, and the same value for the product A - cpyr.
In fact, clearly the “most fair” comparison between blind and smart ants is obtained by giving
both kinds of ants the same values of the individual parameters A and cp;; and we will take
this constraint as our fairness criterion for comparing blind and smart ants. Since we have also
given the blind ants the same brute-force ability as plain diffusion, and since the CT system
has been similarly constrained, we have found a set of conditions which give a (roughly) fair
comparison for four different load-balancing systems: plain diffusion, chemotactic signaling,
blind ants, and smart ants.

We address one last question regarding our ants here: does it make sense to call them “ants”?

For instance, one could describe the plain-diffusion equations in words that invoke the idea of
ants: we could let k; ants be created at each node i at each instant, let them transport ¢(¢; — C;)
to each neighbor j, and die there. Of course here we are knowingly trivializing the notion of
ants! But perhaps there is some danger of unknowingly doing the same thing.

We have, in deliverable D03, listed several properties of real ants. Two in particular un-
derlie many applications of “software ants”: they are mobile, and they employ nondiffusive
pheromone to mark paths. Here, we are only using the first property, their mobility. Neverthe-
less we argue that it is meaningful to refer to ants in this algorithm. Not only is it inspired by
real ants; it is also qualitatively distinct from diffusion, in that the transport is discrete. That is,
load is moved by countable, nonperishable units, and cannot be moved from i to j if there is
no such unit (ant) at 7. Furthermore, the “smart” ants choose where to move the load.

Our point is then that the algorithms described here are distinct from both plain diffusion and
the chemotactic model; and they possess antlike characteristics in a nontrivial way.

3.4 Distributed Contents for p2p Networks Using Concepts from Natural Immune
Systems

This work in progress, primarily developed by Dresden, is mainly aimed at developing an al-
gorithm for searching p2p networks [18]. However, beyond the basic service of search, the
algorithm takes care of arranging the contents in a fashion such that nodes possessing similar
types of contents are clustered together. The fundamental ideas of the algorithm have been
stolen from natural immune systems known for using robust, decentralized algorithms to kill
diseases. As a result, the algorithm avoids query message flooding, instead of which employs
concepts of proliferation and mutation which act as effective tool to produce high quality of
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Figure 8: A node in the p2p network and its neighborhood

search. The basic inspiration which we have derived from natural immune system in develop-
ing the algorithm is noted in D05. We are not repeating it here. The basic model parameters
and the algorithms are next presented.

3.4.1 Simulation Model

This section is divided into two parts. In the first part, the framework used to model the p2p
environment is described. In the second part, the algorithm denoted as ImmuneSearch respon-
sible for producing distributed contents is elaborated.

Model Definition

The p2p network is modeled as a toroidal grid where each node in the grid is conceived as
a member of the p2p network (Figure 8). Due to the grid structure, each node has a fixed
number of eight neighbors, the neighbors are marked in Figure 8. Each node has two profiles -
the informational profile and the search profile.

The informational profile (Pr) of the node is formed from the information which is shared by the
node with other community members in the p2p network. The node’s profile is created as a
result of the analysis of data stored by the given node. The search profile (Ps) of the node is
built from the informational interest of the users of a node. In general, this may differ from
the information stored on the node. For simulation purpose, it is assumed that there are 1024
different categories of search. Moreover, it is assumed that these categories within themselves
have some commonality. For example, if somebody searches for pop music, the interest may
closely map with rap music. Hence, the search category pop and rap are conceived to be close
to each other. Thus, the 1024 categories are represented by a 10 bit string, whereby proximity
between each category is well defined. For simplicity, each node is assumed to have a single
informational and search profile. The query message packet (1) is also a 10-bit binary token
searching for a particular category. From now on we refer to category as token. Tokens which
are close to each other in terms of Hamming distance are representing similar categories.

Similarities between a profile P and a query message packet (M), are measured in terms of the
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number of bits that are identical. That is,
sim(P, M) = d — HD(P, M) (51)

where H D is the Hamming distance between P and M and d is the length of the token. The 1024
tokens present in the network are distributed according to Zipt’s law [57]. That is, if the most
frequent token ¢; has occurred 1000 times, ¢ occurs 500 times, ¢3 occurs 333 times and so on.

On the basis of this, the search algorithm ImmuneSearch is now elaborated.
ImmuneSearch

The ImmuneSearch is a distributed algorithm and is implemented individually and indepen-
dently at each node. The search algorithm consists of two parts, the strategy followed by query
message packets while moving through the network and topology evolution initiated by the
search.

Movement: The search in our p2p network is initiated by the user node. The user (U in Figure
9) emanates message packets (which are derived from the search profile of the user) to its neigh-
bors and the packets are thereby forwarded to the surroundings. The method of spreading
the message packets to its neighborhood forms the basis of the algorithm. In the scheme, the
spreading algorithm is inspired by the immune system. The message packets are conceived as
antibody, whereas the profile it is searching is conceived as antigen. For ease of understanding, the
message packets are hereby referred to as antibody.

In our system, the antibodies undergo random walk across the grid, but when they come across
a matching antigen (an antigen is the information profile of any arbitrary node), that is, the sim-
ilarity between the antibody and antigen is above a threshold, the antibody undergoes prolif-
eration (as shown in position A of Figure 9), so as to find more and more nodes with similar in-
formation profile around the neighborhood. Besides proliferation, mutation is initiated which
brings in diversity in the search and helps the user node to find a wide variety of search items.
(The different colored message packets around A in Figure 9). The mutation results in finding
new items which may not have been initiated exactly for search but which produce suggestive
new results. This new suggestions can be helpful for the user. Moreover, the mutation also
helps in bringing similar categories together. The mechanism is next presented in algorithmic
form.

Each node executes the algorithm independently. The algorithm is initiated on a particular
node as soon as an antibody (M) (query message packet) enters that node. Therefore, the
algorithm named Movement_p2p is presented with respect to a particular node A.

Algorithm 3.4.1 Movement_p2p
Input: Antibody(M)
Output: Further Movement of the Antibody
If (sim(P;,M) < Threshold)
Perform random walk on the grid.
else
Perform proliferation and mutation.

Proliferation and mutation initiate a differential movement around the neighbors of the nodes
which are already found to be similar to the antibody. This implicitly points to the importance
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Swap between C' and A: C which resides in 6 (The nodes in the grid which are important to
explain the search mechanism are marked from 1 to 12) has initially neighbors residing in {1,
2,3,5,7(=A4),9,10, 11}; while A which resides in 7 has initially neighbors residing in {2, 3, 4,
6(=C),8,10,12}

After swap, A has neighbors {1, 2,3,5,6 (= (), 9, 10, 11}, while C has neighbors {2, 3,4, 7(= A),
8,10, 11, 12}. That is, in swap, in effect, the neighbors are changed, not the physical position of
the nodes.

Figure 9: The Search Mechanism

of topology evolution of the network which should ensure that nodes which have similar pro-
files come close to each other. This would naturally increase the effectivity of proliferation,
because antibodies after undergoing proliferation will immediately begin to find nodes with
similar information profile. This in turn ensures enhanced search output.

Topology Evolution: In the topology evolution scheme, the neighborhood of individual nodes
are changed during search. Since each node can have eight neighbors, the neighborhood
change follows the method illustrated in Figure 9. It is seen that the node has changed from A
to B. During its movement from A to B, at each step it swaps its position that is, neighborhood
information with intermediate nodes (as C' in Figure 9).

The topology or the neighborhood configuration of a node (say A) is evolved based on the sim-
ilarity between the node and the user node (say U) which has initiated a search. The similarity
can be of two types;

e Similarity between Py (information profile) of the node (A) and the antibody (M) initiated
by the node (U).

e Similarity between search profile (Ps) of the node A and the antibody (M) initiated by
the user node U.

The amount of movement of A towards the user node (U) is proportional to

e the similarity between them (A and U) either in terms of P; or Ps.
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e the distance between node U and node A.

The movement of nodes is also controlled by another important concept which is borrowed
from natural immune systems - aging. The movement of a node gets restrained as it ages. It is
assumed that the age of a node is dependent upon the number of times it encounters similar
antibodies. That is, the longer it stays in the environment (p2p network), it is assumed that
the node has found its correct position and the less is its response to any call for change in
neighbors towards any user node U.

Moreover, if the search profile (Pg) of a node A matches with )M, the movement of that node
A towards user node U is initiated only if it is younger than U. If the node A has performed a
search more times than U, it is assumed to be in a more stable position than U and consequently
there is no further movement.

The aging concept lends stability to the system, thus a node entering the p2p network, after
undergoing the initial changes in neighborhood finds the correct position. The algorithm for
topology evolution is now elaborated. The Topology Evolution is executed on a node A, only
when the similarity between antibody (1/) and the profile (P) of A is above a threshold.

Algorithm 3.4.2 Topology Evolution
Output: Changed Position of A.
x1 = sim(Pr,M) /* Pr - Information Profile of A */
x9 = age(A)
x3 =dist(A, U)
x4 = sim(Pg,M) /* Ps - Search Profile of A */
x5 = age(A) - age(U)
if (x1 > Threshold)

mov(A) o #2
if (x4 > Threshold and x5 > 0)

mov(A) o #4253

2

We are now in a position to present the main algorithm ImmuneSearch which is a combination
of Algorithms 3.4.1 & 3.4.2. The ImmuneSearch is presented with respect to a particular node A.
Each node applies the ImmuneSearch algorithm whenever it encounters an antibody.

Algorithm 3.4.3 ImmuneSearch
Input: Antibody (M)
Output: Movement
if (sim(Py,M) > Threshold)
{
Proliferate and mutate antibodies in neighborhood.
Topology Evolution(A)
¥
else
Randomly forward the antibody M to any of the neighborhood.
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Figure 10: The clustering of similar nodes (nodes possessing the most frequent t oken) in a p2p
network,the snapshots at generation no. 0, 3, 24 respectively

Figure 11: The clustering of similar nodes (nodes possessing 2"%, 3"¢ and 11" most frequent
tokens respectively) in a p2p network,the snapshots at generation no. 100

The initial simulation results which firmly establish the clustering effect of the categories and
consequently enhanced search efficiency are discussed next.

3.4.2 Simulation Results

The experimental results point to the important feature of clustering of information, through
the algorithm which in turn helps in performing a fast search scheme. The set-up parameters
for the grid and the profile are elaborated next.

Experimental Setup: The experiment is performed on a 100 x 100 grid thus assuming that
there are 10* computers participating in the network. Each search is initiated at a randomly
chosen node and runs for 50 time steps. A generation consists of 100 searches. Each search
event besides searching for the requisite items also arranges the peers in such a fashion that
similar peers cluster together.
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Figure 12: Efficiency of different techniques of search; The techniques are ImmuneSearch, Pro-
liferation and RandomWalk respectively

Expt 1: Search in Steady Condition

The series of snapshots in Figure 10 & Figure 11 demonstrates the clustering effect in p2p net-
works (where the overlay network is a grid). These snapshots are result of experiments carried
out with the assumption that no node/machine leaves the system. The figures show the 100 x
100 p2p grid. The z-axis in Figure 10 varies from 0 to 200, because each node displays its two
profiles Pr and Ps. (The blue dots represent the search profile of a machine (Pg) while the yel-
low dots are the informational profile (Pr)). The three snapshots show the progressive nature
of clustering of the nodes hosting the most frequently occurring token at generation number 0,
3, & 24 respectively. It is clear from the pictures that as time progresses, similar nodes tend to
cluster within themselves. Thus, whenever the antibody finds one of the profiles, there is an
avalanche effect in terms of proliferation and search output. These clusters provide a fantas-
tic breeding ground for more and more antibodies, which progressively enhance the success
rate of ImmuneSearch. Moreover, the nodes hosting less frequently occurring tokens also cluster
within themselves. This is illustrated through Figure 11. The z-axis in Figure 11 varies from 0
to 100. Here we show only the informational profile; marked as red dots. The three snapshots
show clusters of nodes possessing the 2"¢, 3" and 11" frequent tokens. It is seen that these
tokens, as a result of ImmuneSearch, also cluster within themselves.

The improvement of search through use of the ImmuneSearch algorithm is reported through
Figure 12. Each search is initiated at a randomly chosen node and the number of search items
(ns) found within 50 time steps from the commencement of the search is calculated. The results
in the figure show the average over 100 different searches whereby we obtain N, where

N = > n
s 100

The value of N, directly reflects the efficiency of the network. Consequently, in the graph
(Figure 12), each generation number actually comprises of 100 searches. The search results
are represented by the best fit polynomial method. This gives a clearer understanding of the
trends of the results. The results of three types of experiments, the random movement, the
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Figure 13: The clustering of similar computers in p2p Network in the snapshots at generation
100 for systems changing 5, 10, 20 percent peers respectively at each generation

proliferation and the ImmuneSearch are plotted. The z-axis of the graph shows the generation
number while the y-axis represents the average number of search items (/N5) found in the last
100 searches. It is seen that the number of search items (/N;) found is higher in proliferation
than in random search. However, as expected, Ny doesn’t increase over time. In the case
of ImmuneSearch, the number of search dramatically increases by almost 100% after initially
starting in the same level as proliferation.

Expt 2: Search in Transient Conditions

The next experiment explores the behavior of the algorithm in face of constantly changing
environment of p2p networks. It is seen that even though nodes enter and leave the system
at arbitrary pace, the ImmuneSearch algorithm organizes contents in a clustered fashion. The
series of snapshots of Figure 13 show the robustness of the algorithm. The snapshots are pro-
duced as results of experiments where 5%, 10% and 20% of the population respectively are
replenished after every generation. The snapshots, as in Figure 10 & 11, show the position of
the most frequently occurring tokens (marked in green) in the 100 x 100 grid: Besides the most
frequently occurring token, also tokens which have Hamming distance 1 from this token are
plotted (marked as red). The figure shows that even in face of such dynamic change, cluster
formation is produced by the ImmuneSearch algorithm. Moreover, closely matching tokens also
have a tendency to cluster together.

4 Outlook

This report presents the progress related to advanced services addressed by the BISON project.
The advanced services are conceived as more complex services which cannot be addressed by a
single input- output function. It is basically built based upon several basic services. A detailed
state of the art has been presented.

Regarding the present work in progress, three different schemes are developed: two related
to load balancing and one related to distributed contents. Some initial results of each of the
respective schemes have been discussed. The schemes utilize the concept of epidemics, ants,
chemotaxis and immune systems to develop these advanced services. Although some progress

36



Models for Advanced Services (Final)

is achieved, still the basic assumptions of the models are quite simplified. All the schemes need
to be implemented in more realistic situations with higher degree of complexity to reap in the
fruits of the initial basic theoretical work.

For example, the load balancing algorithm needs to be implemented in situations where each
node has unequal capacity. The ImmuneSearch algorithm needs to be implemented on ran-
dom topologies. Although implicitly the algorithms have considered storage and processing,
bandwidth hasn’t been taken into consideration for modeling till now. Moreover, none of the
partners has already attempted to tackle problems related to reliable on demand retrieval of data in
distributed storage which is an important major area. A lot of biological processes can be seen
to employ different methodologies to circumvent unreliability in nature. A simple example
is provided by crocodiles laying huge number of eggs to ensure that some of them ultimately
give birth to new babies. We can learn from nature and build robust algorithms concerned with
reliable on demand retrieval of data.

In the end, we would also like to put forward a new idea of advanced services. It concerns
building up more sophisticated functions combining distributed processing and distributed
storage. An important advanced function which can be thought of in the future is that, when
we are distributing storage, that is we are warehousing a pool of data in some other machines,
it may so happen that we would also like to process these data to extract information out of
them. (A typical case is data mining). That means when we are sharing the load we have to
balance load bearing two things in mind - the processing power and the storage capacity of
the neighbors. In effect, this gives rise to a new interesting multi constraint load balancing
problem.
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